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Fo rwa r’d - During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L o o ki n current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

Statem e nts presentation are being made as of the time and date of its live presentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do not assume

JIIIIIIIIIIIIIIIIIIIIIIIIIIIIISS any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

O either to develop the features or functionalities described or to include any such feature or
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States
and other countries. All other brand names, product names, or trademarks belong to their
respective owners. © 2019 Splunk Inc. All rights reserved.
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Our Speakers

Amy Hundley SENEVAINEE EVE Josh Scheurer
Deputy Director for Division Director — Eligibility System Architect
Field Operations Administration State of Michigan — DTMB State of Michigan — DTMB

State of Michigan — DHHS
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What Problems Exist?
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Michigan DHHS Eligibility Background

Eligibility at a glance

« 150,000+ citizens get cash assistance

ase Assistance Speciali rs i iali
Self Service ﬁ- I ‘
Processing
Center - ?
(SSPC)

1.7+ million citizens get food assistance

A
- 1.3+ million citizens get health coverage ‘-l I<-----J- ....... ..l
50,000+ children receive day care
services _——
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MDHHS Eligibility Overview and Exchanges

10,000+ Bridges Users
* 1.7+ million Portal U ‘\ =
* 150 dri:flelr(;r:]t i(r:tee;;ra;oerzss @ \\ // /‘
O
_BRIDGES
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- 80 different agency interfaces

» 12,000+ transactions per minute
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1. Application Health Tracking and Reporting

Main ‘ 2. Service Level Agreement (SLA)
Objectives Enforcement and Mean Time to Repair
Our goals (MTTR) Reduction & Tracking

3. Ensuring compliance and reporting in
regards to Federal and State Audit
requirements

splunk> EEI)



NNNNNNNNNNNNNNN

° Budget Constraints
* Adaptability to innovative technology
* Overly Complex IT Governance

Challenges

Barriers to success * Costly Legacy Application Technology

R
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& - Application Health

L/ Tracking and Reporting

Objective #1 | Critical Application Insights
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Application Health

Requirements

 Observability and good visibility into the v 560 . S5EE 596
applications inner workings , —— - SR

 Increased efficiencies across the business % 84,379 L2948 911,861 57915 &14,301

» Centralized Repository for monitoring -
- Time savings
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Application Health = [

< Splunk Tv - ISD Portal < Splunk Tv-B..esUCLStats Y 0

How we got there T

Break ‘

e S p | u n k E nte rp ri Se Web Service Calls by Requestor

— Critical visibility into all monitoring aspects .
— Centralized monitoring & reporting

I ST C Total UCL Worker Logins
e S pl u n k V Last updated just now

— Performance data, Business data and
Application Health displayed centrally on Splunk

TV 0 00.0
¢ S p | u n k M O bl Ie ISD Webseryif:e Utilization MiTop 10 - Total Overdue SOP's
— Easily view and analyze dashboard data on the | : S
go EDM Notification

Repor...nefits ‘ |
seamlessly with colleagues S

— Annotate and share performance data




Total UCL Applications Completed Timely (SOP)

Click for Geo Group Details Click for Geo Group Details

UCL Worker Logins Overdue/Pending SOP's

Total UCL Redeterminations Completed Timely (SOP)

Total UCL Changes - Changes Completed Timely (SOP)

Click for Geo Group Details

UCL Tasks

1,250

Total UCL Redet's vs Timely Completed Redet's (Monthly)
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Total UCL Changes vs Timely Changes (Monthly)
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IT Service Intelligence

Insights into the inner workings

* IT Service Intelligence

— Pinpoint usage and performance analytics

— Simplified triaging across multiple KPI's and
services

—20% improvement of addressing issues before
users are impacted using predictive analytics
and Al
732 531 86,6 0.50 21
560 163 141 432 232 874

275 303 21.8 126 29 310«
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Bulk Actions v

ServiceHealthScore

B, jes Production Apps

Bridges Prod CPU Utilization

dges P ction Apps

Bridges Prod Memory Utiliz...
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> Focus: Bridges Production Apps ¥

Bridges ...

Bridges ...

ridges ... Bridges ... Enterpri.. Bridges ... CHAMPS I..Data War... Enterpri... F

4 >

KPIs in Bridges Production Apps

@ ServiceHealthScore

974
Bridges Production Apps 500 Errors
wW\WMJW\NV\«-_o ’
@ Bridges PRD App Server Read/Write Stat
MWW
Bridges Production Apps 100 Errors
0

A . PO
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SLA Enforcement and
MTTR Reduction

Objective #2 | Application Uptime

splunk> m



SLA Enforcement

Requirements

Bridges Production Health

Improve system reliability

Simplify & automate SLA enforcement
and tracking

Stream incident response and on call
management

Reduce and track MTTR

:
2

Monthly Error 100's by Page Id with Trend

Exceptions ¢
DCEDI-100: Unknown
Unknown

: Unknown

Unknown

: Unknown

Unknown

Unknown

Week's Count of Errors Received Per Worker

Error

Error

Error

Error

Error

Error

Error

Error

Bridges Logins

Application Errors

#ofErrors ¢ Trend ¢
849

740

5 6 7

Per Week

Mon Aug's

8 9

10 Next»
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Bridges SLA (%)

EDM / FileNet Response Time (Average in milliseconds) - Per Week

Mon Aug'5

# of Workers

Minutes Lost Per Worker Due to SLA - Daily Trend

05

0x2

28 029
027 6 928

Minutes Lost

Wed Aug 14 SunAug e Th Aug 22 Mon Aug 26 FriAug30 Tue Sep3 SatSep?
2010

Date
Minutes Lost
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SLA Enforcement & MTTR Reduction

How we achieved

«il LTE @B

Paging @powerst5

« SLA Enforcement via Splunk

— Provides mission critical SLA and KPI dashboards for

Paging @scheurerj2

enforcement and traCking API: Enterprise FileNet Response Timing H\G:“ B ElLanll ;F;\V.D”(;;S(V’PRODUCT\OI‘J ALERT - F\/DA‘F)\WK—;}(;CF‘
— SLA and KPI alerting o Fmelt
1 Splunk ITSI Sep 11 4:46 PN
® S pl u n k + VI Cto rO pS : Enterprise FileNet Response Timing HIGH
— Improved our MTTR by 25-35% E—

— Reduce alert fatigue

— Streamlined incident response by automating on-call
management, escalations and alerting

On-Call Change

On-Call Change

On-Call Change




0 Timeline  Settings  Reports Help~

Timeline

post an update...

kollukuduruh is OFF-CALL for Bridges - Batch : DTMB - Batch

Incident #1561 Acknowledged
API: Enterprise FileNet Response Timing HIGH

Policies: Bridges - DBA : Bridges Alert Policy, Bridges Prod Support : Bridges Prod Support
Acknowledged by: scheurerj2

Q) 0 Annotations »f\ 1Alert

Trying to contact powerst5 for #1561, sending PUSH
Trying to contact scheurerj2 for #1561, sending PUSH

Incident #1561 Triggered
API: Enterprise FileNet Response Timing HIGH
Policies: Bridges Prod Support : Bridges Prod Support, Bridges - DBA : Bridges Alert Policy

Q) 0Annotations £) 1Alert

Splunk TS|

Critical: Enterprise FileNet Response Timing HIGH

#1561

Incident Details

Incident Details

> Alert Payload

Incidents

X Incident #1557 Resolved

API: Bridges App Score Degraded.

Policies: Bridges - DBA: Bridges Alert Policy, Bridges Prod Support : Bridges Prod Support
Resolved by: scheurerj2

Details

VictorOps Fields

ack_author
alert_type
api_key

CONTACTGROUPNAME

entity_display_name
entity_id
entity_state
INCIDENT_ID
message_type
monitoring_tool
NOTIFICATIONTYPE
routing_key
SERVICESTATE
state_message

state_start_time

scheurerj2

RECOVERY

redacted

Bridges

Bridges App Score Degraded.
Splunk Alert: Bridges Production Apps Health
up

1557

RECOVERY

splunk-itsi

RECOVERY

Bridges

CRITICAL

Resolved by scheurerj2

1568132086160

Customize View ¥  @scheurerj2 ¥

Sep 10,2019 10:00 AM
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§

/ Auditing & Compliance

W\
“t'(" Objective #3 | Protect your Data
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PCIl & Audit Compliance

Requirements

* Assessment of implementation and T e e
effectiveness of control it i

New &

» Improve efficiencies and reduce manual &b
effort for compliance R o I B

* Ensure a passing scorecard e

» Gain granular visibility into compliance 0 0 0 ° 0
posture in real time e o oo E



PCI & Audit Compliance

Auditing simplified

[ PCI & Audit Compliance Via Splunk High Severity Intrusion Alerts - 24 Hours v Baseline
— Enabled assessment of implementation and 613
effectiveness of compliance controls A 26
— Gained unprecedented visibility into our compliance [Ee—r—"

posture in real time (<4179

— Helps to ensure a passing score

— 50% reduction is staffing time to manually pull and
track audit and PCIl compliance data and metrics

Intrusion Alerts by Severity

Infected Hosts - 24 Hours v Baseline

s 20
K 2

Accounts Monitored

Intrusion Alerts over Time

© 2019 SPLUNK INC.

Malware Signatures - 24 Hours v Baseline

9

1

851129

Top 10 Critical/High Severity Intrusion Alerts
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Our Solution
Insights When You Need Them!

IT Service Splunk Mobile
Splunk Intelligence & TV VictorOps

splunk @) gk msenves splunk
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1. Splunk has provided visibility into performance

and usage analytics for efficient, informed
decision-making leading to a noticeable
improvements in the ability to quickly address
and prevent issues within our Eligibility systems.

. Splunk & VictorOps has improved our Mean Time

To Repair (MTTR) by 25-35% and provided a
20% improvement of addressing issue before
they impacted the business.

. Our staffs manual effort of providing and tracking

PCI & Audit compliance has been reduced by
50% by Splunk. This helps us to ensure a
passing scorecard for audits.
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Looking 1. Container Monitoring Solutions

— Seamlessly integrate with Docker, Kubernetes and OpenShift environments

Fo rwa rd — Splunk App for Infrastructure (SAI)

The Future

2. Splunk Enterprise Security

— Increase detection and investigation capabilities using advanced analytics
— Improve security posture by getting end-to-end visibility across all machine data
— Improve security operations with faster response times
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You!

RATE THIS SESSION



