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Splunk SAP” : Be the Hero!

Ingesting data from your most critical business system
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Embrace SAP° Chaos

Go from data to business outcomes faster than ever before with Splunk

RHON DOS » The Hero Journey

» Security
&.
Q » Supply Chain

» Performance

» Q&A
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Truth #1: Heroes Deliver Massive Return on Investment

Complete visibility to your SAP Supply
Chain and related business systems

Monitoring of SAP and its applications for
real-time security

Slash MTTR and Root Cause Analysis on
SAP and associated systems by 70%

Reduce P1 issues with your SAP &
Interrelated systems by 30%

Splunk listen to your data’



Truth #2: Heroes Target Projects with Business Impact

SAP

Fortune 500 Global Revenue
Revenue
Customers Touched

" “ E o o

Splunk listen to your data'
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Truth #3: Heroes Understand Risk & Reward

: £ Mi ft
SAP° Certified B Avire
Integration with SAP S/4HANA®

dMaZoN | Partner

webservices | Network

ADVANCED CONSULTING PARTNER

splunk>
Product Investments

Pa1PaJ2dY Hun|ds

4+ years and counting as well release of new
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Why is Splunking SAP a ‘Hero’ Project?

G

SAP systems are SAP has limited SAP cannot do real-
complex, real-time, alerting and time or historical
and mission critical visualization data correlations

Splunk > listen to your data’



» Hero DNA

Change Agent
Collaborative
Natural leader
Vision

Trusted
Creative

Business & Technical chops

SAP Journey

The DNA required and the areas to focus on

» SAP Use Cases

Security

Supply Chain
Performance
Cloud Migration
IOT

Phantom
Compliance

© 2019 SPLUNK INC.

Monitoring Outsourced SAP SLA's

e, Splunk > listen to your data
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Security Hero

David Clawson
Splunk YODA

.. Splunk > listen to your data’



@ RHONDOS

SAP Security & Compliance

PowerConnectsends events to Splunk that are named after the T-Code or report typically used to access

them. Examples include SM20, SU01, SUIM, SCC4, SMICM, SM04, AL08, RSUSR200, RZ10, STAD, etc

All Security relevant transactions and user activity:

* Geographic view of system usage

* Anomaliesin system log, e.g. increased message frequency
 Critical user activity — Role and Permission Changes

* Fraud Detection and Alerting

* Super Admin “Firefighter” ID monitoring

* Password Complexity monitoring

AN ‘ Connect
K BNW splunk > & s Certi
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SAP Security Essentials B Epers L

SAP System

Range

Authentication Activity System Logs Network Activity
Successes (Dialogue) Failures (All) Concurrent Logins (Dialogue) 500 KB/s IN KB/s OUT
05 5% 3 a3 1,097
Last 60 minutes Last 60 minutes Last 60 minutes Last 60 minutes Last 60 minutes
\f\_/\/\_/\/-\\N \/\--—--...-—-.—...-\,.-—..r'\‘.
History ‘ History: KB/s IN
W High Fricrity
ok V!m“ﬂ;:y S
Warning
_..l =
Max KB IN
‘ Time
. Failure History: KB/s OUT
Success 12:00 PM &:00 PM 12:00 AM
Tue Oct1 Wed Oct 2
2018 16,000
LLL I Avers.. oUT
T Max KB OUT
Time
Security Scorecard Number of Logged in Users (Geo)
Passed Failed

Security Case = Count %
Login by privileged user

Users having excessive rights
Privileged SAP users enabled

Users with default or well known password

Client open for change



GN RHONDOS

PowerConnect ~ SAP Security v SAP Performance ¥ SAP Business Process v SAP Interfaces Java~ Database v RHONDOS ~ Development v Help*  Search ?ofg’plmwer()onnect 60
Security Scorecard - - -
Range SAP System

Total No. of Checks No. of Checks Passed No. of Checks Failed
19
Login by privileged user Users having excessive rights Privileged SAP users enabled Users with default or well known password
1 58 10 3,475

Client open for change N P open for ch Login by multiple IDs on 1 terminal Multiple logins by 1 ID on different terminals Login by 11D in’difrerem geos

7 235 1 o 0
P: d policy par Debug mode used User type changed Downloaded a file (NW7.31+) Active users not logged in for 30 days or more

5 1 0 1 4163
Execution of sensitive transactions Users with sensitive authorization Users with dev keys Failed logons from multiple users on 1 terminal Change in RFC destinatio,n

o) o) 143 0) o)
X BNW




User Activity by SAP System

Export =

Edit

Range System Span
Last 7 days - - All- - 1 Hour -
Inst; Usage by 5i ful Log-ins Top Users Instance Usage by Work Process Utilization
50000 ALGUSER $ Logins $ 28
384
45000 SOLOMON 184 0
DT 678 Ed
40 =
000 B &
52 i
B =sp00 SAP a3
.
BUCHER
30,000 - P a5
CH_BATCH 2
25,000 i .
MICHAL SKY a7 Thu Aug 22 Frl g 23 Sat Aug 24 Sun Aug 25 Man Aug 26 Tue Aug 27 Wed Aug 28
2018
r T T T T S - Time
EETHCED MRS LEUER SRR BED DELED whEpR RS eprev 123 nexts SAPNFID_NTIOO — SAPNPID_NTLIO  — WI2SIMDESEOEIDT.00 — sul?hob2+1800 S18.01 — sul2ol2s70ic7_074_00
_Mirre
Total Transactions Executed by IEGOR SEB0 T-Code Usage by IEGOR Over Time
25
other (18] TBNWVSMAIN [
ZKEYMGR SEM o I|
STMS sEN /
STAD sEn_oln |
|
;] |
sE24 |
=}
E | A
n '\
STOS SE38 | \ /
L [ \ \ | \ ~— BEED
[ \ [\
SME9 | \ [\
. \ /)
SESSION_MAMAGER | \
h_M 25 | '\I | \
I| \ ."l '.II
sE83 \ \
! \ /)
| \ / \
T T T - T T T T — T T T I'I 'll T L T
12:00 PM 12:00 AM 12:00 PM 1200 AM 12:00 PM 1200 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12200 PM 12:00 AM 1200 PM 12:00 AM
Wed Aug 21 Thu Aug 22 Fri fiug 23 Sat Aug 24 Sun fug 25 Mon Aug 26 Tue Aug 27 Wed Aug 28
2018
i
SEBD
SAP Global Transactions By IEGOR {raw)
Rall
Wait
Transactions Average Response CPU Transactions Max Exceeded Rall In RallIn Roll Qut Roll Out Rall Lack Lock Database Database Dialog GUI Net Gul Maximum Max Page Max Rall Processar Time Threshold
= E Time = Time = Performed = Value 5 Threshold = Count & Time = Count & Time % Time = Count & Time = Calls Call Time % Steps * Time = time % Memory & Memory ¥ Memory = Time % Act_encode 5 s E
SES8 = 835.18 1 5461 .42 2.69 3.43 .4 a73 3.57 8.64 381.34 2 36 999.9 8. 08 leaddiel8if .37 .08
JENWVS/MAIN -2.7 312.78 18002 553 .08 285 2.44 )| 2 @ 94881 6.16 13 4819.89 74389 1 292,82 892,89 8.08 24 8.88  F971c95986a23491 .66 .08
2648.37 444 1 794 3.29 ] 3.28 67 31.18 1 .34 202.68 574.2 322.5 372.3 8.08 93.74 904.5 87d52c97403d6c5085F8 3 .36 3.08
s (
splunk> & sap




@ RHONDOS

Sales Order Fraud Dashboard

Apr 15 through 26, 2019 - - Hide Filters

Rush Orders Orders Created Orders Deleted

o
[

Even Invoice Values Invoice Amount Anomaly by Vendor
Sales Invoice # +  Currency $ NetValue #  EntryDate & EntryTime % isEven is_outlier 3 Sales Invoice # +  Currency % Net Value $ Sales Group #  EntryDate % EntryTime %
008058985  EUR 1656.80  2019-84-25 15:25:12 Mon=Even BPA59ETI42  EUR 416700. 00 181 2819-83-11 16:32:52
00080050384  EUR 4142.80  2019-84-25 15:23:22 Even Price 808BE5AI85  EUR 1656. 88 181 2819-84-25 15:25:12
00800508383  EUR 1383.80  2019-84-25 15:208:55 Even Price 208BB58984  EUR 414200 181 2819-84-25 15:23:22
0080058382  EUR 3454.28  2019-84-25 15:14:51 Even Price 2088858983  EUR 1383. 80 181 2819-84-25 15:208:55
0080050380  EUR 3380.00  2019-84-25 15:84: 48 Even Price 0080858982  EUR 345420 181 2819-84-25 15:14:51

|T|2 3 4 nexts

Sales Orders Deleted Deleted Sales Order v2
_time # SalesOrderNumber +  DeletedBy * _time # SalesOrderMumber #  Username #
2019-84-17 12:18:48 22a8B45461 MATTC 2819-84-17 17:36:49 Baa8a45461 MATTC
T T User Roles Transactions by User

Profile & AGName # 30
Order Information:

IDES_IDA_SUP Z_BMNWVS_ADMIN_ALL_TASKS
Sales Order 0000049461 IDES_SWITCH Z_BNWVS_ADMIN_CHANGE 20
Group ID/Organization ID 1011000 R3_TRUSTED
Order Currency and Amount EUR 1151.40 L VEN
Create Date 2019-04-18 05:15:33 SR 10 — VLo2N

S_USER_ALTH VLOS
Created By MATTC -

T-A4248002 l
Deletion Date 2019-04-17T12:18:48.000-07:00 T-N1870802 . — - - - 3
Deleted By MATTC Mon Apr 15 Wed Apr 17 Fri Apr 19 Sun Apr 21 Tue Apr 23 Thu Apr 25

2019
_time
Role & Profile Assignment Summary of Actions Taken by User
BMAME MODBE MODDA MODTI NEW_VAL TCODE ALGUSER # Summary of Actions Taken =
_time = ACTION % ATTRET = * * * * NEW_TEXT = * *
MATTC Authorizations for User DBURNS Changed
2019-4-24 B6:50:57 Password status USR@2- DBLRNS MATTC 20190424 235857 Initial sual Download 13515 Bytes to File C:\Users\Matt Colabrese\Do..\SAP GUI\fossil_order.htm
changed PWDINITIAL Dynamic ABAP Coding: Event - Event Type: D! Checksum: /1SAI/SAS4BEGES29E15551961A8C=XT

Dynamic ABAP Coding: Event = Event Type: D! Checksum: /15AI/SAS4BEGES29E15551961A8C=XTI
2019-04-24 86:50:57 Password changed  USR@2-BCODE ~ DBURNS  MATTC 20198424 235057 New suen Dvnamic ABAP Coding: Event - Event Tvpe: Dl Checksum: /1SAIL/SASS9CCABEGFSFFCO4F11AE=XT
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RHONDOS CYBERSECURITY FOR SAP WITH POWERCONNECT & SPLUNK
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Business Hero

David Clawson
Splunk YODA

.. Splunk > listen to your data’
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Typical Fortune 500 Company

The Cost of Downtime

$10,000,000
per minute

Average Busiest Day

Uptime MTTR

Improvements

Splunk > listen to your data’
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SM58

Failures
Successes
Transactions

IDOC

Splunk > listen to your data’
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RHONDOS

Use Case Example: Supply Chain System Health

SAP Supply Chain System Health

BNW

Partner Portal
Status

Connections

Partner Orders

820

Middleware
Application status

SAP IDOC Status

Inventory System
Status (EIS)

SAP Batch Job

Warehouse
Management System
Status

[“‘“‘“““%

ServiceHealth

Work Processes

1047

HANA Health
Status

[“‘”‘”“M

ServiceHealth

RHONDOS

Shipping Status

[“‘“‘“‘M

SAP Printer Status

[“‘”‘““U

ServiceHealth

Receiving Status

r_w]m

ServiceHealth

PowerConnect

For Splunk

splunk > & AP C
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Big Pharma Charge Back
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Example of unplanned SAP outage impacting:

Logistics execution Big wholesale orders
big orders to major accounts Order Somehow wrong
SAP Not printing ran order on old data
big orders don’t role didn’t see that batch jobs
Order on Truck but Truck not rolling or input from middle ware
trucks bill of lading can’t print from SAP Not filling
wrong paperwork big orders don't leave the doc

service bus failed to complete in SAP

splunk> m
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SM58
Failures
Successes
Transactions

IDOC

Splunk > listen to your data’
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Performance Hero

Matt Colabrese
Director of Customer Success

Splunk > listen to your data’
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The Bare Necessities
What does it take to get PowerConnect running?

» Two hours for prep and prerequisites
» One hour to install the SAP Add-On
» Two hours to configure the SAP Add-On

» Three hours to validate data and tweak lookups

Splunk > listen to your data’
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SAP Daily Checklist

Reduce or eliminate the manual time associated with monitoring SAP uptime

System Overview
Range
Last 7 days.

Avg. CPU Usage % Avg. RAM Usage % Up Time % ‘Work Process Utilization % - BTC Work Process Utilization % - DIA

Authentication Activity Network Activity

KBis IN KB/s OUT

2 5 1 14,852 .3,

Last 60 minutes

Successes (Dislogue) Failures (All) Concument Logins (Dislogue)

History: KB/s IN

1B.000

History: KB/s OUT

WodDct16  ThuOetf? FriOct 18 Sat Oct 19 SunQet30  MonOet T Tua Oet 23

2019 32,000

Time

Splunk listen to your data’




© 2019 SPLUNK INC.

G RHONDOS

SAP Daily Checklist

Reduce or eliminate the manual time associated with monitoring SAP upti

Basis Health Checks User Experience (Geo)

Basis Case #

Response Time and TCODE by Functional Area

Functional Area TCODE/min

8
8

u
g

— #wg. Resporse Time

Bug. Respansa Tima

Z00AM 200 PM 12:00 AM 4 200 AM 12:00 PM 12:00 AM 12:00 AM 12:00 PM 200 AM TODPM 12:00 AM —
Wod D116 Thu Oct 17 Fii Det 18 SatOet# Sun Oct 20 Man Det 21 Tua Dt 22 - - -
CODAM  DRO0PM  1Z200AM  1Z00PM

2019
Wod Ot 16 Tha Oct 17
2019

LODAM  1200PM  fO0AM  IZOOPM 1200 AM
Sun O 20 Man Oet 21 Tua Det22

Time

A These results may be truncates. This visualization is configured te display & madmurn of 10000 results per series, and that it has been reached.

§

§

— g, Respanse Time

Bwg. Respansa Tima

200 AM TO0PM 12:00 AM .

Man Det 21 Tua Dt 22 - - - - - - =
TOOAM  1200PM z 100AM  DODPM  DO0AM  DZODPM  EEODAM
= Sun Ot 20 Man Dt 21

CODAM  @OOPM 1200 AM g @O0OAM  1200PM  E00AM WOOAM  1Z0OFM
Wod Oct 16 Thu Ot 17 Fii Det 18 Satet® S Oct 20
Snl CODAM 00 PM
Tira Wod Oct 16 Thu Qet 17 Sat et
2019

per sefies, and that imit has been reached. Time

A\ These results maybe truncated. This to displey &

E

g. Respansa Tina

Splunk listen to your data’
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Time Machine Dashboard

Range System

Previous week D7

CPU/RAM vs. Time (08/18/2019 00:00:00 - 08/25/2019 00:00:00)

r T T T
Sun Aug 18 Mon Aug 19 Tue Aug 20 Wed ug 21

2019

Time

Executed Batch Jobs vs. Time (08/18/2018 00:00:00 - 08/25/2019 00:00:00)

1500

Num Batch Jobs

[ T T T
Sun Aug 18 Mon Aug 19 Tue Aug 20 Wed Aug 21

2019
Time

System Logs vs. Time (08/18/2019 00:00:00 - 08/25/2019 00:00:00)

r T T T
Sun Aug 18 Mon Aug 19 Tue Aug 20 Wed Aug 21

2018
Time

SAP Time Machine

Provide unprecedented views

CPU Usage
RAM Usage(%)

T T T
Thu Aug 22 Fri Aug 23 Sat Aug 24

— Num Batch Jobs

s . __—~g
Frl Aug 23 Sat fug 24

]
Thu Aug 22

= - =
Thu Aug 22 Fri Aug 23 Sat Aug 24

CPU/RAM vs. Time (08/25/2019 00:00:00 - 08/28/2019 14:14:14)

100

2019 SPLUNK

comparing SAP performance at different times

& Copy from the left panel

CPU Usage
RAM Usage(®)

r T T T
12:00 AM B00 AM 4:00 PM 12:00 AM £:00 AM

Sun Aug 25 Mon Aug 26
2018

T
4:00 PM

Executed Batch Jobs vs. Time {08/25/2019 00:00:00 - 08/28/2019 14:14:14)

750

Num Batch Jobs

12:00 AM
Tue Aug 27

12:00 AM
Wed Aug 28

— Num Batch Jobs

12:00 AM 12:00 PM 12:00 AM
Sun Aug 25 Mon Aug 26
2019

System Logs vs. Time (08/25/2019 00:00:00 - 08/28/2019 14:14:14)

750

No. of Logs
&
g

"
@
8

12:00 AM
Tue Aug 27

12:00 AM
Wed Aug 28

12:00 AM 2:00 AM 4:00 PM 12:00 AM 8:00 AM
Sun Aug 25 Mon Aug 26
2019

4:00 PM

12:00 AM
Tue Aug 27

8:00 AM

12:00 AM £:00 AM
Wed Aug 28

Splunk listen to your data’




) 2019 SPLUNK INC.

‘@GN RHONDOS

SAP Time Machine

Provide unprecedented views comparing SAP performance at different times

System Dumps vs. Time (08/25/2019 00:00:00 - 08/28/2013 14:14:14)

System Dumps vs. Time (08/1;

— Mo of ABAP Shertdumps — Mo of ABAP Shortdumps

No of ABAP Shortdumps
Mo of ABAP Shertdumps

T T T T T T T T T T T T T r T T T
1200AM  1200PM  1200AM  1200PM  1200AM  1Z00PM  1200AM  [200PM  1200AM  1200PM  1200AM  1200PM  1200AM  1200PM 1200 AM E:00 AM 400 PM 12:00 AM 200 AM
Sun Aug 18 Mon Aug 19 Tue Aug 20 Wed Aug 21 Thu Aug 22 Fri fug 23 Sat Aug 24 Sun Aug 25 Man Aug 26
2019 2018
Time

Q L i D tmagp
STAD (DB time, resp time, network time) vs. Time (08/25/2019 00:00:00 - 0B/28/2019 14:14:14)

STAD (DB time, resp time, network time) ve. Time (OB/18/:

400,000 400,000

200,000 200,000
DB Time DB Time
Response Time Response Time
RespsNetwark Time RespsNetwark Time

Lt T - - - - e - -
B:00 AM 4:00 PM 12:00 AM 400 PM 12:00 AM B:00 AM 4:00 PM 12:00 AM

r A = - - - . - . P & s .- v =
1200AM  1200PM  1200AM  1200PM  1200AM 1200PM  1Z200AM 1200PM  1200AM 1200PM  1200AM  1200PM  IZ00AM  1200PM 1200 AM
Wied Aug 21 Thu aug 22 Wed Aug 28

Sun Aug 18 Mon fug 19 Tue Fri Auig 73 Set Aug 28 SUn Aug 25 Mon Auig 26 Tue Aug 27
2019 2019
Time

Work Process Utilization % vs. Time (08/25/2019 00:00:00 - 08/28/2019 14:14:14)

0

h'l A '~A AN
A i\ f N
Wyt N AN AVIW VL VAT
12:00 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 12:00 PM 1200 AM 12:00 PM 12:00 AM 12:00 PM 12:00 AM 00 PM 12:00 AM 12:00 PM 12:00 AM B:00 AM 400 PM 12:00 AM B:00 AM 4:00 PM

SN Aug 18 Man Aug 19 Tue Aug 20 Wed Aug 21 Tha Aug 22 Fri Aug 73 SatAug 24 Sun Aug 25 Mon Aug 26
201 2019

Tue Aug 27

Number of Logged In Users vs. Time (08/18/2019 00:00:00 - 08/25/2019 00:00:00) Number of Logged In Users vs. Time (08/25/2019 00:00:00 - 08/28/2019 14:14:14)

“ 15

VAN

12:00 AM 12:00 AM 4:00 PM 12:00 AM
Wed Aug 28

Mo of unique users
s ®

No of unique users
]

— No of unique users — No of unique users

1Z00AM  12OOPM  1200AM  1Z0DPM  1200AM  1200PM  DODAM  1200PM  1200AM  1200PM  1200AM  1200PM  1200AM  1200PM 1200 AM
Sun Aug 18 Man Aug 19 Tue Aug 20 Wed Aug 21 Thu Aug 22 Fri Aug 23 SetAug 24 Sun Aug 25 Mon Aug 26 Tue Aug 27
2019 2019

Time

Splunk listen to your data’




SAP Performance Snapshots

© 2019 SPLUNK INC.

Conduct root cause analysis of performance issues with time correlation searches

CPU vs. Work Processes
Range System

Last 7 days v D7

CPU Utilization (%)

100

CPU Utilization %

Work Process Utilization (%)

Instance

WI2S12IDES606_I... v | X

Instance Name: W12S12IDES606_ID7_00
Time: 2019-07-26 11:59:49

Time Difference (in seconds):
WP PID =

5204

— N A/ o~/ \____I~ .

Span

hd X 1Hour v Hide Filters

Jul 26, 2019 12:00 PM
125

Edit Export v

Time
= CPU Utilization %  —
WP Number + WP Status < WP Type < WP Report =

2] Running DIA SAPLSCW2

1 Waiting DIA

2 Waiting uUPD

3 Waiting BTC

4 Waiting DIA

5 Waiting DIA

6  Waiting BTC

7 Running BTC /BNWVS/CL_JOB_EXTRACTOR=======CP

e N

Qa L i © 2mage

Splunk listen to your data’
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Real-Time Alerts & Visibility

Achieve NEGATIVE(!) mean time to resolution by fixing issues before they escalate

Ticket 3: Priority
Ticket 1: Priority High NRIVSHADOW table

Work Process Utilization locked >20min Ticket 4: Priority Critical

>50% Per Solution Manager,
NRIVSHADOW table Update2 response time

unlocked by DBA with >SOP in all instances
WP Utilization at 86%

Ticket 2: Priority

Work Process Utilization
Work Process Utilization
returns to normal levels

Splunk > listen to your data’
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Typical Benefits & Return on Investment

Splunk > listen to your data’




Find out more at .....

.Y SAPPHIRE

Biweekly Webinars

Splunké.. e! October 16t 2:00 PM EST — BE THE HERO

L T
¥ Yy
4

ol
y

Gy OCTOBER 31°T 1:00 pm EST — INVESTIGATING SAP IN REAL TIME!
www.rhondos.com/webinar

Splunk Guest Blog
Splunking SAP and Turning Data
into Action

W https://www.splunk.com/blog/20

TECHED 19/09/19/splunking-sap-and-

turning-data-into-action.html

Tera Booth #174

PowerConnect
For Splunk 6

Splunk @ SAP CE‘lyt‘\f(-d
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Thank You!

@ RHONDOS info@rhondos.com

Splunk > listen to your data’



RHONDOS

Key Use Cases for “Splunking” SAP

Security

SAP Data Analysed

Full SM20 audit log
User location, profiles, roles

User reports and system log

Insights Provided

Analysis of troublesome or
unexpected login behavior

Geographic view of system
usage.

Anomalies in systemlog, e.g.
increased message frequency.

Ul details e.g. versions.

Performance

SAP Data Analysed

Application, GUI, transaction
response times (STAD)

SAP uptime & availability

Real time database health

Insights Provided

Real-time and historic view of
load and response by user,
transaction code or any field in
the dataset.

Availability of SAP solution
components.

Migration

SAP Data Analysed

* User Activity and Security
Access logs

* Custom program utilization

* Uptime & response time
comparisons to legacy

* HANA health & consistency
checks

Insights Provided
* Current state benchmarking
* Integrator accountability

* Go-Live confidence

Business Flow

SAP Data Analysed

Batch job execution statistics

IDOC & change documents
processing

PI/PO message processing

Insights Provided

Status of critical business
processes.

Business process context via
IDOC content, e.g. sales data
or PO without PR.

PowerConnect Qq
For Splunk

Splunk @ SAP Cer tified




