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During the course of this presentation, we may make forward‐looking statements 
regarding future events or plans of the company. We caution you that such statements 
reflect our current expectations and estimates based on factors currently known to us 
and that actual events or results may differ materially. The forward-looking statements 
made in the this presentation are being made as of the time and date of its live 
presentation. If reviewed after its live presentation, it may not contain current or 
accurate information. We do not assume any obligation to update 
any forward‐looking statements made herein. 

In addition, any information about our roadmap outlines our general product direction 
and is subject to change at any time without notice. It is for informational purposes only, 
and shall not be incorporated into any contract or other commitment. Splunk undertakes 
no obligation either to develop the features or functionalities described or to include any 
such feature or functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, 
Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in the 
United States and other countries. All other brand names, product names, or 
trademarks belong to their respective owners. © 2019 Splunk Inc. All rights reserved.
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​“Retail theft costs U.S. companies 
~$30 Billion a year.”

​ 
https://www.facefirst.com/blog/retail-loss-preven

tion-and-violent-crime-statistics/
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​“Professional shoplifters are 
responsible for 10% ($3B) of all 
retail theft. Averaging ~$800,000 

for every $1b in sales, up 7% YOY”

​ 
https://www.facefirst.com/blog/retail-loss-prevention-and-violent-crime-statistics/
​https://www.retaildive.com/news/organized-retail-crime-continues-to-surge/5437

32/
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TTPs of Organized Theft
The different ways organized criminals make off the with goods

​Push Cart ​Fake Returns ​Five-Finger Discount
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How Can Splunk Help?

​Questions that needed to be answered
• How to find out who is in the store?
• How do we correlate known thefts to individuals?
• How to make complex data user friendly for Loss Prevention investigators?

How do we stop or at least deter even some of this theft?

Most importantly: How do we get results to 
the right people that can take action ASAP?
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The Magic Sauce: 
Instore Guest WiFi 
DHCP logs

Solved: 
Who is in 
the Store
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Solved: Correlating Known Thefts to 
Individuals

​An analyst inputs dates and 
stores of known thefts 
believed to be linked to same 
Master Case. 

​The goal being to isolate a 
MAC address that was 
present during multiple 
events. 
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Solved: Complex Data Made User Friendly

​We can further refine by 
time, to provide within an 
approximate time window of 
when the individual entered 
and left the store.
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​The MAC from the 
previous panel is 
tokenized to also display 
a clustermap

​Mapping the stores helps 
to show patterns, and 
allows for predictive 
analysis

Solved: Complex Data Made User Friendly 
cont.
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You’re on the List
Populating a Lookup from an input panel

1. Once a device has been found present at 
an unusually high number of known 
thefts, it goes on the list.

2. This input panel allows an investigator to 
flag a MAC address is suspicious, as well 
as add relevant case information 

Copyright?
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Solved: Getting 
results to the 
right people
​With an alerting running every 5m, we 
can compare our suspicious MAC list, 
to MACs currently active in the stores

​By tokenizing the email alert action, 
and leveraging stats ‘values’ we can 
ensure emails are only sent to the 
relevant people. 
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Insert your own screenshot here.
For best results, use an image sized at 1450 x 850
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Summary
Using Splunk to Catch Theft Rings

Grabbing Near-Real time DHCP data

​Correlating Against Open Cases

​Identifying Bad Actors

​Proactive alerting on Bad Actors
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1. Integrating the LP database with Splunk 

2. Proactive Theft ”Hunting”

3. Harnessing DHCPDISCOVERY Events

Where we plan to take 
this use case going 
forward

Future 
Growth
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You
!

Thank


