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FO rW ar d 4 During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L O O k I n g current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

St at e rn e n tS !ore.sentation are being made as of th.e time and date of its !ive pregentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do notassume

s any obligation to update any forward-looking statements made herein.

In addition, any information aboutour roadmap outlines our general product directionand is
subjectto change at any time without notice. Itis for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

Q either to develop the features or functionalities described or to include any such feature or
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk
Lightand SPL are trademarks and registered trademarks of Splunk Inc. inthe United States
and other countries. All other brand names, productnames, or trademarks belong to their
respective owners. © 2019 Splunk Inc. All rights reserved.
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Key takeaways

W hat you should take home from this session

o Analysis & Knowledge
Cyber Defense Prioritize the Response Sharing &
@DATEV right things. Workflow Awareness
M\Wu O%O
D
= 2 QZ)
Strategic goals & Be fast and use what is Promote the Promote the
approach there... Cyber Defense topic Cyber Defense topic
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I ﬂ Whatis / does DATEV?

Financial Power
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Whom do 13 million employees
~@ trust each month?
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DATEV eG

Shaping the future — together

THIS IS 36%?860 26

CUSTUMERS
DATEV TRUST COMPANY LOCATIONS

DATEV MAINTAIN REGIONAL
PRESENCE IN GERMANY
o "'ﬂ ”ﬂ"lﬁ‘ ””l GENEIlRIX'I'ZEOI;i :I'I-UFE{KIOVER

represent

e 1,600 M 1.034

throughout EM PLOYEES

ACT FOR THE MEMBERS
Europe OF THE COOPERATIVE BILLION EUROS
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What you usually see from us...

our software is the key doing tax business
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Cyber Defense @DATEV

Strategic goals & approach

splunk> m



© 2019 SPLUNK INC.

DATEV and Attacker

Why we are interesting for the dark side...

Why is DATEV interesting for Attacker?

g Fraud -> steal Money

* Changed receiver,...

Espionage -> get customer data
* Date Leakage of customer business information
* CEO/VIP Salary Statements,...

Personally Identifiable Information -> identity theft
* |Information on health insurance, confession, tax ID, place of residence, bank

connection, vacation days, birthday, salary, ...
splunk> m
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Our Cyber-Defense Approach

THREE WORLDS, THREE PERSPECTIVES, BUT ONE GOAL

Risks
Processes .
Services

Ensuring
Business Continuity

® A &

Sites Communication

People Partner
Networks

'(o..».»o«asw\s Ercal amd
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General Cyber Defense Strategy

Prevention, Detection, Reaction, Resilience

Real-time Monitoring

& Triage

Incident
Management

Situational

awareness pictu re

Intelligence

2\

N
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Actual
Security Level

Required

N\ A

Security level
for Business-Continuity
A e srapionsl 7

Detection Business Continuity

Minimizing duration
of critical states

Reducing amount
of critical states

Key question:
* Where should be the blue line?
* What is the appropriate security level?

* What do we need to detect?
 How to balance operation, blocking and detection?

splunk> m
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N

Prioritize the right things AN

What should we detect?

Sensor sensel
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SOC/Cyber Defense Alignment

Adapting security monitoring to the required scope

Wasted Budget

If you know

Attack technicues « the attacker,

Current
Protection

T
L
T TP
B
f:u++++++++++++++++++++++++++++++++++++:++++::_+++:+ i [} th e tl‘] re a‘t S

& Soedhe g 3
A S

e e A

S
B
e e e e
g

Y LEEY
Al +:++ .‘1- WY
e o s e -
3 st
52 £ S =
S T o e A oS N RN A .
SR u 1AduU

n attack surface

* theown attack surface.

But where to start, if you don’t know?
- use MITRE ATT&CK

unprotected

Security Monitoring Scope
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MITRE ATT&CK

Overview on Attacker Techniques and Attack Phases

© 2019 SPLUNK INC.

attack.mitre.org

ATTECK. -A *Tough!

Tool i
ATT&CK™ is a globally-accessible RoEm, °Challenging
knowledge base of adversary tactics ML) e Annoying
and techniques, developed by MITRE Host Artifacts
based on real-world observations of Domain Names *Simple

adversaries’ operations.
eEasy

Source: David Bianco

https://detect-respond.blogspot.com/2013/03 /the-pyramid-of-pain.html

TTPs = Tactics, Technigues, and Procedures

SpIuUNK > m
A. Appelbaum: Attack by numbers
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Initial Access

10 items

ATT&CK for Enterprise

Execution

33 tems %
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Based on real data from security incidents

- ‘e
Deve.oy Compromise Agplesenst

*

*

-
Expiol Subic-facing @WSTS

Appheaven

Haroware ASSTON ,

Reghcaton Through
Removanie Meda

Soearphishing
Amachmant

Soearphghing Lirk

Soedrohahing via
Servce

Supoly Snain
Compromine

Trusmas Relavonghg

VI ALLOunu

illlllllllllit::'“',‘
Elommand-Ling Interface®
EEEEEEEEEESR

Sompied STV, Se

[
Canvol Sanel Ity
.

:‘,“w-: Data Dicnange

Exedpion througn A%

.
Ece0utOn Hrouph
Vooueos

‘a
A:»c{v.':
[ ]

Appire @

9
clear focus on technical attacker behavior

zxecution

n: Linuwx, mac0s, Windows

]
Apphzym

n

Commands that are executed run with the current permission level of the command-line interface process
Autherl
n

TS Jock

Permissions Required: User, Administrator,
1

Beoioksthe forOiere  Soodde . . Iurces: Process monitoring, Process
~—< sl Decoupled from potential solutions i parametars
Gragnical User incerface Crangel ts Remote: No
e Assecom  course of an operation. e
BN “‘ Comoom 1: 1.0

- - ‘ 8 U L [
oascwicecdry  Comelt Contains Information regarding attacker groups and
wSASS Driver .
. en

wa 5, ok Software, Tools & Malware
Sowarsras % e
A— . :"‘. ;:E Name Description

a8 . -
*QIVTSL . . o
wremad - AT has the capability to create a remote shell 2

wogers premad 4 RAT 4H RAT has th bility to create a remote shell 12
Rungii3d i |

Tehecuied Task :.‘ sy )

Senpting TS | adbupd adbupd can run a copy of cmd.exe B

R . el |

SAONCE THRCUDON 7

Signed Sinary Prowy

TSN

Sepned Scrige Prowy
Execution

Source

admin@338 Following exploitation with LOWEALL malware, admin@338 actors created a file containing a list of commands to be executed on the compromised computer, ™!

Image File Execution

Sanvice Ragatry idcen Uters Discovery Web Service
Opticns Injecuon =

r'rvj-u ong Hidgen Window System Owrar/Uses ‘egend
Semat Mogules ang Weakness Duscovery o
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Self Assessment

Know where you are ...

Attacker Groups

DATEV Hacker Tools

threat landscape, Malware
required

protection Classificatio .

Attack
Techniques

- M\
Prevention

|:| [
Attack [ Effect. ][ Cover. ] 0
rechnidues
Results by structured
[ Effect. ][ Cover. ] Interviews

Resu|ts:5fl_\ﬁ/'ﬂ -  What is well protected?

*  Where are preventive controls failing or missing? splunk> m



Attacker Classes

DATEV Specific

Attacker

Crime Service Attacker

Basic Attacker

*We tailor attacker classes specific to industry domains splunk> m



From Attacker classes to techniques

W hich attacker classes uses which techniques?

APT
APT Reports
DATEV specific .
Industry Sectors Own Security
—
used by Exploit- used b quads used by |:>
Kits y Infostealer
# Techniques # TSSC gg 'g; €s # References by ‘
used by Groups Software technique

splunk> m
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Combined view on all Attacker classes

Without DATEV specifics attacker groups

Drive-by Compromise

AppleScript

Exploit Public-Facing
Apolication

CM5TP

Hardware Additions

Replication Through

.bash_profile and .bashrc Access Token Manipulation | Access Token Manipulation

Account Manipulation Account Discovery

AppleScript K

lication Window
Accessibility Features Binary Padding Bash History App E -
Discovery

Accessibility Features

Application Deployment

Dt

Distributed Component 1
1

Removable Media
Spearphishing Attachment

Spearphishing Link

Spearphishing via Service

5 Iy Chain omize Execution through Module

Trusted Relationship

Walid Accounts

Command-Line Interface Account Manipulation AppCert DLLs BITS lobs Brute Force Browser Bookmark Discovery Ohiect Mods !
Compiled HTML File AppCert DLLs Appinit DLLs Bypass User Account Contral Credentizl Dumping File and Directory Discovery E‘p'uit;:*:;:::m“m
Control Panel ltems Applnit DLLs Application Shimming Clear Command History Credentials in Files Network Service Scanning Logon Scripts |:

Dynamic Data Exchange Application Shimming Bypass User Account Control CMSTP Credentials in Registry Metwork Share Discovery Passzthe Hash I
Execution through APl PYRTPINCISCR SN 1| | Scarch Order Hijacking Code Signing E‘pluitatiz::::fmd entiz| Network Sniffing Pass the Ticket D

S BITS lobs Cylib Hijacking Compiled HTML File Forced Authentication Remote Desktop Protocol
Exploitation for Client Bootkit Exploitation for Privilege Component Firmware Hooking e e e e Remate File Copy

Execution
Graphical User Interface

InstallUtil

Escalation
Window

Browser Extensions Input Capture

IBCtion

ni
File System Permissions
Weakness

Process Discovery

Change Default File
Aszoristion

Control Panel ltems Input Prompt

Launchctl

Lecal lob Scheduling

LSASS Drriver

Mszhta

Powershell

Regsvecs/Regazm

Regsvr32

Rundll32

Kerberoasting Query Registry

Hooking DCShadow

Component Firmware

Remote Services
Replication Through
Removable Media
Shared Webroot

Image File Execution Opticns g i ==t i=a e N Ty
Iniection Information

Launch Daemon Disabling Security Tools

Component Object Model
- Remote System Discovery
iiackine

Create Account

Keychain

LLMMNR/MET-MNS Poisoning Security Software Discovery

Netwo niffing System Information Discovery

Password Filter DLL

Private Keys

DLL Search Order Hijacking New Service DLL Search Order Hijacking

Crylik Hijacking

External Remote Services

DLL Side-Loading

Path Interception

Exploitation for Defense

Plist Medification

Evasion
Extra Window

Iniection
File Deletion

File System Permissions
Weakness
Hidden Files and Directories

Securityd Memory
Two-Factor Authentication

Port Monitors

Most used Techniques for the different attacker groups
. crime service attacker . APT

basic attacker

55H Hijacking

Taint Shared Content

1
i
1
Third-party Software !
1
1
u

Windows Admin Shares
Windows Remote
Manasement
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Detection Scope of the SOC

© 2019 SPLUNK INC.

Now we know what we should detect, but what next?

Selected attack techniques

Hardware Additions

Trustes Refationsh

crol Panei fcems

mmmmmmmm

mmmmmm

.........

Logon Seripts

mmmmmmm

SPL Support: Security Essentials — LogSources,

— 2) Prioritized SIEM-Rules
« Available

How Splunk helped us?

MITRE Mapping,... Analytics Stories

1) Prioritized Log-Sources &
Log-Level and Quality
* Available
« To be connected & tuned

» To be developed

3) Prioritized Playbooks
* Available
» To be developed

splunk> m
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Analysis & Response
Workflow

\
&
W

Be fast and use what is there...

splunk> m



BRI
SOC & Cyber Defense Challenges

Cyber Defense is an organization performance

Be fast! You have to be fast as an organization to avoid reputation loss, brand damage and other
cyber attack impacts

To be fast, requires that analysis and response parties are fast.

Several operational units with different working modes
« All have to work with the same tools
 Already common tools in use

Workflow: Splunk - Tier 1 - Tier 2 - Operational Unit - Feedbackloop
Playbooks with RACI Matrix

Common KPIs over all entities

What: ShimCache, AmCache, Scheduled tasks, Process list, Services, Drivers, Autoruns ¢ Prefetch, How: GRR, PsRecon, CrowdResponse

Browser history, Hash of running processes, downloaded files, open network connections * Event logs ¢
Command line history « AV, HIDS, HIPS logs splunk> m
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SOC-Services, Playbooks, Responsibilities

Who does when what?

SOC Services as framework for detect

Feedback loop

lon and response

+ T s T2 T w e
\ \ '

\\\‘ \\\) | \\\)[}
i & ,’I II I/
s s - EEe ey | /
. Detection || 7/ . Analysis f/ || Rergtion / /g jationa| |vareness Picture _
"\ AN 2\

I|
Task — —
asks & I Verification Analysis Remote Response Closure Learnings Measures
Responsibilities Response | Delegation

|SOC L2 | | X | X | | | X X

|SOC L1

| Operation 1

| Operation 2

... :

|

Covered Attack Technique:= SIEM Search + Playbook '~ splunk> m
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Endpoint and User are Key

Targeted Hunting with Sysmon / Windows Event Logs on Demand

Standard
c2C malware phishing Sduosv\‘ljr'lclgoauds AnaIyS is &
Response
Usecases

Link Processes
analysis SOC
& prioritization Analysts

splunk >

Get detailed Logs
 Network connections

« Software
e User
e« Autorun

\ ) K/
< > Result

)v(
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edup (| rocessId) table MyProcessId"

arch index=sysmon_local EventCode=1 eval XXX = $MyProcessIds | eval mn=mvfind({XXX, ProcessId) | search n>="
Start”

ParentImage ProcessId Image LinkType

00,000 bis 29.0719 15:10:02,000)

Kein Abruf von Beispielereignissen ~ Auftrag ~ s B 4 B Modus "Ausfiihrlich” «

Statistik (37) Visualisierung

# Format

) - Tt CWindor Zicmd.exe CicygminG4ibirIs exe Cil i i
s - S T \Program Files (38]ineteutinetout xe
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- T
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: T ! B = '“’ Is. e C:Windows & \svchost exe .

14724

. E pER S
N .. .rmwm tem32\GrippingToal exe .. L4
1332n T C:Wiindows! & taskhost exe
', g » . 5\55chmend D 2148
* - N ‘.\ [
; v, : C:iWindows |Systems; k:’ \ 12882
s .- 21 | G:Frogram Files\Microsaft 0 fioffice 1TMSOSYNG,

_ 1537 ; :
getexe - : : e A
C."Fmglaﬂ’F 25 (x88)\Hmapinmap. exe (C:\Program Files\Microsott Office 1 ' J NC. ~
== . rE4ibiniget s : "1 R v 14818
----- e ) “CMWindow "'.cmd.zxe

C

regram FilesMicrosoft Office. 151recfiofice 51 ExEa

i 25732 ) - -
. N J ] 18143
» ¥ ColUsersiSSchmerliAppDatalLofaliTemplis-HNF 10 tmplnetcut_2.1.44mp

a 41 . ... -

« G nclos floertutlexe, ﬁ e ﬂcm‘ a1 puty xe 20820 - CProgram FizsMicrasch Office 15ibotiofiee1ME0SYNG EXE
\ C:‘.Winnﬂws il exe =)

CygeinEbiniget.

=¥e nipgete= EYE] Cilsers) - inetcut_2.1.4.2xe e

3488

Parentimage Processld LinkType
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Real-Time Monitoring & Triage

SIEM Splunk Rule to Ticket

Step 01 Step 02 Step 04

Build up the search and make Integrate that in the Splunk
an Alert MITRE Framework

open a ticket with all the
necessary information

SOC Alerts | MITRE Tactics  IncidentPosture

. . < Incident Details | 4 Cl- Details | < Anlagen | & Post | % Verbundene Incide...| ™
! Incidentdetails
e Incident Po Betreff: [Unk _3rd_splunk_SIEM_Initial Access_UC39] 2 Intern
Todays number of it [ Tt M- [ Sichtbar far Kunden [Verrechnen
COUNT Alerts | TODAY Timerange ) : : L ]
Last7 days Bearbeitungsstatus:  |in Bearbeitung | Aktivitdt | FqQ [Problemkandidat
Auslaser/ Ereignis:
Prioritat: |v < Tatigkeiten | < Lésung manuell | & Journal | & Alivititen | & Schriftl. Antwort
Beschreibung
Initial Access
Recent Incident aktuell  00:00:41 Start |:| h |:|mir1 MNeue Schwachstelle = " 'gefunden. Schwachstelle: Apache
1 ) v fenl3 5 " HTTP ¢ = Multiple Vulnerabilities Apache | i Multiple
ovmer Eeltbuc_hung O e Vulnerabilities Apache HTTP Server Prior to 2.4.30 Multiple Vulnerabilities
Al remdfirma
Discovery Later Verbund. Interactions 0 3
All open X rerity
0 Sewchposuced o | Kategories Menitoring sndern
Priority: -
Unterkategorie 1: SIEM =
All X
Unterkategorie 2: Initial Access [=id
seestAniEasE | Unterkategorie 3: unk_3rd_splunk_siem_initial access|
escalation  esclciley Erledigungsmedium: ||ntern | v |
_time 2 s s
" > @ a
Gerit: | siem_uc397_ | i
7 % | st funktionstichtig i
> a Q | I .
. o o | Verantwortlichkeiten N R Sp Unk > m




Incident Analysis

How we handle this

Step 05 Step 06

Analyst have a link in the Analyst “get Context” form

Ticket to the Playbook

uuuuu

the system

Step 08

analyze and evaluate the
data

. Integratio

CMDB

ongoing

Advanced
Search

Vulnerability

splunk> E<elgigl;



Dashboards

for analysts

aaeSasaanai coding for context systems

e.G. Security Tool
support Pcap extract

®

>
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Dashboards

for Manager

@ reporting_soc-2019

Fenster

pdf - Adobe Acrobat Reader DC

Hilfe

Datei

Start

Bearbeiten

Anzeige

Werkzeuge

reporting_soc-2019... x

B a8 X Q
&

/6 625% ~

SOC Management Overview

TOP FW blocking (Smin)

|||||

Portugal g

uuuuuuu

Georgia

© 2019 SPLUNK INC.
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SOC KPIs

Cyber Defense and SOC is a company Performance

9:19. $10,816
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SOC KPIs

therefore we concentrate on three aspects

\

XX

minutes
of analysis

\

YY

minutes
of response
time

Hours
between
Attack and
Discovery

~N

- - e N
/ / \
| |
End to end Analysis time End to end Response Time Attacker Turnaround time
(measure us and operational units) (measure operational units) (measures the Dwell Time + Analysis to

reduce the recognition time of Attacks )

Biggest enemy for SOC is waiting splunk> (D



SOC KPIs

overage (measure SOC detection performance)

Target Scope
S S S 2SS

Binary Padding
Distributed Clipboard Data.
Data fom

Pass thorash

Pass the Ticket
Remote

&

4

Hardware Addiions. ‘AppCert DLLs
Appinit DLLS
(Conrl anel kems Anpm 1y Application
Code Signing

Exploitation for  Network Sniffing

Component Hooking Penpheral Devce
Componen Object _Input Capture Multhop Proxy
Panel ems MuliStage

Component
Component Object
Port Knocking

Extemal Remole
Port Monitors.
Process Ijection

Senice Registry

Standard Non-

File System Logical Web Senice
(Gatekeeper Bypass

Install Root

LC_MAIN Hijacking

Current Logs

ropiscin bash_profle and
Accessibily
CommanaLine e

ompiled HTMIL File AppCert DLLS

[Hardware Addtions.
[Repication Thiough f C
Application
Bypass User
DLL Search Order
Dyiib Hiacking

Browser
anﬂe Defuit . Fle System
Hooking
Local b Scheking Comporent it e
LSASS Dier Launch Daemon
DLL Search Order  New Senice
Dyjiib Hiacking __ Path Interception
Plist Modification

Mshia
Povershell
Regswes/Regasm
Regsw2 File System Port Monitors.
Hidden Files and  Process Injection
Hooking ‘Scheduled Task
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For us useful Apps...

((o)) Alert Manager G Splunk ES Content
e R, 1 Update

Qualys Technology Add- . )

Network Topology -
Custom Visualization

« e . App for IP Address and
Missile Map Ll ~  CIDR operations

splunk> m
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Knowledge Sharing

Promote the
Cyber Defense topic
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Why we need this?

Whatis the Challenge & Missionina SOC?
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W hat we need to be fast?
Who do we need?
Do others understand our needs?

The Goal is 1/10/60 Paradigm!!!
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SOC Job Rotation

Core Idea Client operation

AD/DC operation Network operation

Server operation Security Architecture

Helpdesk splunk> m



SOC Job Rotation

In practice
Security Architecture Network operation

2 months

<[>

?@':3
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Qutcome

what does the traveling concept do?

Known weaknesses

Log Quality

Use Case ldeas

Understanding
of SOC needs

N
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SOC Job Rotation

lessons learned

Splunk Fundamentals 1+2
IR Analyst Training

skill-base

. - trouble pause operational tasks workioad)
mandatory Skill-

+ re-learn SOC tasks after 2 months

base for Traveler t and
2 months (Splunk Course) g:)orﬁm"’:)nn
Challenges for
Travelers each SOC L2 tasks once
+ tasks depending on
suitability
new traveler what traveler will
do in dall
Vi FTE workload to business’g

onboard traveler
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Key Takeaways

What should you take home?
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Takeaways

1.

© 2019 SPLUNK INC.

MITRE ATT&CK gives you answers for:
 What do you need in Splunk?
« What do you want to detect?
« What and how can your organization react on it?

Don’t underestimate the process definitions and required
organizational changes

You don’t need many fancytools particularnotin the
beginning

Use Playbooks for tasking operational units
Job rotation works great.

And always consider: You have to show results in max.
6 months. ‘@‘

* You can use MITRE ATT&CK for showing progress

and needs.... splunks m
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Security I1s not Luxury,
It IS a necessity.
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