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During the course of this presentation, we may make forward-looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names, or trademarks belong to their 
respective owners. © 2019 Splunk Inc. All rights reserved.
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Agenda

From the trenches: Today’s Cybersecurity Challenges

Dissecting a cyber attack: from breakout to containment

Measuring the effectiveness of a response: The 1-10-60 Metric 

Reaching the 1-10-60 metric: reducing detection and response time 

Effective Incident Response with Splunk S.O.S, AOF and XDR

Demo: Endpoint Detection, Remediation and Response with
Splunk ES, Phantom, and CrowdStrike 
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“Success is not final, failure is not 
fatal: it is the courage to continue 

that counts.”

Winston Churchill
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Worried About
Being Breached?

It’s ok everybody’s doing it!!
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Threats and breaches are everywhere!
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Failure Can be Fatal
Or at least very long and very expensive
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Key Cybersecurity Challenges
Three of the most challenging areas to deal with

Skills and people 
limitations

Situational
awareness/visibility

Attack
sophistication
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Attack vs Protection
More complex attacks require more complete protection

FILE BASED MALWARE
Malware Zero-Day 

Malware

Reputation Sandbox
Machine Learning

Whitelisting

Signatures
IOCs/Blacklisting

Machine Learning

Exploit Blocking
Host IPS

Proactive 
Threat Hunting

SIEM Correlation
Behavioral Analysis

Threat Hunting

Protection techniques

ATTACK SOPHISTICATION

Complexity

FILELESS AND EXPLOITS
Exploitation of 
vulnerabilities

Zero-Day 
Malware

Credential 
Theft

LIVE ATTACKER/INSIDER
Living off 
the land

Hands-on 
keyboard
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Shifting the Focus

Threat
Sophistication

Non-malware

Nation states

Malware 

40%

Organized 
criminal gangsHacktivists/vigilantesTerrorists Cyber-criminals

The tables 
have already 

turned
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HIGH

HIGH

LOW

60%
Non-malware attacks

Malware
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Perception vs. Reality

Perception Reality
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On Your Mark, Get Set, BREACH!

Initial Access Persistence Discovery Lateral 
Movement Objective

Attacker Timeline

Breakout time: 1hr 58min

Incident Response Timeline

Understand Contain Eradicate

First to the goal line wins!

Detect
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Top 5 Breakout Times by Region
2018 CrowdStrike Global Threat Report
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The 1-10-60 Challenge
A framework for stopping breaches faster
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Survival of the Fastest
Setting our goals 

BREAKOUT TIME

Initial Access

1

MITRE ATT&CK PHASE

Execution

2

Persistence

3

Privilege 
Escalation

4

Defense 
Evasion

5

Credential 
Access

6

Discovery

7

Lateral 
Movement

8

Collection

9

Exfiltration

10

Command 
& 

Control 

11
To stay ahead you must: 1min

DETECT IN

10min
INVESTIGATE IN

60min
RESPOND IN

10 11
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1-10-60
Cybersecurity as a firefighter
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Detect 1 Minute
Challenges

Lack of visibility
Incomplete detection
Noisy detections
Ineffective prioritization
Lack of supporting data
Lack of proper staff
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Detect 1 Minute

Identify and fill visibility gaps

AI/Machine learning

Behavioral modeling

Threat intel enrichment

Prioritization

Baselining

How to improve
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Understand 10 Minutes

Skills and training gaps

Insufficient visibility

Slow access to data

Segmented data

Lack of proper context

Challenges
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Understand 10 Minutes

Get the answers to the basic questions: 
who, what, when, where, why?

Fill in the data gaps with the right 
information from the right tools

Address performance issues

Encourage and facilitate training

How to improve
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Contain and Remediate 60 Minutes

Expensive, outdated and cumbersome tools 
and techniques

Lack access to more sophisticated 
countermeasures

IT silos and politics get in the way

No central visibility and tracking

Challenges
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Contain and Remediate 60 Minutes

Remove barriers

Allow trained responders to act quickly and 
decisively

Centralize and coordinate actions and 
visibility

Automate whenever possible

How to improve
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Reaching 1-10-60 metric

Reducing detection and response time
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Towards 1-10-60 with Splunk

<1min
Detect

<10min
Investigate

<60min
Respond

+ ES Content
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DETECT
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Security Operations Suite
Rich ES Content leveraging Ecosystem of Data Sources & Integrations

Platform

Data Sources

Use Cases  

Applications  

S
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Security Monitoring

Logs Business Context Threat Intelligence

+ AO
F

SPLU
N

K
B

A
SE

Compliance & Data 
Privacy

Advanced Threat 
Detection

Incident Investigation & 
Forensics

Insider Threat
Detection

Incident Response

Fraud Analytics & 
Detection

SOC Automation
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Extensive Ecosystem
300 unique security technology integrations 
1,600 APIs within a flexible framework

Streamlined SecOps
Connect and coordinate 
complex security operations 
across your team, tools and 
technologies.

Innovative Cyber 
Defense
Maximize the power of your 
security investment with 
defenses that operate in unison 
and fosters collaboration

Splunk Adaptive Operations Framework
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Splunk AOF Technology Architecture

Splunk Enterprise 
Security + User 

Behavior Analytics 
(SIEM+UBA)

Splunk Phantom 
(SOAR)

Adaptive Response
(Chaining of orchestration actions)

Playbooks
(Automated decision making, work 
flows, and advanced orchestration)

Splunk 
Products

Partner Ecosystem ProductsAOF
Components

Phantom:
300 Integrations

1600 APIs

Adaptive 
Response: 

55+ Integrations
160+ APIs

Splunk Content Updates
Searches, analytics, correlations, actions, and playbooks to address timely and topical threats/attacks  
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Endpoint Analytic Stories
Rich Content leveraging Ecosystem Data Sources
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INVESTIGATE
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RESPOND



©  2 0 1 9  S P L U N K  I N C .



©  2 0 1 9  S P L U N K  I N C .



©  2 0 1 9  S P L U N K  I N C .

Practical Application
Taking it into the ‘Real World’
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1-10-60: Practical Exercise
Response is not One Size Fits All

Let’s go back to our firefighters analogy:

Keep in mind what we’re shooting for. We want our teams to be as fast and 
efficient as they can be with what they have. Plus see and demonstrate what 
the might be able to do with additional resources in the same time frame.

New York City, NY Townsend, TN



©  2 0 1 9  S P L U N K  I N C .

1-10-60: Practical Exercise
Where we’re going to work 

<1min
Detect

<10min
Investigate

<60min
Respond
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1-10-60: Practical Exercise

What You Might Expect to See:

A really scary/nasty alert

A super specific, targeted search 
triggering all kinds of actions and 
playbooks

A series of playbooks that would make 
Skynet look like a flip phone

What We’re Going to Show You:

A pretty standard alert

A relatively simple search triggering some 
standard actions and playbooks

A basic custom playbook  

This might be a little different than you’re used to



©  2 0 1 9  S P L U N K  I N C .

1-10-60: Practical Exercise
Detection: 1 minute
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1-10-60: Practical Exercise
Detection: 1 minute
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1-10-60: Practical Exercise
Detection: 1 minute
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1-10-60: Practical Exercise
Detection: 1 minute
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1-10-60: Practical Exercise
Investigate: 10 minutes
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1-10-60: Practical Exercise
Investigate: 10 minutes

Search CrowdStrike to see how many times and on 
how many sensors the hash has been seen

Collect the latest VirusTotal data on the file hash

Get any data from Falcon Sandbox on the file hash

Get any reputation data from ThreatStream on the file hash

See if there’s a user name provided and get the LDAP 
groups
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1-10-60: Practical Exercise
Investigate: 10 minutes
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1-10-60: Practical Exercise
Investigate: 10 minutes

Determine if 
there’s hosts 

involved

Get the hosts 
information

Get list of 
processes

Determine if 
there’s 

processes

Get process 
details

Is any group membership on 
the custom list 

Create text with the 
user data
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1-10-60: Practical Exercise
Investigate: 10 minutes

Here’s an example of applying some logic to 
our data. We’re able to set and combine or 

contrast different thresholds and take 
different paths accordingly.
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1-10-60: Practical Exercise
Investigate: 10 minutes

We’ve collected all this data, applied our logic 
we’re going to structure it so that we properly 
and quickly communicate what we’ve found
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1-10-60: Practical Exercise
Respond: 60 minutes

Finally
Based off the information we’ve collected 

we’re ready to send out email notifications. 

If we don’t have any hostnames that means 
Crowdstrike didn’t have any information on 
the file hash so it probably hasn’t be run in 

our environment.

If the username was a member of a 
sensitive or tracked group then we’ll have a 

separate email notification.
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1-10-60: Practical Exercise
Respond: 60 minutes
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1-10-60: Practical Exercise
Respond: 60 minutes

For the respond portion we’ve 
introduced a little CME feature 
that asks for approval before 
taking the response action. 
We’re aiming high with our 
response time and only giving 
them a 30 minute window to 
respond.
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1-10-60: Practical Exercise
Respond: 60 minutes

We’ve quarantined the device 
and disabled the user account 
so that the advisory can’t break 

out of the system they were 
able to access.
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Learn from a Firefighter:

1. Train and plan so for when that potential catastrophic 
event happens, you will be ready detect it, understand 
it and respond to it while it’s still a normal sized event.

2. Leverage the power of data and user behavior based 
analytics to help predict and identify potential issues 
before they can become incidents.

3. Streamline your response life cycle with data driven, 
analytical based investigations.

4. Embrace automation whenever and wherever you 
can. Automation is one of your greatest assets! Those 
required repetitive tasks shouldn’t be slowing you 
down and taking up your time. 

Key 
Takeaways 
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1. Commit to being a smart Firefighter

2. Download, work through and modify the 
playbooks….Remember they’re not the 
end of your journey, they’re the beginning!

3. Visit the Security Apps showcase

4. Visit the partner booths in the 
source=*Pavilion (esp. CrowdStrike)

5. Share what you learn!! 
Remember we’re a community that needs 
to work together.

Next Steps
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You!
Thank


