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During the course of this presentation, we may make forward‐lookingstatements regarding 

future events or plans of the company. We caution you that such statements reflect our 

current expectations and estimates based on factors currently known to us and that actual 

events or results may differ materially. The forward-lookingstatements made in the this 

presentation are being made as of the time and date of its live presentation. If reviewed after 

its live presentation, it may not contain current or accurate information. We do not assume 

any obligation to update any forward‐lookingstatements made herein.

In addition, any information about our roadmap outlines our general product direction and is 

subject to change at any time without notice. It is for informational purposes only, and shall 

not be incorporated into any contract or other commitment.Splunk undertakes no obligation 

either to develop the features or functionalities described or to include any such feature or 

functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 

Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 

and other countries. All other brand names, product names, or trademarks belong to their 

respective owners. © 2019 Splunk Inc. All rights reserved.

Forward-
Looking
Statements

©  2 0 1 9  S P L U N K  I N C .



©  2 0 1 9  S P L U N K  I N C .

Step Up Your Defenses with End-to-End 
Detection, Investigation, and Response

• Incident Response @NBCUniversal
Security Research Team @Splunk

• Bass Player @TheFamilyFlaw
• Slackliner in making

Bhavin Patel
• Former Prolexic/Akamai Architect
• Co-founded Zenedge, which was 

acquired by Oracle
• Long time Splunker, recently 

returned to do research

Jose Hernandez
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Agenda
• Data Journey

• Splunk Security Portfolio & Splunk Content 

Offerings

• How is SecOps doing?

• ESCU v1.0 lessons learned

• Content Evolution

• Next Steps

• Demo

• Takeaways and Q&A
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Data Journey

Overview
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Splunk Security Portfolio

Overview
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Splunk Security Portfolio
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Splunk Security Portfolio
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Platform for Machine Data

ESCU
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Too many

• Security alerts

• False positives

• Amazing tools in separate places like 
virustotal, vmray, etc

Far too little

• _time

• Skilled security analysts in the industry

• Context available during incidents

• Automation 

Current State of Security Operations
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Splunk Content Offerings

…..it’s all over the place
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Enterprise Security

Value-Add

● Pre-built searches to detect known risky or malicious activity by correlating one or multiple sources

● Produce risk events for low confident alerts and notables for high confident alerts

● Event sequencing to correlate multiple risk events or notables based on a sequence or risk 
● Adaptive response actions to run pre-configured actions across Splunk and other integrated tools

Content Offered

• Correlation Searches

• Event sequencing templates

• Adaptive response actions

• Frameworks
• Notable

• Risk Analysis
• Threat Intelligence
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Phantom

Content Offered

• Apps

• Playbooks

• Case templates

Value-Add

● Purpose built playbooks to help investigate and respond to a detection that can be used OOTB or 

customized to organizational requirements

● Automate repeated investigative/response actions/workflows for SOC efficiency
● Leverage Phantom apps to connect to existing security solutions in your environment and perform 

actions through APIs
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Value-Add
● Multi-pass machine learning models to detect threats based on IOCs, anomalies, static/dynamic 

contextual information to reduce false-positives
● Correlation of behavioral and signature based alerts for broader context

● Identity Resolution

● Known & Unknown threat detection  

Content Offered

• Anomaly Models

• Detection

• Contextual

• IOC
• Threat Models

• Specialized threat detection

• Graph/kill-chain analysis

• Threat Rules

UBA
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Enterprise Security 
Content Updates

Version 1.0
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Enterprise Security Content Updates

• ESCU delivers security analysis guides called Analytic 

Stories packaged in a Splunk application.

• An analytic story v1.0 is composed of:

– Detection searches

– Support searches

– Investigative searches

– Contextual searches

• 60+ Analytic Stories , 200+ Detections and Investigations

• Maps to MITRE ATT&CK, Cyber Kill Chain, NIST, CIS

Version 1.0
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Enterprise Security 
Use Case Library

Data source 

dependency

Framew ork 

mappings

Description of 

the problem

Narrative of 

w ho, what, 

w here, why, 

w hen

content across Detect, 

Investigate & Response

Explanation, how  

to implement, 

know n FPs for a 

detection



©  2 0 1 9  S P L U N K  I N C .

What Was Missing in ESCU v1.0?

We could not integrate UBA and Phantom into our security analytics

It did not have the ability to have tightly coupled detection objects with baseline, 
investigation and response objects

It lacked the fields needed to automate an analytic story end to end
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Enterprise Security 
Content Updates 

Version 2.0
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What’s Evolved?

ESCU support multiple products at all phases of our workflow 

• UBA detections

• Phantom detections

• Phantom investigations

• UBA investigations

• Phantom responses

A structure that can expand with new product introductions

An ability link entities necessary to “run a story end to end”

Allow metadata mapping for all pieces of content

Introduced new tagging like updated ATT&CK, updated categories to match Splunk 
Security Essentials, and Security Use case.
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Analytic Story Design
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Content Specification 2.0

New Specs https://github.com/splunk/security-content/tree/develop/spec/v2

• baselines.spec.json

• detections.spec.json

• investigations.spec.json

• responses.spec.json

• story.spec.json

New tools under https://github.com/splunk/security-content/tree/develop/bin

• Validate.py

• Generate.py

https://github.com/splunk/security-content/tree/develop/spec/v2
https://github.com/splunk/security-content/tree/develop/bin


New fields:

1. use case
2. detectionsAnalytic Story



Detection 
Object

Each detection object will have:

• associated baseline 

objects

• detection object 

• associated investigation 

objects

• associated response 

objects
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Behind the Scenes
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Why Do This?

We have a common schema, and with a tool we convert json to the actual splunk
configurations. We do this because: 

1. It is easy to maintain one common spec to generate Splunk configurations across 
multiple projects

2. Splunk savedsearches.conf was not built to define complex detection workflows

3. A common schema allows us to automatically validate and test the content written
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Next Steps

Automating Security Content
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How are We Automating Analytic Story 
Creation?
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Demo
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Key Takeaways
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ESCU App https://splunkbase.splunk.com/app/3449/

Analytics Story Execution https://github.com/splunk/analytic_story_execution/

• Splunk can detect, investigate and respond but the content is spread out in 

disparate places

–ESCU 2.0 spec brings it all together!

• The specification will allow new product content to be easily integrated 

• Have additional information baked into your security analytics 

• Organize your security content in one singular place

https://splunkbase.splunk.com/app/3449/
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You!

Thank


