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FO rW ar d 4 During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L O O k I n g current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

St at e rn e n tS !ore.sentation are being made as of th.e time and date of its !ive pregentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do notassume

s any obligation to update any forward-looking statements made herein.

In addition, any information aboutour roadmap outlines our general product directionand is
subjectto change at any time without notice. Itis for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

Q either to develop the features or functionalities described or to include any such feature or
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk
Lightand SPL are trademarks and registered trademarks of Splunk Inc. inthe United States
and other countries. All other brand names, productnames, or trademarks belong to their
respective owners. © 2019 Splunk Inc. All rights reserved.
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Step Up Your Defenses with End-to-End
Detection, Investigation, and Response

Bhavin Patel Jose Hernandez
* Incident Response @NBCUniversal * Former Prolexic/Akamai Architect
Security Research Team @Splunk » Co-founded Zenedge, which was
« Bass Player @TheFamilyFlaw acquired by Oracle
« Slackliner in making - Long time Splunker, recently  splunk> m
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Agenda

* Data Journey

* Splunk Security Portfolio & Splunk Content
Offerings

°* How is SecOps doing?

e ESCU vl1.0lessons learned
° Content Evolution

° Next Steps

° Demo

* Takeaways and Q&A
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' o9 | am your father.

Data Journey

Overview
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Splunk Security Portfolio

Overview ’
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Splunk Security Portfolio

ANALYTICS

Splunk User Behavior
Analytics™
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Splunk Security Portfolio

ANALYTICS

Splunk User Behavior
Analytics™
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Splunk Content Offerings

.....it's all over the place

Sensor Sensel
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| @iﬁ%ﬁ-ﬂr Behavior splunk>phant-::m | CO ntent Of:fered
ANALYTICS g OPERATIONS « Correlation Searches
@ « Lvent sequencing templates
- SPunK Enterprie « Adaptive response actions
\  Frameworks
- * Notable
7, — splunk>  Piattor for Machine Data * RiskAnalysis
@ « Threat Intelligence
Value-Add

Pre-bullt searches to detect known risky or malicious activity by correlating one or multiple sources
Produce risk events for low confident alerts and notables for high confident alerts

Event sequencing to correlate multiplerisk events or notables based on a sequence or risk
Adaptive response actions to run pre-configured actions across Splunk and other integrated tools
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Phantom
i Content Offered
| Splunk User Behavior |
ANALYTICS @ Analytics” splunk> phantom OPERATIONS - A PPS
/@ _ : .  Playbooks
. Splunk Enterprise ~ ¢ Case tem p I ates
Security”
PLATFORM
@ — splunk > pratfom for Machine Data
Value-Add

e Purpose built playbooks to help investigate and respond to a detection that can be used OOTB or

customized to organizational requirements

e /utomate repeated investigative/response actions/workflows for SOC efficiency

e Leverage Phantom apps to connect to existing security solutions in your environment and perform
actions through APIs
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~

Content Offered
Splunk User Behavior J splun|(> phantﬂm |

Analytics™ OPERATIONS ° Anomaly Models

ANALYTICS

/@ . » Detection
= Splunk Enterprise  Contextual
Security” N |OC

DATA | | e Threat Models
g Splunk::- Platform for Machine Data * Specialized threat detection
@/ « Graph/kill-chain analysis

 Threat Rules
Value-Add

e Multi-pass machine learning models to detect threats based on IOCs, anomalies, static/dynamic
contextual information to reduce false-positives

e Correlation of behavioral and signature based alerts for broader context

e Identity Resolution

e Known & Unknown threat detection
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Enterprise Security
Content Updates

Version 1.0
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Enterprise Security Content Updates

Version 1.0

- ESCU delivers security analysis guides called Analytic
Stories packaged in a Splunk application.

* An analytic story v1.0 is composed of:

— Detection searches

— Support searches

— Investigative searches
— Contextual searches

« 60+ Analytic Stories, 200+ Detections and Investigations
« Maps to MITRE ATT&CK, Cyber Kill Chain, NIST, CIS

splunk> m



Enterprise Security

Use Case Library

Analytic Story Details: DNS Hijacking

Ute Case: Adversary Tectes

Description of
the problem
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What Was Missing in ESCU v1.0?

We could not integrate UBA and Phantom into our security analytics

It did not have the ability to have tightly coupled detection objects with baseline,
Investigation and response objects

It lacked the fields needed to automate an analytic story end to end
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Enterprise Security
Content Updates

Version 2.0
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What’s Evolved?

ESCU support multiple products at all phases of our workflow
« UBA detections

* Phantomdetections

* Phantominvestigations

« UBAinvestigations \zﬂ f
* Phantomresponses

A structure that can expand with new productintroductions

An ability link entities necessaryto “run a story end to end”

Allow metadata mapping for all pieces of content

Introduced new tagging like updated AT T&CK, updated categories to match Splunk
Security Essentials, and Security Use case. splunk> EZIED
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Analytic Story Design

} A collection of detections makes a story

=

l ' ,

{

detection.spec J

investigate.spec [ response.spec J { baseline.spec J

| phantom object | uba object ]

(__phantom object | [ splunk object ] [ splunk object |
[ splunk object ]

Each detection has a set of Investigations ,
Responses and Base lines splunk> m
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Content Specification 2.0

New Specs https://github.com/splunk/security-content/tree/develop/spec/v2
* baselines.spec.json
* detections.spec.json

* investigations.spec.json
* responses.spec.json
* story.spec.json

New tools under https://agithub.com/splunk/security-content/tree/develop/bin
 Validate.py
* Generate.py
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https://github.com/splunk/security-content/tree/develop/spec/v2
https://github.com/splunk/security-content/tree/develop/bin

"usecase": "Advanced Threat Détection"J
"detections": [
{
"detection_id": "1169wl7b-ef78-4b59-aae8-5369073014el",
“name——"DNS—record changed",
utypeu = W Splunk"

{

An a_I ytl C Sto ry "detection_id": "8129w27b-ef78-4w59-aae8-5369073014el",

"name'": "Lateral Movement detected",
lltypell : n uball

’

{
"detection_id": "1229w27b-ef78-4w59-aae8-5369073014el",
"name": "Playbook that detects DNS Hijacks",
"type": "phantom"
}
1,



Detection
Object

"baselines": [

"id": "2296f721-8842-42ce-bfc7-74bd8c72b7c3",
“name": "Discover DNS records",
“product_type": "splunk"

],
"detect": {
“"splunk": {
"correlation_rule": {
"notable": { =

"risk": {=

1
'}'scheduling": {=

“"suppress": {m

’
“search": "['
}
}
},
“"entities": ["dest"]
"investigations": [

"id": "e211la8cf-35e7-4bb2-8140-e756ccO6fd72",
"name": "Get DNS Server History for a host",
) “product_type": "splunk"
{

"id": "c@96f721-8842-42ce-bfc7-74bd8c72b711",
"name": "DNS record change investigation",
“product_type": "phantom"
}
]



Behind the Scenes

LICENSE

README . md
baselines

bin

detections
docs
investigations
requirements. txt
spec

src

static

stories

venv

\4

circleci

— app.manifest

— IPFSEFUEF
— bim
— da_ess_contentupdate

— dnstwist.py

— escu_contextualize.py
— escu_investigate.py
—— runstory.py

— splunklib

— default

— analytic_stories.conf
— analyticstories.conf

— collections.conf

— commands . conf

— content-version.conf
— data

— distsearch.conf

—— eventtypes.conf

— macros.conf

savedsearches.conf

— tags.conf

—— transforms.conf

— ui-tour.conf

— usage_searches.conf

— use_case_library.conf

— da_ess_contentupdate_declare.py
—— da_ess_contentupdate_declare.pyc
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AR
# Automatically genmerated by gemerator.py in splunks/security-contemt
& On Date: 2819-87-29T20:54:84 UTC

# Author: Splunk Security Research

# Contact: research@splunk.com

HRNRERERAEY

#84 ESCU DETECTIONS #ow

[ESCU - AWS Cloud Provisionimg From Previously Unseen City - Rule]

action.escu = @
action.escu.enabled = 1

seen cities. Provisioning activities are defined broadly as any event that begins with "Run" or "Create.”

acTion. . 1 D5E 3 WENLS W th "Run® or "Create,” and then does a "GeolP® lookup on the IP address that initiated the actiom within the last hour. It appends the historical data to tho
se results in the lookup file. Next, it recalculates the firstTinl lnd h:ﬂl.m field for each country, region, city, and IP address and ocutputs this data to the lookup file to update the local cache. It then calculates the "firstTime
" and "lastTime" for each city. It returns only those events from cities that have first been seen in the past hour. This is combined with the main search to return the time, user, IP address, city, event name, and error code from the act
ion.

action.escu. how_to_implement = You must install the AWS App for Splunk (version 5.1.8 or later) and Splunk Add-on for AWS (version 4.4.8 or later), then configure your CloudTrail inputs. This search works best when you run the “Previously
Seen AWS Provisioning Activity Sources" support search once to create a history of previously seen locations that have provisioned AWS resources.

action.escu.known_false_positives = This is a strictly behavioral search, so we define "false positive™ slightly differently. Every time this fires, it will accurately reflect the first occurrence in the time period you're searching withi
n, plus what is stored in the cache feature. But while there are really no "false positives" in a traditional sense, there is definitely lots of noise.\

!

This search will fire any time & new city is seen in the **GeolP** database for any kind of provisioning activity. If you typically do all provisioning from tools inside of your city, there should be few false positives. If you are locat
ed in countries where the free wersion of **MaxMind GeolP** that ships by default with Splunk has weak resolution (particularly small countries in less economically powerful regions), this may be such less valuable to you.
action.escu.creation_date = 2818-83-16

action.escu.modification_date = 2818-83-16

action.escu,confidence = medium

action.escu.full_search_name = ESCU - AWS Clowd Provisioning From Previously Unseen City - Rule

action.escu.search_type = detection
action.escu.asset_at_risk = AWS Instance

i

Jescu, providing technologies = [“AWS"]

Lescu. analyt i "HWS Suspicious Provis

Activities™]

dispatch.earliest_time = -7Bmém

dizpateh, latest_time = - 0mBm

action.correlationsearch.enabled = 1

action.correlationsearch.label = AWS Cloud Provisioning From Previously Unseen City

action.notable = 1

action.notable.param.nes_fields = src_ip, city

action.notable.param. rule_description = Your AWS infrastructure was provisioned from a city, $city$, which has never before been seen provisioning your infrastructure.
action.notable.param.rule_title = AWS Provision Activity From $city$

action.notable.param.security_demain = endpoint

action.notable.param. severity = medium

action.notable.param. recommended_actions = escu_investigate

action.notable.param.next_steps = {"version™: 1, "data™: "Recommended following steps:\n\nl. [[action|escu_investigate]]: Based on ESCU investigate recommendations:\nESCU - Get ALL AWS Activity From City\nESCU - Ge
t All AWS Activity From Country'wnESCU - Get ALl AWS Activity From Region\nESCU - Get ALl AWS Activity From IP Address\n™}
action.risk = 1

action.risk.paras._risk_object = dest

action.risk.paras._risk_object_type = system

action.risk.param._risk_score = 38

action,.risk.paras.verbose = @

alert.digest_mode = 1

alert.suppress = 1

alert.suppress.fields = dest

.conf19




© 2019 SPLUNK INC.

Why Do This?

We have a common schema, and with a tool we convert json to the actual splunk
configurations. We do this because:

1. Itiseasy to maintain one common spec to generate Splunk configurations across
multiple projects

2. Splunk savedsearches.confwas not builtto define complex detection workflows

3. Acommon schema allows us to automatically validate and test the content written
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Next Steps

Automating Security Content  *
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How are We Automating Analytic Story
Creation?

6ata Generatio;i\"u

Feed in use cases/themes,
tools, actors, vulnerabilities

etc..

@

Analyst generates
Story.json

\,

INC.

Validates Pull Requests
Content cannot be merge
unless Cl passes

J
/
4

- -

© 2019 SPLUNK
‘/,/"" Delivery "\\" Consumes Content From API
/ \ Ve R\
_ ESCU
Analytics Story AP )
GET hitps.//content. splunkresearch com/ J \_ "/
(= =)
Splunk Security Essentials
Analyst creates pull - /)
request with new
A >\
4 ;
. L -
— Your project y
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* Splunk can detect, investigate and respond but the content is spread out In
disparate places

—ESCU 2.0 spec brings it all together!

* The specification will allow new product content to be easily integrated
- Have additional information baked into your security analytics

« Organize your security content in one singular place

ESCU App https:/isplunkbase.splunk.com/app/3449/

Analytics Story Execution https:/github.com/splunk/analytic_story _execution/
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