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ATT&CK yourself before 
someone else does



During the course of this presentation, we may make forward-looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names, or trademarks belong to their 
respective owners. © 2019 Splunk Inc. All rights reserved.
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System Owner/User Discovery (T1033)

Dave Herrald (     @daveherrald)

● Principal Security Strategist at Splunk
● CISSP, GIAC G*, GSE #79
● 25+ years IT and Security
● Information security officer, security architect,

pen tester, consultant, SE, 
system/network engineer

● Former SANS mentor
● Co-Creator of Splunk Boss of the SOC
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System Owner/User Discovery (T1033)

John Stoner (    @stonerpsu)

● Principal Security Strategist at Splunk
● 20+ years kicking around databases, ISPs, and Cyber
● 4.5 years at Splunk
● Creator of SA-Investigator
● Co-Editor and author of Hunting with Splunk blogs
● Assist in steering the BOTS ship
● Developed APT Scenario for BOTS IV
● Developed workshops on hunting and investigating

with Splunk
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System Owner/User Discovery (T1033)

Ryan Kovar (    @meansec)

● Principal Security Strategist at Splunk
● Black Hat and Def Con Village Speaker
● MSc(Dist) Information Security
● Minister of OODAlooping at Splunk
● US/UK  DoD/PubSec Nation State Hunting Roles
● Enough white in beard to speak authoritatively
● Co-Creator of Boss of the SOC CTF
● Hates printers and trilobites
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1. What we think att&ck means to 
network defenders

2. How you can hunt with ATT&CK

3. Dance number

4. How you can operationalize ATT&CK 
with Splunk

5. Conclusion
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What we think ATT&CK means to 
network defenders
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Colonel John Boyd
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Lockheed Martin Cyber 
KillChain
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Lockheed Martin
Cyber Kill Chain
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Diamond Model
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• Nation-state sponsored adversary
• Located (+8.5 timezone)
• Uses Korean encoded language
• Uses Hancom Thinkfree Office

• European VPS servers

• Western innovative Brewers 
and Home Brewing companies

• PowerShell Empire
• Spearphishing

• Seeking to obtain high end 
Western Beers for production in 
their breweries

• Documents with .hwp suffix
• PS exec lateral movement
• YMLP
• Self signed SSL/TLS certificates
• +8.5 hour time zone
• Korean fonts for English
• Korean text google translated to English
• Naenara useragent string

A special thanks to
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A different time for 
a specific use 
case
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Inflexible 
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So cyber looked for something 
different



© 2019 SPLUNK INC.

MITRE

ATTACK!!!
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How you can hunt with 
MITRE ATT&CK
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Tactic, Techniques, Adversaries 
and Software
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Threat 
Intelligence

Threat Hunting

Security 
Operations
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Using ATT&CK Techniques To Build Our 
Hypothesis - PowerShell

https://attack.mitre.org/wiki/Technique/T1086

Adversaries will use PowerShell Empire to establish a 
foothold and carry out attacks



©  2 0 1 9  S P L U N K  I N C .

How Might We Confirm or Refute Our 
Hypothesis?

• What is PowerShell?
• Where can I learn more about PowerShell 

Empire?
• Does PowerShell Empire have default settings 

that I could hunt for?
• What do data flows look like between sources 

and destinations?
• What user accounts are being used?
• What ports are being used?
• When did events occur?
• Are we able to see the contents of the scripts 

PowerShell is running to gain greater 
understanding?
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Notional Flow of PSE Hunt

Information 
Gathering / 

OSINT

Indicators in 
SSL

Identify Traffic 
with SSL 
Indicators

Pivot to Find 
Internal/External 

IPs

Observe 
Network Traffic 

Flows

• Firewall/IDS/
Wire

• User Agent 
Strings

• Domains

Observe Host 
Based Logs

• Network 
Indicators

• Host attributes 
(User, Event 
Descriptions)

Time Based 
Analysis

• Unique 
combinations 
of 
user/systems

• Pivot into 
specific 
users/systems 
of interest

Digging Into 
Host

• Map 
interesting 
processes

• Additional 
attributes: 
Parent 
Processes, 
Encoding, 
accounts 
used, 
sequencing of 
commands

Google

• Research 
commands 
uncovered

• Compare 
commands 
executed on 
systems

Confirm
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PowerShell Empire

IP: 45.77.65.211

Hostname: wrk-btun

IP: 10.0.2.109

IP: 10.0.2.107

Hostname: Venus

IP: 10.0.1.100

IP: 10.0.1.101

Hostname: wrk-klagerf

Hostname: Mercury

SSL Issuer: C=US

SHA256:
18C13D226F7E39F45F22DA35ACC288A8AF6BF

F23CA1D85B9A3FD3E36E52397D0 Exes Run:
ftp.exe
whoami.exe
schtasks.exe

Hostname: 
45.77.65.211.vultr.com

User:
frothly\service3

IP: 172.31.4.249

User Agent:
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 

6.1; Trident/4.0; w3af.org)

Vulnerability Scan

IP: 71.39.18.125
Hostname: gacrux

Future Web App Hunt?

Future Web App Hunt?

User:
frothly\btun



©  2 0 1 9  S P L U N K  I N C .

Operationalizing ATT&CK 
with Splunk



©  2 0 1 9  S P L U N K  I N C .

Operationalize Your Findings

Create Feedback Loop from Hunting 
to Incident Response

“End goal of hunting should be a 
change in policy or procedure -
operationalization, don’t do the same 
thing over and over again”
• Threat Hunting Webshells with Splunk, 

James Bower

Develop 
Hypothesis

Hunt to Validate 
Hypothesis

Document 
Findings from Hunt

Iterate Findings 
into Security 
Operations 
(Process)

Create Alerts 
Based on Hunt to 
be More Proactive
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What Could We Operationalize?
• Alert on encoded Powershell
• Alert when we see specific executables running in sequence
• Alert on SSL Issuer
• Detect new accounts created 

• Have a ticket to reference it being made to validate

• Blacklist IP Address
• Monitor User Agent String Usage
• Monitor for URIs
• Monitor and alert on firewall being disabled
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operationalizing ATT&CK
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Example: Scheduled Task (T1053)

“Monitor scheduled task creation from 
common utilities using command-line 
invocation. Legitimate scheduled 
tasks may be created during 
installation of new software or through 
system administration functions. 
Monitor process execution from 
the svchost.exe in Windows 10 and 
the Windows Task 
Scheduler taskeng.exe for older 
versions of Windows.”

https://attack.mitre.org/techniques/T1053/

https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_crea
tion/win_susp_schtask_creation.yml

https://www.malwarearchaeology.com/cheat-sheets

https://attack.mitre.org/techniques/T1053/
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_susp_schtask_creation.yml
https://www.malwarearchaeology.com/cheat-sheets
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Operationalizing Technique (Scheduled Tasks)

• Monitor for 
• Schtasks.exe that deviate from an IT baseline

• Need excellent coordination with IT to build lookup of standard tasks to look for outliers
• Could be noisy depending on the frequency

• Scheduled task names that don’t match with the IT standard
• Compromised system could be using an IT standard and this would not be seen

• Scheduled tasks running under unexpected users
• Should tasks run as system or as a named user? 

• Scheduled tasks that have command strings out of the normal
• Should PowerShell scripts be running as scheduled tasks, for some organizations yes, for others no
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https://github.com/olafhartong/sysmon-
modular
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Correlation Search Example

Process Execution via WMI
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Where Are Our Gaps?
• Credential Access is most glaring

• Do we have logging to provide insight into this?

• Privilege Escalation is light
• Not a lot of Discovery seen to date

• Do we have data to address these gaps?

• These could be additional hunts
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Conclusions
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1. Pick a model, any model

2. ATT&CK is great but is 
APT focused

3. Wonderful way to focus 
defenses, find gaps, and 
write detections

4. Several Splunk tools that 
incorporate ATT&CK 
today

Takeaways
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John Stoner     
@stonerPSU

Dave Herrald
@daveherrald

Ryan Kovar
@meansec

Thank you!


