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During the course of this presentation, we may make forward‐lookingstatements regarding 

future events or plans of the company. We caution you that such statements reflect our 

current expectations and estimates based on factors currently known to us and that actual 

events or results may differ materially. The forward-lookingstatements made in the this 

presentation are being made as of the time and date of its live presentation. If reviewed after 

its live presentation, it may not contain current or accurate information. We do not assume 

any obligation to update any forward‐lookingstatements made herein.

In addition, any information about our roadmap outlines our general product direction and is 

subject to change at any time without notice. It is for informational purposes only, and shall 

not be incorporated into any contract or other commitment.Splunk undertakes no obligation 

either to develop the features or functionalities described or to include any such feature or 

functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 

Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 

and other countries. All other brand names, product names, or trademarks belong to their 

respective owners. © 2019 Splunk Inc. All rights reserved.
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Lots of Ninjutsus
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Check the Non-Presentation (Whitepaper) Version in the app and on the website

4500 Words2400 Words

#TBT 2017
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Check the PDF Version in the app and on the website

24418 Words2296 Words

#TBT 2017
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2019 Version (plus a few new ones)

650+ Slides of Source Material



David Veuve
Principal Security Strategist  |  Splunk

Security Ninjutsu Part Six

Add your headshot to the circle below by clicking the icon in the center.

ALL OF THE SPL

@davidveuve



© 2019 SPLUNK INC.

2019

©  2 019  SPLUNK INC.

2019



© 2019 SPLUNK INC.

13 davidveuve.com/ninjutsu

▶ Lots of SPL

▶ Ideas > Syntax

▶ Full docs available

What Should You Expect?
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Want the full details? 
Take the Slide Number 

to davidveuve.com

Standard Slide Rate: 120 seconds / slide

This Presentation:       20 seconds / slide
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Begin!
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Where to Start?
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Use MITRE ATT&CK To Choose Detections New!
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MITRE ATT&CK Throughout App

ATT&CK 
Descriptions in 

Incident Review 
and risk 

framework

Enrich 
Enterprise 
Security

View which 
detections handle 
techniques used 
by which Threat 

Groups, w/ 
MITRE's evidence

MITRE Threat 
Groups

Content 
Recommendations 
tied to techniques 
popular amongst 

many threat groups

MITRE-based 
Content 
Advice

Drilldown to a 
customized 

ATT&CK Matrix, 
correlate risky 
events across 

Tactics, Techniques

Analyze ES 
Risk w/ 

ATT&CK

ATT&CK Matrix 
highlighting gaps 

and showing 
content you can 
enable for free 

with existing data

View Your 
ATT&CK 
Coverage
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Not Just MITRE Though
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The free app that helps makes security easier.

“Splunk Security Essentials 
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Find New Local Admins

Detect a user created 

(4720) and added to local 

group (4732) 
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Typo-based Phishing Detection

URL Toolbox (splunkbase) 

easily finds this
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Rarity Detections
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Rarity Detections are Easy

data

user
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Rarity Detections are Easy

user
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Did you know we can cache that lookup?
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Find New Processes for a Host

Detect processes launched 

for the first time in the past 

day



© 2019 SPLUNK INC.

29 davidveuve.com/ninjutsu



© 2019 SPLUNK INC.

30 davidveuve.com/ninjutsu

Visibility Analysis and Action

Make sure you fully think through the problem
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Give Analysts Descriptive Fields

Tell Analysts Why They 

Should Care
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Combine Lots of Context in One Field
Use Aaron Kohler's Field Stuffing Technique

Provide Information Density 

in Standardized Fields

Courtesy of Aaron Kohler

New!
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Time Series Spikes
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Time Series Detections are Also Easy
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Time Series Detections are Also Easy
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Time Series Detections are Also Easy
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There's a Problem with Calculating Avg
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# of Systems Accessed by David Per Day

Day 1 Day 2 Day 3 Day 4 Day 5 Day 6

First Five Days
• Mean: 2.2

• Median: 2

Entire Data Set
• Mean: 26.5

• Median: 2.5
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Stats + Eval is key for Time Series Accuracy

user

Stats + Eval allows you to embed any eval into a stats command. (No tstats )
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Stats + Eval is key for Time Series 
Accuracy

data
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Stats + Eval is key for Time Series Accuracy

data
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Use IQR If You Want New!
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MLTK Magic w/ Probability Density Function

Make it obvious who is involved
Add One Line

Low Cardinality 

Easy ML Baselines

New!



© 2019 SPLUNK INC.

44 davidveuve.com/ninjutsu

MLTK with All the Bells & Whistles
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Apply Similar Techniques w/o Time

Find Processes Much 

Longer than Normal for that 

Host
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Example Data

4.14.104.185 Doug completes a triathlon

198.179.87.243 David completes some coding

Sample Events Let's compare two technologies:

1. Databases

2. Splunk
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Ingesting Data Into a Database

Person Activity

Doug triathlon

David coding

4.14.104.185 Doug completes a triathlon

198.179.87.243 David completes some coding

Sample Events
Database Storage
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Ingesting Data Into Splunk

4.14.104.185 Doug completes a triathlon

198.179.87.243 David completes some coding

Sample Events
Splunk Storage

Posting 2: 

198.179.87.243, coding, completes, 

david, some

Posting 1: 

4.14.104.185, a, completes, doug, 

triathlon
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Ingesting Data Into Splunk

4.14.104.185 Doug completes a triathlon

198.179.87.243 David completes some coding

Sample Events

198.179.87.243 coding

david some

4.14.104.185 a completes doug
triathlon
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Time-Series Index

Term Posting #

4.14.104.185  1

198.179.87.243 2

a                       2

coding           2 

completes 1, 2

david 2

doug 1

some 2

triathlon 1

Ingesting Data Into Splunk

#1: 4.14.104.185 Doug completes a triathlon

#2: 198.179.87.243 David completes some coding

Postings
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We Extract Fields When You Click Search

Field Extractions = Schema

Splunk does schema-on-read

aka schema-on-the-fly, aka late binding schema
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Time-Series Index

Term Posting #

4.14.104.185  1

198.179.87.243 2

a                       2

coding           2 

completes 1, 2

david 2

doug 1

some 2

triathlon 1

How Search Works

#1: 4.14.104.185 Doug completes a triathlon

#2: 198.179.87.243 David completes some coding

Postings

Potential Field Extractions
(via Schema-On-Read)

User Status Activity IP

Doug Success triathlon 4.14.104.185

David Success coding 198.179.87.243

#1
#2

#3
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Time-Series Index

Term Posting #

4.14.104.185  1

198.179.87.243 2

a                       2

coding           2 

completes 1, 2

david 2

doug 1

some 2

triathlon 1

Search For "doug"

#1: 4.14.104.185 Doug completes a triathlon

#2: 198.179.87.243 David completes some coding

Postings

Potential Field Extractions
(via Schema-On-Read)

User Status Activity IP

Doug Success triathlon 4.14.104.185

David Success coding 198.179.87.243

#1
#2

#3
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Many potential fields:

Knowing What You Will Want to Ask

4.14.104.185 Doug completes a triathlon

198.179.87.243 David completes some coding

Four Easy Fields:

Every field extracted costs money, 

but could be crucial for an incident.

Splunk lets you extract fewer 

upfront, and pay less money.
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How Search Works With Many Servers
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Events with user=Doug

4.14.104.185 Doug completes 

a triathlon
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How Many Successful Completions by User?

David: 1 Doug: 1
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What if We Had More Interesting Logs?

09/05/2018 -- 4.14.104.185 Doug completes a triathlon in 1.25 hours

09/03/2018 -- 198.179.87.243 David completes some coding in 5 hours

09/02/2018 -- 198.133.81.178 David completes some coding in 7 hours

08/25/2018 -- 39.195.31.8 David completes some coding in 9 hours

08/09/2018 -- 4.14.104.185 Doug completes a triathlon in 1.15 hours

Sample Events

Multiple Events for 

each person

Duration Fields

Timestamps
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What Was The Average Completion Time 
per User?

David: 14 hrs, 2 times David:   7 hrs, 1 times

Doug: 2.4 hrs, 2 times

David: 21 hrs / 3 times  = 7 hrs avg

Doug:  2.4 hrs / 2 times = 1.2 hrs avg

Each Indexer returns

"minimum necessary statistics"

average() = sum() / count()
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Here's a Secret About Basic Splunk…
For well understood and modeled problems…

Databases Are Faster
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Two Paths to Scale This Dataset
Both Excellent
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Two Paths to Scale This Dataset
Both Excellent
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Time-Series Index

Term Posting #

4.14.104.185  1

198.179.87.243 2

a                       2

coding           2 

completes 1, 2

david 2

doug 1

some 2

triathlon 1

Structured Data Models

10-100-1000x Faster
#1: 4.14.104.185 Doug completes a triathlon

#2: 198.179.87.243 David completes some coding

Postings

Potential Field Extractions
(via Schema-On-Read)

User Status Activity IP

Doug Success triathlon 4.14.104.185

David Success coding 198.179.87.243
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Structured Data Models

10-100-1000x Faster
#1: 4.14.104.185 Doug completes a triathlon

#2: 198.179.87.243 David completes some coding

Postings

Time-Series Index

Term Posting #

ip::4.14.104.185  1

ip::198.179.87.243 2

activity::coding           2 

activity::triathlon 1

status::success 1, 2

user::david 2

user::doug 1

Potential Field Extractions
(via Schema-On-Read)

User Status Activity IP

Doug Success triathlon 4.14.104.185

David Success coding 198.179.87.243
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Structured Data Models

10-100-1000x Faster

Time-Series Index

Term Posting #

ip::4.14.104.185  1

ip::198.179.87.243 2

activity::coding           2 

activity::triathlon 1

status::success 1, 2

user::david 2

user::doug 1
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Example With Data Models

Raw 

tag=network tag=traffic | stats dc(dest_ip) by src_ip

Tstats

| tstats dc(All_Traffic.dest_ip) from datamodel=Network_Traffic groupby

All_Traffic.src_ip
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Example Without Data Models

Raw

index=* | stats count by index, sourcetype

Tstats

| tstats count where index=* groupby index, sourcetype
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Aww, but tstats is hard and only returns statistics 
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Schema-Accelerated Event Search

Pull Raw Events at Data Model Speeds using | from or | datamodel!
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Two Paths to Scale This Dataset
Both Excellent
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Use Summary Indexing for Speed

Generate New Events!
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Power of Summary Indexing for Speed

Billions of

Raw Logs
Thousands of

Stats Rows
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Summary Indexing in JSON? You Fancy.

Combine with JSON 

Index-time Extractions!

New!
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Two Paths to Scale This Dataset
Both Excellent
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For Ultimate Speed

Billions of

Raw Logs
Thousands of

Stats Rows

Data Model 

Acceleration



© 2019 SPLUNK INC.

77 davidveuve.com/ninjutsu



© 2019 SPLUNK INC.

78 davidveuve.com/ninjutsu

YES!
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Consolidation of all 
these queries done by



David Wells
Sr Manager | PWC Canada

Shout Out!

You're about to see a lot of SPL on the 

next slides. This was put together by
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Risk
This verifies that the user is 3x their standard deviation AND there are at least 7 

previous days worth of risk scores

Baselining with Confidence Checks (I)
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Risk
Identify When A User’s # of Risk Kill Chain (or category) is Above 2 and the 

Number of Unique Risk Signatures is Above 1

Baselining with Confidence Checks (II)
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Risk
Calculate a User’s 30 Day Risk Score As a Baseline and Identify When Today’s is 

3x Higher Than the Average

Baselining with Confidence Checks (III)
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Risk
Calculate if a User is Above the One Day Risk Threshold, the 30 Day Risk 

Threshold or More Than 3x Its Own Standard Deviation

Baselining with Confidence Checks (IV)
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Spikes
Identify When Something Is X Times Past Their Standard Deviation

Standard Deviation Anomaly (Good)
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Spikes
Adding Relative Filters to Statistical Assessments

Standard Deviation Anomaly (Better)
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Spikes
Look for users who view more credit cards than they typically do

Standard Deviation Anomaly (CC #s)
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Spikes IQR Anomaly (Raw Data)
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Spikes IQR Anomaly (tstats Data)



© 2019 SPLUNK INC.

90 davidveuve.com/ninjutsu

Ratios Detect Rare Events by Ratio (Raw Data)
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Ratios Detect Rare Events by Ratio (tstats Data)
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Ratios
Looking for unusual errors in AWS Logs

Detect Rare Events by Ratio (Example I)
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Ratios
Looking for unusual MFA anomalies across the env in CloudTrail logs

Detect Rare Events by Ratio (Example II)
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Ratios
Looking for unusual APIs per user in CloudTrail logs

Detect Rare Events by Ratio (Example III)
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First Time Detect New (Rare) Events (Raw Data)
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First Time Detect New (Rare) Events (tstats Data)
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First Time
Detect When Users Take High Risk Actions From A New Country

Detect New (Rare) Events (Example)
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First Time Detect New (Rare) Events (Examples++)
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First Time
Detect actions that are new not just for a user, but for an entire peer group

Peer Group Analysis
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Rarity
Identify Higher-risk IP Addresses Based On The Uniqueness of the IPS signature

Combined Anomaly Detection Methods I



© 2019 SPLUNK INC.

101 davidveuve.com/ninjutsu

Rarity
Alert When Users Who Usually Log Into Few Systems Suddenly Log Into Many

Combined Anomaly Detection Methods II
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Combined Multiple Data Sources (CIM)
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Combined Multiple Data Sources (Multiple CIM)
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Combined
Ironport logs are a canonical transaction example, but searches are faster without

No Transaction, Yes Eventstats + Stats
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Combined
Provide a single consolidated record with all relevant values

Persist into Summary Index!
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Combined Multiple Data Sources (tstats)
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Misc
Find users moving faster than a jet engine flies

Superman Analysis
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Misc Randomness Detection w/ URL Toolbox
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Context Add in Organizational Information
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Context
Estimate level of exposure numerically

Calculate Risk based on HR Data
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Alert Overload!
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High Fidelity, Actionable, 
Automatable

Can Be Aggregated to 
create alerts or used for 

context

Provides relevant hints to 
use during an investigation

Types of Events

Alerts
Risky

Events

Contextual

Events
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context
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Events
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Events
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Events
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High Fidelity, Actionable, 
Automatable

Can Be Aggregated to 
create alerts or used for 

context

Provides relevant hints to 
use during an investigation

Types of Events

Alerts
Risky

Events

Contextual

Events
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We Call it Risk-Based Alerting

SEC 1556 – Building Behavioral Detections:  Cross-Correlating Suspicious 

Activity with the MITRE ATT&CK Framework
Tuesday, October 22, 01:45 PM - 02:30 PM

SEC 1803 – Modernize and Mature Your SOC with Risk-Based Alerting
Tuesday, October 22, 03:00 PM - 03:45 PM

SEC 1538 - Getting started with Risk-Based Alerting and MITRE
Wednesday, October 23, 12:30 PM - 01:15 PM

SEC 1908 – Tales from a Threat Team:  Lessons and Strategies for Succeeding 

with a Risk-Based Approach
Wednesday, October 23, 03:00 PM - 03:45 PM

Birds of a Feather – Meet the RBA Community
SUGARCANE Raw Bar Grill – Tuesday 6:30-8:30 
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Decrease in Notable 
Events Generated

Increase in # of Security 
Detections

True Positives, up from 
10%!

AmFam Success Metrics Seen
American Family Insurance – Comparing Alert Driven to Risk Driven

50% 400% 60%
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Security staff at company that rolled out RBA 5 months ago

“60% of the Risk-based Alerting 
incidents are true positives.
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Let's Summarize
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How will you ever 
remember?
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Splunk Security Essentials

www.splunksecurityessentials.com

The free app to make security easier

Use The Cheat Codes
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davidveuve.com/splunk.html

All SSE Slide Decks All Available!

• Copy-paste SPL from the Presentations
• Slide # to Source Material mapping
• David Wells' Shortcut Preso
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And With That!

davidveuve.com/splunk.html

splunksecurityessentials.com
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You Have The Power

davidveuve.com/splunk.html

splunksecurityessentials.com
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You Have The Tools

davidveuve.com/splunk.html

splunksecurityessentials.com
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You Have The SPL

davidveuve.com/splunk.html

splunksecurityessentials.com
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Go Find The Bad People

davidveuve.com/splunk.html

splunksecurityessentials.com
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You!
Thank

RATE THIS SESSION

Go to the .conf19 mobile app to

davidveuve.com/splunk.html

splunksecurityessentials.com

Please Rate This Session!


