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During the course of this presentation, we may make forward-looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names, or trademarks belong to their 
respective owners. © 2019 Splunk Inc. All rights reserved.
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Agenda

1. What is Splunk Security Essentials (SSE)

2. Introduction to BOTS

3. Finding Content

4. Being Prescriptive

5. Learning Splunk for Security

6. Improving your Production Deployment

7. Measuring Success
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What is SSE?
Section subtitle goes here
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Splunk Security Essentials is the free 
Splunk app that makes security 

easier.
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Widely Deployed Today

50k
Over 50,000 
downloads

6k
Over 6,000 

reporting installs

30
30 releases

2.8
Essentials has been 

around for nearly 
three years

Proven and Stable
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Splunk Security 
Essentials
Learn to improve your security using 
Splunk’s analytics-driven security:
• Common use cases and examples 

to get started
• Data onboarding guides for top data 

sources
• Understand how to improve your 

security
• Scales from small to massive 

companies
• Save searches, send results to 

ES/UBA
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Four Pillars

Finding 
Content

Learning 
Splunk Security

Improve 
Production

Measure Your 
Success

Four ways in which SSE has delivered value to users
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10

Security Journey
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https://www.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-
technical-s05-att&cking-fin7.pdf
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https://www.fireeye.com/content/dam/fireeye-www/summit/cds-2018/presentations/cds18-
technical-s05-att&cking-fin7.pdf
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Initial Access
Discovery
Exfiltration

…

Scheduled Task
Credential Dumping

Pass the Ticket
…

APT10
OilRig

Violent Memmes
…

MITRE ATT&CK
Key Concepts

Tactics Techniques Threat 
Groups
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History of Security 
Essentials
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Widely Deployed Today

50k
Over 50,000 
downloads

6k
Over 6,000 

reporting installs

30
30 releases

2.8
Essentials has been 

around for nearly 
three years

Proven and Stable
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Jan 07, 2017
SSE 1.0
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Splunk Security Essentials
Types of Use Cases

Time Series Analysis with 
Standard Deviation

First Time Seen 
powered by stats

General Security Analytics 
Searches
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125 Examples, with 
180+ Searches
Each includes:
▶ Description
▶ Relevance
▶ How to Implement
▶ How to Respond
▶ Known False 

Positives
▶ Line-by-Line SPL 

Documentation
▶ And More!

SSE 2.0
Feb 22, 2018
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Finding 
Content

SSE 3.0

Improve 
Production

Measure Your 
Success

Oct 11, 2019

Learning 
Splunk Security
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And a Website! And a Docs Site!

https://www.splunksecurityessentials.com https://docs.splunksecurityessentials.com
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Hands On!
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Alert a room monitor if you run into issues!

Log On!
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BOTS 4 – Violent 
Memmes



Training Realistic

FUN!Competition

What is BOTS?
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The world of 
BOTS IV
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Thanks ThreatConnect!

• Nation-state sponsored adversary
• Uses German naming conventions

• German Based DigitalOcean servers
• Enom Registered DNS

Western innovative Brewers and 
Home Brewing companies

• PowerShell
• Spearphishing
• Domain Fronting
• Ticket Passing

• Seeking to obtain high end 
Western Beers for production in 
their breweries

• Metasploit
• Credential Dumping 

(Mimikatz)
• User svc_print for Account 

Persistence
• Remote Desktop Protocol
• Schtasks.exe for beacon and 

persistence
• PSExec for lateral movment
• Yandex browser
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Finding Content
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120+ Native Detections

0

50

100

150

200

250

300

Content by Use Case

SOC Automation Application Security Compliance
Insider Threat Security Monitoring Advanced Threat Detection

Directly Usable Content
Each detection includes:

• Production searches including line-by-line docs

• Documented known false positives, response 
recommendations, implementation guidance

• Demo data and sample screenshots
• MITRE ATT&CK Tactics and Techniques, Kill 

Chain Phases

• Many contain related dashboard panels
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Prescriptive 
Content
What To Do Next?

SSE understands what data 
you have, and what content you 
already use. It uses that to 
recommend what to do next.
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Also includes and maps 
content from Splunk 
Premium Solutions

Splunk ES Content 
Update™
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Hands-On
David
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QUICK! We need some advanced detections!
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We need some 
advanced 

detections!
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We need some 
advanced 

detections!
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We need some 
advanced 

detections!
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Advanced Filters 
By Default
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Advanced Filters 
By Default

Key Filters:
• MITRE ATT&CK Tactic
• MITRE ATT&CK Technique
• MITRE Threat Groups
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Filter: Violent Memmes 
MITRE Threat Group
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New Local Admin 
Account
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Such Intel!

What Team!

FRPCENK?
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New Local Admin 
Account
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New Local Admin 
Account
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New Local Admin 
Account
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Minor 3.0 Content Improvements

▶ Added GCP and Azure searches AWS detections 

▶ The SPL is easier to find 

▶ Search engine on Security Content page is improved

▶ Many small UI improvements
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Okay, We Found Some Content…
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Okay, we found some content…

But can we be more methodical?
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Being Prescriptive
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Configure 
SSE
The manual way

To take advantage of the full 
power of SSE you need to go 
through the configuration steps.
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Configure 
SSE
The automatic way

SSE comes with an option to 
run an automated data 
introspection job. 
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Connecting Products to Data to Content
How does it work?

Data Source 
Categories 
(e.g., App-
Aware FW)

Sources / 
Sourcetypes

/ Indexes

Event Volume
Avg Event Size

# of Hosts
CIM Compliance
Ingest Latency

Logical 
Products

(e.g., PAN 
FW)

Description
Coverage Level
(Configurable 

Metadata)

Content

MITRE ATT&CK
Kill Chain

Categories

Active Saved 
Search on 

System

<Push Content 
Metadata to ES>

Data Inventory 
Introspection Data Inventory Content 

Dashboards
Correlation Search 

Introspection
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Hands-On
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Data Source 
Introspection
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TMI!!!
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Data Source

Data Source Category

Product

Linked Content

Data Source 
Introspection
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Data Source 
Introspection



© 2019  SPLUNK INC.Data Inventory Introspection

Event Volume
Avg Event Size

# of Hosts
CIM Compliance
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Products in 
environment



© 2019  SPLUNK INC.

Add new product 
manually
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Add new product 
manually
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Add new product 
manually
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Add new product 
manually
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Add new product 
manually
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Add new product 
manually
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Add new product 
manually
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Add new product 
manually

How much of the 
data is in Splunk?
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Add new product 
manually
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Add new product 
manually
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Add new product 
manually
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There must be a quicker way?
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Automated 
Introspection
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Automated 
Introspection

Five introspection steps
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CIM Data found 
but not linked to 

Product

Manual review 
might be required
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Products generating 
the data
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Products generating 
the data
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How do we know what detections 
are currently operational?



© 2019  SPLUNK INC.



© 2019  SPLUNK INC.



© 2019  SPLUNK INC.



© 2019  SPLUNK INC.

Mapping between 
content that is 

active and what 
we have in SSE

Modify automated mapping
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Now when it is setup, let’s see 
what we can do. 
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Active content We have data, but not actived

Need more data to enable
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Hover
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Data Sources you are 
getting value from
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Data Sources with 
untapped value



© 2019  SPLUNK INC.

Data Sources not in 
Splunk where 
content exist
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Content with Status 
Available
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Content with Status 
Available split by 

Data Source
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What about MITRE ATT&CK?
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Not so good coverage 
with active detections
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Potentially good 
coverage against 

multiple MITRE Tactics
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Want to bring in 
Web Proxy Data?

This is the coverage you 
would get
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Techniques known to be used 
by Violent Memmes
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Content list pre-filtered 
to your selection
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Bookmark selection for 
tracking
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Don’t get Tunnel Vision
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Bookmark selection for 
tracking

Aim for a broad 
coverage. 

Filter MITRE ATT&CK Matrix based on 
Technique popularity
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Learn Splunk for 
Security
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Extensive 
Docs
Focused To Your Needs

SSE contains Data Onboarding 
docs, SPL docs, Security 
Context, and App docs

Wherever you are in your 
journey, SSE will help
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Content Guides to Useful Docs
Whether you're new to Splunk or new to security, be guided to the 
right content
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Hands-On
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How Do Users 
Learn about 

Splunk?
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Security Journey

Other Recommended Resources!
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130

Security Journey
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Data Onboarding 
Guides
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Learn Security
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134

Security Concepts Applied Through Detections
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135

Learn Splunk

Launch



© 2019  SPLUNK INC.

136

Learn Splunk

Detections with 
good SPL docs
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137

Emails with 
Lookalike Domains
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138

Emails with 
Lookalike Domains
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139

THAT'S A 
LOT OF SPL!
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140

Line-by-Line SPL 
Documentation



© 2019  SPLUNK INC.

141

Line-by-Line SPL 
Documentation
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142

Ahh, now I 
get it
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Improve Production 
Deployments



© 2019  SPLUNK INC.

MITRE ATT&CK Throughout App

ATT&CK 
Descriptions in 
Incident Review 

and risk 
framework

Enrich 
Enterprise 
Security

View which 
detections handle 
techniques used 
by which Threat 

Groups, w/ 
MITRE's evidence

MITRE Threat 
Groups

Content 
Recommendations 
tied to techniques 
popular amongst 

many threat groups

MITRE-based 
Content 
Advice

Drilldown to a 
customized 

ATT&CK Matrix, 
correlate risky 
events across 

Tactics, Techniques

Analyze ES 
Risk w/ 

ATT&CK

ATT&CK Matrix 
highlighting gaps 

and showing 
content you can 
enable for free 

with existing data

View Your 
ATT&CK 
Coverage

Utilization Made Easier
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MITRE 
ATT&CK 
Matrix
See what techniques you have 
or don't have coverage for. Drill-
down to see those detections.

Annotate with threat groups that 
target you, or filter for 
techniques popular with many 
groups. 

Considering a new data 
source? Highlight the 
techniques it supports.
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Automatic 
Dashboards
Alternative to Alerts

Driven by what data is in your 
environment, and follows all of 
Splunk's dashboard technical 
best practices



©  2 0 1 9  S P L U N K  I N C .

Monitor Data 
Ingest
Understand Lag, and 
Impacted Detections

Powered by Splunk's Machine 
Learning Toolkit
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Track CIM 
Compliance
Ensure Data Formatting

SSE will analyze the most 
important CIM fields and 
evaluate whether your data 
matches.
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Hands-On
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OMG! 
Operationalization of 

MITRE ATT&CK??
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Vegetables first! 
Make sure your data 
is in good shape…
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Data Availability
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Data Availability
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Data Availability
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Data Availability
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Data Availability

Told you there 
was trouble
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CIM Compliance 
Check
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CIM Compliance 
Check
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CIM Compliance 
Check
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Are You 
Kidding Me??

CIM Compliance 
Check
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Sigh. Okay…
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Operationalize 
MITRE ATT&CK
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MITRE ATT&CK Throughout App

ATT&CK 
Descriptions in 
Incident Review 

and risk 
framework

Enrich 
Enterprise 
Security

View which 
detections handle 
techniques used 
by which Threat 

Groups, w/ 
MITRE's evidence

MITRE Threat 
Groups

Content 
Recommendations 
tied to techniques 
popular amongst 

many threat groups

MITRE-based 
Content 
Advice

Drilldown to a 
customized 

ATT&CK Matrix, 
correlate risky 
events across 

Tactics, Techniques

Analyze ES 
Risk w/ 

ATT&CK

ATT&CK Matrix 
highlighting gaps 

and showing 
content you can 
enable for free 

with existing data

View Your 
ATT&CK 
Coverage

Utilization Made Easier
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MITRE ATT&CK Throughout App

ATT&CK 
Descriptions in 
Incident Review 

and risk 
framework

Enrich 
Enterprise 
Security

View which 
detections handle 
techniques used 
by which Threat 

Groups, w/ 
MITRE's evidence

MITRE Threat 
Groups

Content 
Recommendations 
tied to techniques 
popular amongst 

many threat groups

MITRE-based 
Content 
Advice

Drilldown to a 
customized 

ATT&CK Matrix, 
correlate risky 
events across 

Tactics, Techniques

Analyze ES 
Risk w/ 

ATT&CK

ATT&CK Matrix 
highlighting gaps 

and showing 
content you can 
enable for free 

with existing data

View Your 
ATT&CK 
Coverage

Utilization Made Easier
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Analyze ES Risk 
Attributions
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Analyze ES Risk 
Attributions
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Analyze ES Risk 
Attributions
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Analyze ES Risk 
Attributions

How many risk events 
for each MITRE 
ATT&CK Tactic
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Analyze ES Risk 
Attributions

Customized MITRE 
ATT&CK Matrix
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Analyze ES Risk 
Attributions

A variety of 
aggregation methods

Scroll DownScroll Down



© 2019  SPLUNK INC.

Analyze ES Risk 
Attributions

Enter agrady
Hit Enter
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Analyze ES Risk 
AttributionsFocused to: 

agrady

Focused MITRE ATT&CK Matrix
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MITRE ATT&CK Throughout App

ATT&CK 
Descriptions in 
Incident Review 

and risk 
framework

Enrich 
Enterprise 
Security

View which 
detections handle 
techniques used 
by which Threat 

Groups, w/ 
MITRE's evidence

MITRE Threat 
Groups

Content 
Recommendations 
tied to techniques 
popular amongst 

many threat groups

MITRE-based 
Content 
Advice

Drilldown to a 
customized 

ATT&CK Matrix, 
correlate risky 
events across 

Tactics, Techniques

Analyze ES 
Risk w/ 

ATT&CK

ATT&CK Matrix 
highlighting gaps 

and showing 
content you can 
enable for free 

with existing data

View Your 
ATT&CK 
Coverage

Utilization Made Easier
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Push MITRE 
Techniques 
and Tactics 

into ES
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MITRE ATT&CK Throughout App

ATT&CK 
Descriptions in 
Incident Review 

and risk 
framework

Enrich 
Enterprise 
Security

View which 
detections handle 
techniques used 
by which Threat 

Groups, w/ 
MITRE's evidence

MITRE Threat 
Groups

Content 
Recommendations 
tied to techniques 
popular amongst 

many threat groups

MITRE-based 
Content 
Advice

Drilldown to a 
customized 

ATT&CK Matrix, 
correlate risky 
events across 

Tactics, Techniques

Analyze ES 
Risk w/ 

ATT&CK

ATT&CK Matrix 
highlighting gaps 

and showing 
content you can 
enable for free 

with existing data

View Your 
ATT&CK 
Coverage

Utilization Made Easier
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Okay, that's a lot of MITRE ATT&CK…
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… but can you deploy a real detection?
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Multiple Infections 
on Host
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Multiple Infections 
on Host
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Multiple Infections 
on Host

Accelerated Data
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Multiple Infections on Host
(Accelerated Data)

Schedule in ES
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Multiple Infections on Host
Accelerated Data
(Schedule in ES)
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Add Your Name 
(Avoid Duplicates)
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You've Now Checked Your Data Latency

You've At Least Identified Missing CIM Fields

You've Pushed MITRE ATT&CK to ES

You've Analyzed High Risk Entities

You've Enabled New Detections

I Bet You Feel Pretty Great!
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But How Will You Make This Guy Happy?
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Measure Success
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Justify New 
Data
Show what industry-standard 
capabilities you would have with 
new data onboard
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Make Auditors 
Happy with Excel or 
PDF Exports of 
your Enabled 
Content
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Export 
Enabled or 
Bookmarked 
Content
Generate dense Excel docs, or 
descriptive PDF exports that 
can include screenshots, SPL, 
and your deployment notes



©  2 0 1 9  S P L U N K  I N C .



© 2019  SPLUNK INC.

Hands-On
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PDF Export
Includes status, screenshots, SPL, and your deployment notes



© 2019  SPLUNK INC.

Next Steps
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Splunk Security Essentials is the free 
Splunk app that makes security 

easier.
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Four Pillars

Finding 
Content

Learning 
Splunk Security

Improve 
Production

Measure Your 
Success

Four ways in which SSE has delivered value to users
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“I got the security essentials tool 
loaded and did a basic overview 
with the SOC. They lit up like 
christmas trees.”

Security Tools Engineer, Fortune 100 
Healthcare

“I can take the content library off 
my list of projects for this year. 
It's already built! “

Director of Security, Small Financial 
Services

Testimonials
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1. Security Essentials has evolved to being 
a key app for Splunk in security. 

2. Helps you operationalize and measure 
the content you are deploying.

3. New app guide helps you choose your 
adventure.

Security Essentials 
helps you in multiple 

ways. 

Key 
Takeaways
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Contains all content, 
documentation and an 

online demo 
environment. 

Security 
Essentials 

now has it’s 
own website

https://www.splunksecurityessentials.com
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Visit the Security 
Essentials booth at
source=*Pavilion to 
see everything in 
action. 
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Please rate this talk!
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You!
Thank

RATE THIS SESSION
Go to the .conf19 mobile app to


