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Profiling Encrypted 
Network Traffic
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Visibility. Is. Crucial.
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Activity Profiles
Benign
• Keep sensitive data secure (e.g. web sessions, email, data transactions)

Malicious
• C2/Data exfiltration
• Hiding of exploit delivery
• Phishing email delivery/reception

Policy
• Sites/activity that aren’t malicious, but pose risk to the business (HR, etc...)

Unknown
• Fertile hunting grounds

What should you be looking for in encrypted network traffic
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Technology Overview
#TechGoals
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Data

Process Data
• Executable that spawned the process
• IPs/hosts the process is connecting to
• Hash of the executable

Network Data
• Source/destination IPs
• Monitor SSL/encrypted traffic

Signatures for Matching
• Need to consolidate protocol properties to an easily defined signature

Choose your own adventure
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Process Data

Behavioral detection
• Detects applications doing things like scraping memory, key logging, spawning shells, etc

Process and binary search of centralized data
• Hash and behavior based

Process based network activity

Live Response remediation
• Allows for host isolation
• Allows you to have a terminal shell on the host to kill process, add or delete files, perform mem dumps, etc

Carbon Black
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Carbon Black Data
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Network Activity

Open Source Network Monitoring tool

Passive IDS
• Can leverage various types of signatures

Scriptable
• Extend network monitoring capability

Logs everything that it sees allowing for forensics
• Common protocols: HTTP, SSL, SMTP, SSH, etc…
• Logs can be sent to Splunk

Zeek (formerly Bro)
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Zeek Data
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Making machine data accessible, 
usable and valuable to everyone.
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Networking
How the packets work
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TCP
Refresher

Client Server

SYN

SYN,ACK

ACK
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SSL

Secure Sockets Layer (SSL) is a standard security technology for establishing an 
encrypted link between a server and a client.

Uses certificates issued by a trusted CA
• Uses a public private key pair to establish an encrypted connection

Allows for the secure transfer of sensitive information

Used over TCP

What is it?



©  2 0 1 9  S P L U N K  I N C .

SSL
Setup/Negotiation

Client Server

Hello Phase

Client Exchange

Cipher Change

Client Hello

Client’s Certificate
ClientKey Exchange

Certificate Verify

Change CipherSpec
Finished

Server Hello

Server’s Certificate, ServerKey Exchange, Certificate

Server Hello Done

Change CipherSpec

Finished
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JA3

JA3 is a method of fingerprinting SSL/TLS encrypted network traffic. This allows you to 
identify what is on your network, establish a baseline and alert on anomalous activity

Developed around Lee Brotherston's 2015 research
• Lee's DerbyCon talk: https://www.youtube.com/watch?v=XX0FRAy2Mec

Allows you to identify what's on your network and establish a baseline
• Identifies potentially malicious activity without having to MITM your encrypted network traffic
• Resource: https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967

What is JA3?
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JA3
How it works

Client Server

Hello Phase

Client Hello

769,255-49160-49172-...51-50-49164,,0

86ed02e0de5a31b81cc0cd8484f90d0f
=

…
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Solution

Tying it all together
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Phase 1

JA3
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Round 1
Coming from an SQL background and Inner Join seemed like the right solution.

“JOIN”

JA3 Signatures
with IP

Processes
with IP
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JOIN

index=<CB Index> netconn earliest=-12h
| join usetime=false type=inner remote_ip [search index=<Zeek Index> ja3 NOT [inputlookup Known_ja3.csv
| fields ja3] earliest=-12h
| eval remote_ip=coalesce(id.resp_h, dest_ip, "null")]
| join usetime=false type=inner md5 [search index=<CB Index> process_path earliest=-12h]
| stats values(ja3) by md5, process_path
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Problems with the Data

Can you spot the difference?
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Round 2

Back to the drawing board

( index=<CB Index> netconn ) OR ( index=<Zeek Index> ja3 )
| lookup ja3_dict_2.csv JA3 as ja3 output Application
| where isnull(Application)
| eval remote_ip = coalesce(id.resp_h, dest_ip, remote_ip, "null”)
| stats values(md5) as md5 values(ja3) as ja3 values(process_path) as process_path by remote_ip
| mvexpand md5
| stats values(remote_ip) as remote_ip values(ja3) as ja3 by md5
| lookup threat_intel_file_hash_lookup md5 OUTPUTNEW process_path as process_path
| search NOT(md5="") AND ja3=* 
| search NOT (remote_ip=10.0.0.0/8 OR remote_ip=172.16.0.0/12 OR remote_ip=192.168.0.0/16)
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Successes
What we found with this initial phase
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Phase 2

JA3S
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JA3S
Client Server

Hello Phase

769,5,

40c6454d9891ee409d90595091506207
=
65281-35

Server Hello
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Workflow
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JA3S
Success

index=<Zeek Index> ja3s established="true" 
NOT (dest_ip=10.0.0.0/8 OR dest_ip=172.16.0.0/12 OR dest_ip=192.168.0.0/16)

| eval dst_server = coalesce(server_name, dest_ip)
| lookup ja3s_dict.csv ja3s as ja3s output remote_server
| where isnull(remote_server)
| stats values(dst_server) as remote_server by ja3s
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Phase 3

JA3 + JA3S
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( index=<CB Index> netconn ) OR ( index=<Zeek Index> ja3 ) 
NOT [| inputlookup "ja3-ja3s_dict.csv" | makemv delim=":" ja3_lookup | eval ja3=mvindex(ja3_lookup,0), 
ja3s=mvindex(ja3_lookup,1) | fields ja3,ja3s | format]

| eval ja3_lookup = ja3+":"+ja3s, dst_server = coalesce(server_name, dest_ip)
| eval remote_ip = coalesce('id.resp_h', dest_ip, remote_ip, "null")
| stats values(md5) as md5 values(ja3_lookup) as ja3_lookup 

values(process_path) as process_path values(dst_server) as dst_server by remote_ip
| mvexpand md5
| stats values(remote_ip) as remote_ip values(md5) as md5 values(dst_server) as dst_server by ja3_lookup
| lookup threat_intel_file_hash_lookup md5 OUTPUTNEW process_path as process_path
| rex field=process_path "(?P<application>[^\\\^\\/]+)$"
| search NOT (md5="") AND 

ja3_lookup=* NOT (remote_ip=10.0.0.0/8 OR remote_ip=172.16.0.0/12 OR remote_ip=192.168.0.0/16)
| stats values(dst_server) as dst_server values(md5) as md5 

values(application) as application values(remote_ip) as remote_ip by ja3_lookup

JA3+JA3S

With our powers combined!
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Operationalizing the solution
Taking the workflow and making it real
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Learnings
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Notes

JA3 lookup validation
• VT, ReversingLabs, etc…

JA3S lookup validation
• Google SafeBrowing, 3rd party reputation lists, threat intel feeds

There is LOTS of value in looking at encrypted network traffic

Take-aways and Tips
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You!
Thank


