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During the course of this presentation, we may make forward-looking statements regarding future events or 
the expected performance of the company. We caution you that such statements reflect our current 
expectations and estimates based on factors currently known to us and that actual events or results could 
differ materially. For important factors that may cause actual results to differ from those contained in our 
forward-looking statements, please review our filings with the SEC.  

The forward-looking statements made in this presentation are being made as of the time and date of its live 
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate 
information. We do not assume any obligation to update any forward-looking statements we may make. In 
addition, any information about our roadmap outlines our general product direction and is subject to change 
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract 
or other commitment. Splunk undertakes no obligation either to develop the features or functionality 
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in 
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2019 Splunk Inc. All rights reserved.
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A Few Words About Me

• Detection Engineer / Site Reliability Engineer @ Red Canary

• Red Canary Does Managed Endpoint Detection & Response (EDR)

• Tries to make useful content from logs and metrics

• Messes with Code; Interested in Data Science; Formally Trained in Neither 

• Is Convinced You Can Use Splunk to Answer Any Questions if Creative Enough 
(and you actually have the data…)
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A Brief Word On Common Terminology

• Detector / Signature / Alert – The Logic You Use To Detect Behavior

• We focus mostly on Endpoint Data ( Process Starts, Filemods etc.)
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Noise – It’s A Common Problem

• Humans Can Only Do So Much

• Repetitive Tasks Cause Fatigue and Mistakes

• Low Fidelity High Volume Alerts Contribute

• Alerts that provide no value and take a long time – Worst

• Short term, high value aka (“evil”) – Best

• Reality - much more in the middle
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• Point in Time View of Alerts
• Csv

• Dashboard

• We tracked how effective a detector 
was, but only as a point in time

• No way to drill down into
• Which host

• Which process

• FP vs TP characteristics

No concept of effort and time, no counts

Lack of Data & Context:
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• To Provide the ability to do Historical Analysis

• To Identify impact from changes

Data Was Needed:
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This is a short talk, as such instead of focusing on the entire project will be 
focusing on small pieces of putting this together that were challenging and 
might help someone else. 

• Summarizing Data

• Storing The Calculated Data

• Example Analytics on the Data

Content Overview:
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Where is my team spending the most effort? 

• Am I spending more time on detected events or false positives?

• Of the False Positives – Which one’s take the most effort and time?

• Which set of my high fidelity signatures are close enough to perfect that 
can maybe automate them away?

• Are spikes skewing my analysis, methods to normalize data? (Why 
counts and averages can lie)

High Level Questions
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Which of my individual rules are terrible?

• How much time did I spend on Rule 1077 last month?

• How many of Rule 1077’s events converted to actual incidents?

Per Alert Questions:
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• Logs are voluminous but revealing

• Metrics are essentially just numbers
• Great for trends

• Bad for context

• Data reduction expedites searches and queries 
and helps with retention

Reducing Data
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• You may want to keep data not strictly needed for metrics

• What questions might you have after identifying a seemingly 
problematic rule or group of rules

• Metrics are essentially just numbers
• Severity of incident related to alert

• Environments that tripped alert

• Hosts online and active during the timeframe pulled

• Unique incidents per rule or day

What data do you want to keep?
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• True positive/false positive percentages per detector

• Time expenditure on transactions by detection rule
• Confirmed detected events

• Confirmed false positive events

• Conversion percentage per detection rule

Note: Transaction= Grouping of events on a given endpoint at a point in time. We 
record the action taken on that grouping.

Our Metrics
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Summarizing Data
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• For each event calculate the duration that it was worked:

Example: Calculating Time Metric

• For each event add a field, so we can separate humans from automation

• Analyst: analyst10@redcanary.com = human

• Analyst: bot50@redcanary = bot
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• Decide the smallest unit you might want to chart – Hours? Days?

Example: Creating a Daily Sum

• Sum time spent for each signature

• We will end up with one row per signature per day
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Answers: How much time did I spend on 
Rule XX last month?
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You’ll repeat this for as many data points as you 
care about - essentially summarize or enrich the 
things you want to keep and ask questions on.
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Storing the Calculated Data
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• I can run the previous calculations every time I want to ask a question.
• It will take a really long time each time I want to change something

• I will only be able to run across maybe 30 days, data is constantly rolling off

• Simple Answer - Use a lookup table:

How do I keep data past normal retention?
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• Row Limitations
• Time in Dashboards Can Be  “Difficult”

Lookup Limitations:
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• Automate Collection of Data – no one will remember to run a search 
daily, monthly (or hourly…)
• List in triggered alerts is a good option

Lookup Table: Alerts Work Well

• Backup your data – super easy to blow everything away with one bad 
command
• Monthly alert that sends CSV to e-mail was our hack at out of Splunk Storage
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Another Option: Summary Index

• Simple command took a good amount of time to figure
• You can search this index almost like normal



© 2019 SPLUNK INC.

Example Analytics 
on the Data
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Outliers: Are Spikes skewing my analysis?
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Calculating IQR

• Splunk did all the hard work here
• https://docs.splunk.com/Documentation/Splunk/7.3.1/Search

/Findingandremovingoutliers 
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Data Is Now More Representative of Signature

• Average is 44, versus 800

• Help us stack signatures for comparison
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Using Dataset: How many of Rule XX’s events 
converted to actual incidents?

| eval 
human_conversion=round(human_total_detected/human_total_detector_events*1
00,2) 
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Am I spending more time on detected events or 
false positives?

• For this time period 50% of human time was 
spent on things that convert less than 10% of 
the time. 

• Maybe look there to improve that signature 
set first.

• We can drill into which specific one’s they 
are with the data we saved.
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• The previous dataset is meant to show a starting place or a trend.

• There’s a tradeoff between metrics and logs.

You’ll Still Need Logs

• In order to adequately tune a signature you need to know:
• What specific things are the signature hitting on we don’t care about?

• Is there anything specific I can add or remove that will cause it to be more 
targeted?

• Is it even looking for the correct behavior?

• Log data may not go back as long, but it will have more detail.
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• Summary indexes and lookup tables are good tools for summarizing 
large data sets that are difficult to search and retain

• Lessons Learned – building out the backend search is important, 
probably content to use it is more so and ensuring the team has the 
right tools

• There’s way more than one way to do all of this, you tend to start with 
what you know.

Conclusion:


