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“We also offer detection services that add
another layer our customers can deploy to
protect their resources.

...\We have a service called Macie that
automatically classifies data into different
buckets of sensitivity, and then sends
customers alarms...

“...We have a service called GuardDuty that
alerts customers when there are unusual
Application Programming Interface (API)
calls...

AWS Response to Senator Ron Wyden | August 13 2019
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EC2 Investigation
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Unprotected port on
EC2 instance i-
0231c5ce402c67748 is
being probed.

Unprotected port on
EC2 instance i-
0231c5ce402c67748 is
being probed.

103.255.216.166 is
performing SSH brute
force attacks against i-
0839e15e1ae0b768c.

117.27.151.104 is
performing SSH brute
force attacks against i-
0839e15e1ae0b768c.

arn:aws:ec2:us-
east-
1:1496653934
62:instance/i-
0231c5ce402c
67748

arn:aws:ec2:us-
east-
1:1496653934
62:instance/i-
0231c5ced402c
67748

arn:aws:ec2:us-
east-
1:1496653934
62:instance/i-
0839e15e1ae0
b768c

arn:aws:ec2:us-
east-
1:1496653934
62:instance/i-
0839e15e1ae0
b768c

AwsEc2Instance

AwsEc2Instance

AwsEc2Instance

AwsEc2Instance
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EC2 Alert Response ldeas

m Respond - Soft Touch

_ }  File a ticket to resource
Investigate owner
« Start a Slack chat with
Security Team & Resource
Owner

* geolocate ip
» determine risk level of

device
m Respond - Hammer
e contact resource owners

* list ssh sessions » Quarantine Security Group
« Stop Device
* Kill Process
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Investigating an
EC2 Alert

ec2_instance_investigation_and_notification
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Other Phantom Playbook Ideas

IAM Alerts Sensitive Data Access

» Account created with excessive permissions * Unusual Activity in S3
 Attempt to compromise account credentials * Pll uploaded to Public S3 Bucket

» Account login from new location
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