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Tackle AWS Security 
Automatically with 
Phantom
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“ We also offer detection services that add 
another layer our customers can deploy to 
protect their resources.

…We have a service called Macie that 
automatically classifies data into different 
buckets of sensitivity, and then sends 
customers alarms…

“ …We have a service called GuardDuty that 
alerts customers when there are unusual 
Application Programming Interface (API) 
calls…

AWS Response to Senator Ron Wyden | August 13 2019
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AWS Intel 
Sources
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Responding to 
AWS Alerts

300+ Phantom 
Apps



© 2019 SPLUNK INC.

Getting AWS Alerts 
into Phantom

DEMO

https://splunkphantom.s3.amazonaws.com
/phantom-sechub-setup.html
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EC2 Investigation
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EC2 Alert Response Ideas

• File a ticket to resource 
owner

• Start a Slack chat with 
Security Team & Resource 
Owner

Respond - Soft Touch

• Quarantine Security Group
• Stop Device
• Kill Process 

Respond - Hammer

• geolocate ip
• determine risk level of 

device
• contact resource owners
• list ssh sessions

Investigate
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Investigating an 
EC2 Alert

DEMO
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Other Phantom Playbook Ideas

• Account created with excessive permissions

• Attempt to compromise account credentials

• Account login from new location

• Unusual Activity in S3

• PII uploaded to Public S3 Bucket

IAM Alerts Sensitive Data Access



RATE THIS SESSION
Go to the .conf19 mobile app to

© 2019 SPLUNK INC.

You
!

Thank
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