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Fo rwa r’d - During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L o o ki n current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

Statem e nts presentation are being made as of the time and date of its live presentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do not assume

JIIIIIIIIIIIIIIIIIIIIIIIIIIIIISS any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

O either to develop the features or functionalities described or to include any such feature or
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States
and other countries. All other brand names, product names, or trademarks belong to their
respective owners. © 2019 Splunk Inc. All rights reserved.
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Notices and Disclaimers

This presentation is for informational purposes only. INTEL MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, IN THIS SUMMARY.

For more complete information about performance and benchmark results, visit
www.intel.com/benchmarks

Intel, the Intel logo, and Xeon are trademarks of Intel Corporation or its subsidiaries in the
U.S. and/or other countries.

*Other names and brands may be claimed as the property of others.

Copyright © 2019, Intel Corporation. All rights reserved.
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Intel’s Defense in Depth Strategy

Provides prevention, detection, and response to 99% of threats

* Our defense in depth
model is supported by a
vast array of tools and

capabilities.

» But advanced cyber
security threats continue

to grow in frequency
and sophistication.
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Reference Architecture

A platform that supports the entire organization

Information Security
Business Role

Incident Response
Vulnerability Management
Compliance
Enforcement
Data Protection

Threat Intelligence

API Data Virtualization Layer

Common Work
Surface Layer

Query
Search
Reporting
Dashboards
Visualizations
Analytics Workbench

Workflow Automation

ta Lal
Data Blueprint
DEIERELG vepr!

A

Enterprise Security Message Bus
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Control Layer
Security Event Management
User Event Behavior Analytics
Vulnerability Scanning
Threat Intelligence
Advanced Analytics

Deceptions

Infrastructure

[—— ]
| —

Network
Infrastructure

Intrusion Detection A

Firewalls
Intrusion Prevention
Endpoint Detection & Response
Data Loss Prevention

Intrusion Scanning

Connectors

Topics, Pub/Sub, Transform, Enrich, Filter, Join

Other
Data Sources
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Focus on identifying and responding to sophisticated adversaries + i
splunk> splunk > splunk > 34 Party .
p i i ; . p Applications Appllcatlons
Enterprise Security IT Service Intelligence Phantom
splunk>enterprise® Servi
Search Reporting Visualization Dashboards ML Toolkit ervices
splunk >enterprise Data Platform
Log Management
-

Enterprise Security Message Bus §€ kafka ™

Security Data Sources

High-Performance Compute & Storage (@nteD OPTANE DC.O»

SOLID STATE DRIVE

*QOther names and brands may be claimed as the property of others.
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Information Security’s
Cyber Intelligence Platform

Transforming how Information Security works with a data advantage

A context-rich Built with industry- Reducing risk to
data platform leading technologies intel’s brand
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Benefits to Intel

Easy Implementation and Fast A Common Data Taxonomy Key Cyber Terrain
Ramp of Human Talent Work Surface Across Common Language InfoSec Org is
All of InfoSec & Search on the Fly DevOps Ready

Complete Threat Simple Integration
Categorization and Kill Chain of Curated Third-Party
Visibility Security Tools

Schema on Demand
with Automated
Data Normalization

4

A

*Other names and brands may be claimed as the property of others.
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Practical Example:
Machine Learning for
E-Mail Phishing Analysis

Aubrey Sharwarko
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Machine Learning for Email Phishing Analysis

2018 FIFA WORLD CUP
RUSSIA -YOU WON LOTTO!

InfoSec analyst’s report

=
o FIFA WORLD CUP

2 RUSSIA 20183

“Email as a threat vector is the #1 cause of all breaches’

“Top entry point for threat actors into your environment” e O o Gl PO B R Difficult to

Award team officially announce to you the raffle draw held the Month JANUARY 2018 in LONDON, UNITED KINGDOM.
Your E-mail address was among the 500,000.00 e-mail raffle draw, which your e-mail was randomly picked up by the

=
computer during the 3rd Quarter Raffle draws held in United Kingdom. Ext ra ct I n s I g h ts

We therefore wish to inform you that your e-mail address has won you the total sum of (£1,000,000,000.00) One Milion
Great Britain Pounds Sterfing. Participant's email addresses were sorted out globally (Powered by Microsoft) from

13 - - = ” Companies, Individuals, Government's Agencies, Co-operate bodies, Charity homes etc and computed “RANDOMLY" Via
uspected phnisn Is reported 1o our every o min oo e it ik ok

Ba inform that this Internet Raffle Draw (IRD)was organized by Microsoft ~Euro lottery Award team and Russia 2018 FIFA
World Cup Organizing Committee (RFWCOC) to create awareness to the world as Russia is busy Finalizing their
preparation for the hosting of the 2018 FIFA World Cup. Note: Winners shall be paid in accordance with his/her
Settlement Centre and must be claimed not later than 30 Days from the date of draw noltification, any Prize not claimed
within this period wil be forfeited.

“Single largest resource drain on our teams” gy ]

Please note that your winning numbers falls within our Afro Booklet representative office in South Africa therefore, your
fund will be released to you through our paying bank in * SOUTH AFRICA” Kindly contact fund processing Manager Mr.
Alex W

o /
Contact Person: Mr. Alex M
E-mail: ¢ I@yahoo.com

Phone: +27 TN

Time Intensive

You're requested to send the following information’s to Mr. Alex W, o enable him faciltate the release of your winning
fund to you. Also remember to place this security code “BUK/4490" on your subject for easy location of your fif.

1. Full Name:

2. Residential Address:

3. Country:

4. Mobile /Fax number:

5. Occupation:

6. Ago:

7. Male/Female:

8. Marital Status:

9. Attached Copy of International passport:

10. Winning Numbers: /
/L ANED
E e

Regards,

LS

Subjective Results

Mrs. Michelle

(FIFA 2018 Microsoft Online Lottery Coordinator)

Repory

* Verizon 2019 Data Breach Investigation Report
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Email Phishing Classifier: A Recipe for Success

[
Alql?"tthsVC Accuracy,
. ° iInear L
Ingredients Precision, &
« ExtraTrees Recall
MILTH  Nearest Neighbor =4
NLP Text Analytics 9
Wordcloud Custom Visualization . .
. Classification Results
Parallel Coordinates Custom
Visualization False Positive Bad
Force Directed App For Splunk d
Halo - Custom Visualization
Sankey Diagram - Custom True Positive Excellent!!
Visualization
False Negative Very Bad!
SPL Used
index=email sourcetype=suspicious_msg | table Body, Response | cleantext textfield=Body base_type=lemma_pos mv=f custom_stopwords="xxxx, xxxxs"| fields Response Body
| sample partitions=10 seed=2222 | search partition_number > 7 | apply nlp_tfidf_model | fields Response Body_tfidf* | apply nlp_mms | fields - MMS_Response* Body=*

| apply nn AS prediction
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Dashboard: Phishing Emails Example Results

Total # Terms

Total # ngrams

Top Parts-of-Speech Tags (+

count

3.500

3,000

2,500

2,000

1.500

1.000

500

@,

pos_tag

Total # Unique Terms

5_‘:

Top Terms (+

term <
account
email
message
please
plant
information
may

work

[=

se

package

Total # Body

"o e

Total # Unique ngrams

count ¢

60
52
52
48

46

[::] 2 next»

Top ngrams (+)
ngrams

verify account
term condition
american express
first advantage
receive email
make following
medical coding
accord term
account access

account detail

Avg Terms Per Body

count ¢

17

15
15
13
13
12
12

12

lIII 2 next»

) 3m aao
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No Matter the Progress, Security Never Sleeps

Hunting the
1% -

More
Sophisticated
Threats

SHIFT
THE NEEDLE

Security Incidents

Classification Report On Data Not Seen

See how well the model performs on new data

class <

Weighted Average

card short dearterm Shutdown verify
email shutdown medical coding

carmel cease

arename limit \,er“v account ali apage

brian place first advantage
hali term

hour prevent american express amazon wait

| | _cease incoming
delete message intended recipient
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Practical Example:
Cybersecurity Data

Insights

Jerome Swanson
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Data Investment

Indexed Data is a Corporate Asset

Data Splunk Indexers
O O O

O O O

Data Ingestion - >—
u:n@uol
1o 0ll0
ll"‘ )

Data Lake
splunk> EEI)
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Measure Data Usage

Search Utilization is a Quantifiable Measure of ROI

Splunk Indexers
o o o

O O O

Data Lake

ROI

rching and Reporting

NNNNNNNNNNNNNNN

Splunk Search Head(s)

A

Visualizations  Notables

(Alerts)
Ad hoc People
searches searches
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Calculate ROI ‘?

Search Utilization is a Quantifiable Measure of ROI

Mﬁos
| D | | D ' «Expanded.Query Event Types
1H00moluo Tags
NN
p o o g mSearch'Results CZT:E%(%::::S PresenteleesuIts»
Splunk Indexers Splunk Users
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Solving with Splunk

A combination of audit data and REST calls

REST
_audit

index=_audit
sourcetype=audittrail
action=search info=completed

| rest splunk_server=local /servicesNS/-/-/datamodel/model
| search acceleration="*\"enabled\":true**
| map maxsearches=999 search="
| tstats summariesonly=true count from datamodel=$title$ ...

Collect Search Metrics
Find Accelerated Data Models

REST

| rest splunk_server_group=" /servicesNS/-/-
/search/jobs
| fields splunk_server title optimizedSearch label ...

Collect Search Job Properties
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The Result

Splunk’s Native Sankey Visualization Reports and
Correlation Rules —

Sourcetype (from datamodel) Ao Cot '

Access Content Gen 2
Acows Loakep Gen 2

WinEventLog:Security windows_server Datamod § ity 8

Theeat Gen Deahtcard

Dashboards
Index

Accens Hue 1

Acosas Rue 2

M Rue 3

Mciwss Ruw &
. Endpoirt Pule 1
WIndOWS_Server_auth Endpoirt ule 2
won Endpoint ik 3
v Endpoirt Bk 4

- L LU E
Microsoft:Authentication Endport
Endpoire Buk 7

Theeat Suke 1

Theet Rl 2

Theeat 2ubs 3

Ad Hoc Searches o

fort 7d
Acowss Ruw S

] Moo Rue 6
WrErernegAngl canen Accms Rue 7

e NrEopriopSutem Endpoirt Bube 0

Inus Re ports and Endpoirt Bk 0

we WirErerrLogAD FEAd eia Endpoirt Puk 10

i, s0ec Correlation Rules &
(from index)
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People + Technology + Data

Transforming How Information Security \WWorks

Speaking a Faster
Common aulapatod Detection and

Language Response

Greater Insight

A quqe and Tighter
Multiplier Collaboration

A Platform | . Reduced Risk
for the Future . _ to Intel
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IT@INTEL: Sharing Intel
IT Best Practices with the World

Sharing Intel IT Best Practices with the World

(TINTEL:INSIGHT FOR BUSINESS
GROWTH

T

OUR DATAAND AL EEFORTS PAVE
THEWAY FOR GREATER INSIGHTS

DRIVING THE DIGITAL ENTERPRIEETS
TRANSFORMATION =3

1hess

xxxxx

SOLUTION BRIEF

IT@INTEL

Security Architecture Enables
Intel’s Digital Transformation

Intel IT's Enterprise Security architecture enal

their goals while

bles business units to focus on
"
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more about Intel IT’s initiatives at:

WHITE PAPER

[T@INTEL

Transforming Intel's Security Posture
with Innovations in Data Intelligence

we (inteD

Intel's new Cyber Intelligence Platform provides a context-rich envi
that provides value across our en

how

“With the data in the right place ™

ion Se

E

Information Security organizati

y works with a data advantage.

ronment IT@INTEL

on. It has

Advanced Persistent Threats:
Hunting the One Percent

www.intel.com/IT

THEBATTLE
THE JOURNEY



http://www.intel.com/IT
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