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During the course of this presentation, we may make forward-looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names, or trademarks belong to their 
respective owners. © 2019 Splunk Inc. All rights reserved.
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Notices and Disclaimers
This presentation is for informational purposes only. INTEL MAKES NO WARRANTIES, 
EXPRESS OR IMPLIED, IN THIS SUMMARY.

For more complete information about performance and benchmark results, visit 
www.intel.com/benchmarks

Intel, the Intel logo, and Xeon are trademarks of Intel Corporation or its subsidiaries in the 
U.S. and/or other countries. 

*Other names and brands may be claimed as the property of others.

Copyright © 2019, Intel Corporation. All rights reserved.
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Intel’s Defense in Depth Strategy

• Our defense in depth 
model is supported by a 
vast array of tools and 
capabilities.

• But advanced cyber 
security threats continue 
to grow in frequency 
and sophistication. 

Provides prevention, detection, and response to 99% of threats
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Reference Architecture
A platform that supports the entire organization
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Information Security 
Business Role

Common Work 
Surface Layer

Control Layer
Security Event Management

Vulnerability Scanning

Threat Intelligence

Advanced Analytics

Deceptions

Intrusion Detection

Firewalls

Intrusion Prevention

Endpoint Detection & Response

Data Loss Prevention
Intrusion Scanning

Infrastructure

Clients

Servers

Network 
Infrastructure

Other 
Data Sources

Connectors

Data BlueprintSecurity 
Data Lake

Query

Search

Reporting

Dashboards

Visualizations

Analytics Workbench

Workflow Automation

Incident Response

Vulnerability Management

Compliance

Enforcement

Data Protection

API Data Virtualization Layer

Enterprise Security Message Bus
Topics, Pub/Sub, Transform, Enrich, Filter, Join

Threat Intelligence

User Event Behavior Analytics



©  2 0 1 9  S P L U N K  I N C .

Cyber Intelligence Platform Architecture
Focus on identifying and responding to sophisticated adversaries
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High-Performance Compute & Storage

Security Data Sources

Enterprise Security Message Bus

Log Management

Search Reporting Visualization Dashboards ML Toolkit

Enterprise Security IT Service Intelligence
Applications

Services

Data Platform

*Other names and brands may be claimed as the property of others. 

Phantom

3rd-Party 
Applications

*

*
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Information Security’s 
Cyber Intelligence Platform
Transforming how Information Security works with a data advantage
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A context-rich 
data platform

Built with industry-
leading technologies

Reducing risk to 
intel’s brand
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Benefits to Intel   
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Connection to Open Source 
Machine Learning Libraries

Key Cyber Terrain
InfoSec Org is
DevOps Ready

Simple Integration 
of Curated Third-Party 

Security Tools

Schema on Demand 
with Automated 

Data Normalization 

A Common 
Work Surface Across 

All of InfoSec

Easy Implementation and Fast 
Ramp of Human Talent

Data Taxonomy
Common Language
& Search on the Fly

Complete Threat 
Categorization and Kill Chain 

Visibility

*Other names and brands may be claimed as the property of others. 
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Practical Example:  
Machine Learning for 
E-Mail Phishing Analysis

Aubrey Sharwarko
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Machine Learning for Email Phishing Analysis
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Time Intensive

Subjective Results

2018 FIFA WORLD CUP 
RUSSIA -YOU WON LOTTO!

* Verizon 2019 Data Breach Investigation Report

InfoSec analyst’s report:

• “Email as a threat vector is the #1 cause of all breaches”

• “Top entry point for threat actors into your environment”

• “Suspected phish is reported to our SOC every 5 min”

• “Single largest resource drain on our teams”

Difficult to 
Extract Insights
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Email Phishing Classifier: A Recipe for Success

12

12

Algorithms
• Linear SVC
• ExtraTrees
• Nearest Neighbor

Classification Results

False Positive Bad

True Positive Excellent!!

False Negative Very Bad!

SPL Used

• MLTK
• NLP Text Analytics
• Wordcloud Custom Visualization
• Parallel Coordinates Custom 

Visualization
• Force Directed App For Splunk
• Halo - Custom Visualization
• Sankey Diagram - Custom 

Visualization

Ingredients 
Accuracy, 

Precision, & 
Recall
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Dashboard: Phishing Emails Example Results
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No Matter the Progress, Security Never Sleeps
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SHIFT 
THE NEEDLEHunting the 

1% -
More 
Sophisticated 
Threats

Security Incidents

React

Prevent
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Practical Example:  
Cybersecurity Data 
Insights
Jerome Swanson
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Data Investment
Indexed Data is a Corporate Asset
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Invest

Data Splunk Indexers

Kafka

HF

UF

HEC

Data Ingestion

Data Lake
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Measure Data Usage
Search Utilization is a Quantifiable Measure of ROI

ROI
Splunk Search Head(s)

17

Searching and Reporting

Splunk Indexers

Data Lake

Notables 
(Alerts)Visualizations

Ad hoc
searches

People
searches
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Calculate ROI
Search Utilization is a Quantifiable Measure of ROI
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Splunk Indexers Splunk Users

Macros
Event Types

Tags

Reference Data
Calculated Fields

Expanded Query User Query

Presented ResultsSearch Results
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Solving with Splunk
A combination of _audit data and REST calls
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| rest splunk_server_group=* /servicesNS/-/-
/search/jobs 
| fields splunk_server title  optimizedSearch label …

|  rest splunk_server=local /servicesNS/-/-/datamodel/model 
|  search acceleration="*\"enabled\":true*“
|  map maxsearches=999 search=“

| tstats summariesonly=true count from datamodel=$title$ …" 

REST

REST

Summary 
Index

index=_audit 
sourcetype=audittrail
action=search info=completed 

_audit

Find Accelerated Data Models
Collect Search Metrics

Collect Search Job Properties
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The Result
Splunk’s Native Sankey Visualization

Sourcetype

Index

Datamodel

Reports and 
Correlation Rules

(from datamodel)

Ad Hoc Searches

Reports and 
Correlation Rules

(from index)

Dashboards

20
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People + Technology + Data
Transforming How Information Security Works

Reduced Risk 
to Intel

Greater Insight
and Tighter 

Collaboration

Highly Integrated
and 

Automated

A Force 
Multiplier

Faster 
Detection and 

Response  

Speaking a 
Common 
Language  

A Platform 
for the Future
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IT@INTEL: Sharing Intel 
IT Best Practices with the World

Learn more about Intel IT’s initiatives at: www.intel.com/IT

http://www.intel.com/IT
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Q&A
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