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F o rwa r'd B During the course of this presentation, we may make forward-looking statements
regarding future events or plans of the company. We caution you that such statements

L o o ki n reflect our current expectations and estimates based on factors currently known to us
and that actual events or results may differ materially. The forward-looking statements

State m e nts made in the this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, it may not contain current or

accurate information. We do not assume any obligation to update
any forward-looking statements made herein.

SIS/

In addition, any information about our roadmap outlines our general product direction
and is subject to change at any time without notice. It is for informational purposes only,

O and shall not be incorporated into any contract or other commitment. Splunk undertakes
no obligation either to develop the features or functionalities described or to include any
such feature or functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud,
Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in the
United States and other countries. All other brand names, product names, or

trademarks belong to their respective owners. © 2019 Splunk Inc. All rights reserved.
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Hello!

Meet your Splunkers

Chris Robert Patriz Kyle Koulick
Simmons Truesdell Regalado Champlin Ghosh
Product Sr. Director, Sr. Product Principal Product Product
Marketing Director Product Management Marketing Manager Manager Manager
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Splunk Security
Operations Suite

Modernize your security operations Splunk Security Operations Suite is
the only integrated suite with
industry-leading SIEM, UEBA and
SOAR solutions that utilize a market-
proven, scalable big data platform,
continually augmented with actionable
use case content.

Splunk Splunk
Enterprise User Behavior
Security Analytics

Splunk

AOF

Phantom

Jusjuo)

Data Sources

AOF = Adaptive Operations Framework - our
ecosystem of apps and security partner integrations.

Content = Pre-packaged security content (searches,
detection models, automation playbooks) from the
Splunk Research Team. Stay current with latest
threat landscape.

Splunk > turn data into doing’



Splunk Security 4 .
. . plunk modernizes security
Operations Suite operations by acting as their

Re-i . it . security nerve center, turning data
€-Imagine Security operations into detections, and insights into

actions, across all security use
cases, teams, and functions.

‘ Splunk Mission Control®™ ‘

Splunk Splunk

Splunk drives the Data, Analytics,
and Operations layers for the SOC
to enable security teams to function
at its highest level of performance.

Splunk
Phantom

Enterprise User Behavior
Security Analytics

AOF
Jusjuo)

Data Sources

AOF = Adaptive Operations Framework - our
ecosystem of apps and security partner integrations.

Content = Pre-packaged security content (searches,
detection models, automation playbooks) from the

Splunk Research Team. Stay current with latest .
threat landscape. splunk > turn data into doing’
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Introducing

Splunk Mission Control
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Splunk

Mission Control

A Modern, Cloud-Based, and
Unified Security Operations
Experience

Vi eddd 4

One place for every team member
to manage the security operations
event lifecycle, start to finish

Detect, manage, investigate, hunt,
contain, and remediate threats and
other high-priority security issues

Integrate Splunk tools and other
cloud, on-premise, and hybrid
tools/services together

BETA

mission control  Home

Home Dashboard
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Splunk Mission Control

Key Features

Customizable Investigations and Case Orchestration & Automation
Operations Dashboards Management

« Every user/role can have a * Analytics extension taps into * Orchestration & Automation
dashboard of metrics that is new/existing Splunk instances extension recovers lost time
customized to their needs - Case management improves performing time-consuming

- Supports Splunk SPL for the the precision of response and often repe’ggmen’i\éti%
ultimate in customization workflows



Home Dashboard

RESOLVEDNCTARLEE, Mean Dwell Time Mean Time ToResolve  FTE Gained Time Saved Dollars Saved Notables
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Om 1 7m Malicious URL Request Attempt +865582% @ Medium
Mean Time To Triage Mean Dwell Time

Executed Playbooks And Actions Incoming Data Sources INSTANCE 02~

- 15K 13K =

Closed

| ]
.
Executed
Avg 189 1 Manual
1 Automated.
o
Actions




S 4
s
.<"'
gi"’
/ g

What’s New

Splunk Enterprise Security
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Splunk Enterprise
Security 6.0

Analytics-driven Security Information
Event Management (SIEM

Vi eddd 4

* Quickly gain visibility into a SOC
team’s investigations with key
security metric reports

« Greater performance and ease of
use for massive lookups

« Improved anomaly and threat
detection with enhanced ML
algorithms

splunk t App: Enterpri curity v

Security Posture  IncidentReview Investigations  Glass Tables  Security Intelligence ¥

Investigation Overview

Show Investigations Create Time

Al Last 7 days Hide Filers

Security Domainsv ~ Auditv  Searchv  Configure v

Unclosed Per C Investigations Unclosed Per Creator

et - -
Ophelia Champiin
M in Progress
New

Pending
M Resolved

Patriz Regelado

e renen -

collaborator_realname

Unclosed Investigations

Longest Inactive Investigation (Unclosed)
ids inactive_time ¢ name ¢

5d9b785434715752f d0e22b2 00:05:44 BCM - Hidden Cobra

2 5d9ac08734715752fd0e2292 Brute Force Access Behavior Detected Fi

3 5d9b79c834715752fdoe22bd 53 Bucket Data Leak

4 5d9b7a2734715752f d0e22b5 Quarterly Blue Team Exercsise - Q32019

Oldest Unclosed Investigations

ids name +

+ Noinvestigation is currently loaded. Please create (+) or load an existing one (=).

splunksystem-user

Investigations Created

create_time &

Mon Oct 7 13:39:32 2019

rom 10.11.36.17 Mon Oct 7 00:34:46 2019

Mon Oct 7 13:45:44 2019

Mon Oct 7 13:47:19 2019

Administrator ¥

ttings v Activityv  Helpv | Find

Enterprise Security

Export v

Number of Collaborators Per Unclosed Investigation

M In Progress.
New

Pending
I Resolved

creator_realname

Administrator

splunk-systen-user

Administrator

Administrator

create_time * creator_realname * mod_time *

Investigations Closed

mod_time %

10/07/2019 13:41:48

10/07/2019 13:45:24

10/07/2019 13:46:19

10/07/2019 13:47:19

current_status_name *

current_status_name

Pending

In Progress

Resolved

collaborators +

collaborators + collaborator_count &

Adninistrator 3
Patriz Regelado
Penelope Champlin

Administrator
Penelope Champlin
Ophelia Champlin

Administrator
Patriz Regelado
Penelope Champlin
Ophelia Champlin

Administrator

collaborator_count ¢
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Splunk Enterprise Security 6.0

Key Enhancements

Analytics Reporting on Asset and ldentity Splunk Machine Learning Tool
Investigations Framework Enhancements Kit (MLTK) Integration

+ Report on the number of investigations * 2xperformance improvements; o « 20% performance improvement
created/closed, oldest unclosed investigations, total * 3xscale;supportsup to 2M entities 10% improvement in accuracy and fewer
. . . . ° (0]
time spent on investigations and more *  Extensible fields for richer context enabling faster and notable events
Exposed to SPL allowing you to tailor reports based more accurate investigations

. + 10% improvement in correlation search
on your SOC requirements - 5TBto15TBES Cloud, 30TB to 50TB on-prem ES 3x pen(‘)orn?ance SplUI‘lkB m

Visibility into SOC team performance and efficiency overall performance improvement in the last year



Splunk Enterprise Security

Quick Demo

splunk

App: Enterprise Security v

Security Posture  Incident Review investigations

Security Posture
Overall Security Posture : Key Security Indicators
7 Edit

THREAT ACTIVITY
Total Count

AUTH. USERS
Distinct Count

276 2 91k 3

Overall Notable Event Occurrence By Urgency

Top Notable Events Occurrence

rule_name %

Substantial Increase In Port Activity

Anomalous New Listening Port

Abnormally High Number of HTTP Method Events By Src
Default Account Activity Detected

UEBA Threat Detected

Threat Activity Detected

Excessive Failed Logins

Host With Multiple Infections

Brute Force Access Behavior Detected

Glass Tables

Security Intellige
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src s
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Export v
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What’s New

Splunk User Behavior Analytics
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. splunk User Behavior Analytics © Explore v g Analytics v 4§ Manage v O, System v (T Scope v admin v .“
e a V I 0 I Home / Threats Table / Threat Details
L] Data Exfiltration by Suspicious Data Transfer
Detection Date Oct 8,2019 9:51 AM
] Watchlists >

Categories Internal  Specialized Threat Model

Users and devices are associated to activity indicating unusual data transfers
Detected a risky potential upload to external destinations, which indicates a possible attempt at insider data exfiltration. Transfer value was: 242.86 MB. Data was uploaded to one or multiple external destinations. Most of the outgoing bytes were directed to 1

extemnal destination. The activity was originated by 1 user and 1 source device. 1 user participated in other suspicious activity that is not a data upload, but increased the insider risk of the threat.

Anomalous User Behavior Using

« The threat contains anomalies for both internal and external activity, possible indication of suspicious data movement

. .
M a C h I n e I e a rn I n g + Adata download s followed chronologically by a data pload

+ On the days that the anomalies happened, other factors increased the risk of malicious behavior. One or more destinations are rarely accessed or used by the threat participants, uncommonly associated with data uploads and rare among enterprise. In
addition, one or more applications are rarely accessed or used by the threat participants, uncommonly associated with data uploads and rare among enterprise. Lastly, certain applications and destinations are rarely seen together. See the risk factors
timeline below to investigate in more detail.

Vs 444444

© Timeline * Anomalies (2) 4 Users (1) ) Devices (3) Apps (2) What Next?
. . First Anomaly Download From Internal ©  rravikumar Internal ftp Further investigation of the risk factors is
« Advanced customization of ML
o Excessive Data Transmission (1) (7]
Last Anomaly acme-91543286
models for custom use case -
I t 206.169.145.216
developmen

- Easily manage known devices and
unknown assets resulting in e I ey Y Ep—

performance improvements for Bogeanens 7 pesdveosTasnisen 1 1 : & mereseszie
large scale deployments

*  Minimize data loss and SOC
operational disruptions in
the event of an outage

Threat Anomalies Timeline

o) (11 '€ .conf19



Splunk User Behavior Analytics 5.0

Key Enhancements

Custom Use Case Framework

Develop your own machine learning models to
generate custom content and create your own
use cases

Enables content developers to build a custom

use case declaratively and without the need to

define algorithms

Device Management

Easily manage unresolved devices assets
discovered by UBA

Seamlessly manage ldentity Resolution
exclusion lists maintaining quality of user and
device associations

Up to 4x performance improvements at large
scale (IM+ devices)

High Availability and
Disaster Recovery

* Quick recovery in the event of an outage,
minimizing data loss and SOC disruption

splunk> m



Splunk User Behavior Analytics

Quick Demo
@)

splunk vior Analyt @ Explore v ( Analytics v 5§ Mensge v O, System v (T) Scope v admin v
Threats Review
THREATS ANOMALIES l USERS 3 oevices
23 1 22 35 Anomsiou 225 rccmeious Users Review
102 oo 833 e
Analytics Dashboard
2 A Unknow 61 aseaen

A\ Latest Theeats A\ Threats Timeline (Last 7 Days)
Data Exfiltration by Suspicious User or Device
Madware

Data Exfiltration by Suspicious User or Device
Compromised Account

Malware Data Extiitration after Account
Takeover

Molware Extirration

Data Exfiltration by Suspicious User or Device Priviege (rcalaton  Powershell
Activity

Oata Exfitration by Compromised
Account

Theeat Types

Mabware

Data Exfitration by...iious Data
Transfer

P Latest Anomalies P Anomalies Timeline (Last 7 Days)

USB storage attached an unusually high number of times
Unusual Printer Usage

J U I
USB storage attached an unusually high number of times Slacklisted 1P Address
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What’s New

Splunk Phantom
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Splunk Phantom 4.6

Work Smarter, Respond Faster, and
Strengthen Your Defenses, Now From
Anywhere at Anytime

Dashboard
SIS

«  Phantom on Splunk Mobile brings the
power of Phantom security
orchestration, automation, and
response (SOAR) capabilities to your
mobile device

Work smarter, respond faster, and
strengthen your defenses, now from
anywhere at anytime

Also:

 New User-Seat Pricing
 AWS Cloud Elasticity Support
* ITSI Monitoring of Phantom

« Support for Search Head Clustering
for external search

Notifications

splunk> m



Splunk Phantom 4.6

Key Enhancements

AWS Cloud Elasticity

Phantom on Splunk Mobile New User-Seat Pricing ITSI 'Vg%'g;%"ri&gogfsilig"tom

=

* Reduce mean time to response by —_— B &
addressing security notifications from «  Annual subscription price determined by *  Supports cluster autoscaling and elasticity
anywhere at anytime number of user accounts for AWS

- Triage events; run and view playbooks on- * |ITSI can monitor the health of Phantom
the-go environment

«  Support for search head clustering for

+ Collaborate with colleagues in real-time from
external search splunk”>

the app



splunk>phantom Q version31 M admin
# Home v for Allusers v for  Alltenants v -
-]

1 1 0 1 2!“ 1 8"““

Mean to triage Mean time to resolve

® Campaigns @ Email Generators @ Incidents O Events & Alents

o

17 4

Containers Containers by source
closed by Allison IP12.35.2.6361
eabia

.




© 2019 SPLUNK INC.

Advancing Your Security Journey

Get Hands- Download Get Started Stay Extend the
on Upgrades for Free Current Power of Splunk

( splunk % splunkbase

@) ca—=

content

updates; + Phantom

Community

=]

Mission Control Available on 350+ security use Pre-packaged 1000+ apps and
Deep Dive Splunkbase cases available security content add-ons from
Wed @ 2:15pm on Splunkbase from the Splunk Splunk, our
Research Team partners, and our
community
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