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Make Your Security 
Tools Work Better 
Together 
Using Splunk’s Adaptive Operations 
Framework



During the course of this presentation, we may make forward-looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Turn Data Into Doing, The Engine for Machine Data, Splunk Cloud, Splunk 
Light and SPL are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names, or trademarks belong to their 
respective owners. © 2019 Splunk Inc. All rights reserved.
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Today’s Security Response Challenges

Tools Problem
Too many siloed security 

products

Skills Gap
Limited number of 

qualified security pros
Retention
Training

Scale
Horizontal and 

Vertical

Your small team can’t 
process the increase 

in threats

101 Days
Global median 

dwell time 
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Today’s Security Response Challenges

Tools that Collectively 
Work Together
Connective tissue 

between disparate tools

Fill the Skills Gap
Make your security tools 

do the work – not humans

Force multiple the talents 
of your current team

Scale
Orchestration and 

automation makes a 
10-person team as 
productive as a 20-

person team

Increase Speed
Accelerate investigations

Reduce dwell time to 
seconds or minutes

Streamline alert response
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Endpoints

Threat 
Intelligence

Network

Web Proxy 
Firewall

Identity and Access

WAF and 
App Security

Cloud 
Security

Mobile

SOAR

SIEM

Investigate

Analyze

Monitor

Security Nerve Center

Act
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Extensive Ecosystem
300+ unique security technology integrations 
1,900+ APIs within a flexible framework

Streamlined SecOps
Connect and coordinate 
complex security operations 
across your team, tools and 
technologies.

Innovative Cyber 
Defense
Maximize the power of your 
security investment with 
defenses that operate in unison 
and fosters collaboration
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Splunk AOF Technology Architecture

Splunk Enterprise 
Security + User 

Behavior Analytics 
(SIEM+UBA)

Splunk Phantom 
(SOAR)

Adaptive Response
(Chaining of orchestration actions)

Playbooks
(Automated decision making, work 
flows, and advanced orchestration)

Splunk 
Products

Partner Ecosystem ProductsAOF
Components

Phantom:
300+ Integrations

1900+ APIs

Adaptive 
Response: 

60+ Integrations
160+ APIs

Splunk Content for AOF
Searches, analytics, correlations, actions, and playbooks to address timely and topical threats/attacks  
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Attach To Notables

Adaptive Response (AR) In Splunk Enterprise Security
Suggest Next StepsRun Ad-Hoc
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Taking Actions On-Demand w/ Tenable
Launch a scan or remediation action of a host via Tenable.io/.sc API
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Endpoints

Threat 
Intelligence

Network

Web Proxy 
Firewall

Identity and Access

WAF and 
App Security

Cloud 
Security

Mobile

SOAR

SIEM

Investigate

Analyze

Monitor

Security Nerve Center

Act
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Data 
Sources

Playbooks
(Workflows) Actions Apps

(Integrations) Assets Users

SIEM Events
Security Data
Threat Intel

Investigate
Remediate
Respond

Get IOC
Block IP

File Ticket

Cisco NGFW
Symantec EP
Microsoft AD

Firewall
Domain Cntrl

SIEM
Host

Tom (Engineer)
Vinny (Manager)

Chad (CEO)

The Essentials of a SOAR Platform
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Visual Editor to construct decision trees and 
workflows

• Map existing SOC processes, policies

• Common playbook use cases: 
• IOC Enhancement 
• Threat investigation or hunting
• Mitigation
• Remediation

Run automatically based on alerts, security 
events, etc.

Orchestrate other security products via 
Phantom Apps and Actions

Phantom Playbooks
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Phantom Apps and Actions (Orchestrations)
Phantom:

300+ Integrations
1900+ APIs
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Playbook Example: Phishing Investigation
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Playbook Example: Phishing Investigation
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Playbook Example: Phishing Investigation

Playbook executes at machine speed!
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Assess Endpoint for Vulnerabilities and Malware

splunk>
Phantom
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Assess Endpoint for Vulnerabilities and Malware
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Assess Endpoint for Vulnerabilities and Malware
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Key 
Takeaways 
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You!
Thank
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Platform

Data Sources

Use Cases  

Applications  

S
ec
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Security Monitoring

Logs Business Context Threat Intelligence

+ AO
F

S
P

LU
N

K
B

A
S

E

Compliance & Data 
Privacy

Advanced Threat 
Detection

Incident Investigation & 
Forensics

Insider Threat
Detection

Incident Response

Fraud Analytics & 
Detection

SOC Automation

Security Operations Suite


