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Forwa rd - During the course of this presentation, we may make forward-looking statements regarding
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L o o ki n current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

Statem e nts presentation are being made as of the time and date of its live presentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do not assume

LI II 200 IIIIIISIIIIIIIII SIS S any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

O either to develop the features or functionalities described or to include any such feature or
functionality in a future release.
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Agenda 1) What is SRE?

What is Site Reliability Engineering?
SRE with Phantom

2) Why Phantom for SRE?
What Phantom delivers for SRE

Phantom.
It's not just for security anymore!

3) Walkthrough: Investigate

Fraud Investigations, DB Investigations

4) Walkthrough: Remediate

IS Remediations, Forwarder Remediation

5) Walkthrough: Extending Phantom Playbooks

Integrating with ServiceNow, Teams, Twilio, and more

6) Call to Action

How can you get started

splunk> EIE)



| Zet

© 2020 SPLUNK INC.

What Is SRE?

Site reliability engineering

A cross-functional team of IT professionals across the disciplines
needed to ensure stability of the “site”.
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What Is SRE?

Site reliability engineering

A cross-functional team of IT professionals across the disciplines
needed to ensure stability of the “site”. Primary objectives are:
1. Improve Observability
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Site reliability engineering

A cross-functional team of IT professionals across the disciplines

needed to ensure stability of the “site”. Primary objectives are:
1. Improve Observability

2. Reduce MTTF

— Mean Time to Find Issues
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What Is SRE?

Site reliability engineering

A cross-functional team of IT professionals across the disciplines
needed to ensure stability of the “site”. Primary objectives are:

1. Improve Observability
2. Reduce MTTF

— Mean Time to Find Issues

3. Reduce MTTR

— Mean Time to Resolve Issues
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Why Phantom for SRE?

You Can Build on Your Splunk Expertise

* Years of Experience with Splunk Enterprise and ITSI
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Why Phantom for SRE?

You Can Build on Your Splunk Expertise
* Years of Experience with Splunk Enterprise and ITSI
» Thousands of Engaged Splunk Users
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Why Phantom for SRE?

You Can Build on Your Splunk Expertise

* Years of Experience with Splunk Enterprise and ITSI
» Thousands of Engaged Users

» Splunk Certified Users to Architects
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Why Phantom for SRE?

You Can Build on Your Splunk Expertise

* Years of Experience with Splunk Enterprise and ITSI
» Thousands of Engaged Users

» Splunk Certified Users to Architects

Easy Integration with Splunk
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* Years of Experience with Splunk Enterprise and ITSI
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Why Phantom for SRE?

You Can Build on Your Splunk Expertise

* Years of Experience with Splunk Enterprise and ITSI
» Thousands of Engaged Users

» Splunk Certified Users to Architects

Easy Integration with Splunk

» Scheduled / Interval Pull of Splunk Data into Phantom

* Interval Push Splunk Data into Phantom

* Trigger Push of Splunk Data into Phantom with Splunk Alert

splunk> m



_at®ONN D . . . . ..

© 2020 SPLUNK INC.

Why Phantom for SRE?

You Can Build on Your Splunk Expertise

* Years of Experience with Splunk Enterprise and ITSI
» Thousands of Engaged Users

» Splunk Certified Users to Architects

Easy Integration with Splunk

» Scheduled / Interval Pull of Splunk Data into Phantom

* Interval Push Splunk Data into Phantom

* Trigger Push of Splunk Data into Phantom with Splunk Alert
 Trigger Phantom Playbook Execution from Splunk Alert
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Data-driven Orchestration
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Why Phantom for SRE?

Data-driven Orchestration
 Key Differentiator Compared to other Orchestration Tools
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Why Phantom for SRE?

Data-driven Orchestration
 Key Differentiator Compared to other Orchestration Tools
» Making Our Data Truly Actionable!
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Data-driven Orchestration
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Scaling Our Organizations Through Automation

© 2020 SPLUNK INC.

splunk> EIE)



R ——————.———————————

© 2020 SPLUNK INC.

Why Phantom for SRE?

Data-driven Orchestration
 Key Differentiator Compared to other Orchestration Tools
» Making Our Data Truly Actionable!

Scaling Our Organizations Through Automation
* Doing More with What We Have
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Why Phantom for SRE?

Data-driven Orchestration
 Key Differentiator Compared to other Orchestration Tools
» Making Our Data Truly Actionable!

Scaling Our Organizations Through Automation
* Doing More with What We Have

» Reacting Quicker to What is Happening
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Why Phantom for SRE?

Data-driven Orchestration
 Key Differentiator Compared to other Orchestration Tools
» Making Our Data Truly Actionable!

Scaling Our Organizations Through Automation
* Doing More with What We Have

» Reacting Quicker to What is Happening
» Reducing the Cost of What We do
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Keep the lights on for legacy platforms
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Why Phantom for SRE?

Keep the lights on for legacy platforms
« Broad Compatibility with Both Container and Legacy Platforms
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Why Phantom for SRE?

Keep the lights on for legacy platforms
« Broad Compatibility with Both Container and Legacy Platforms

Agentless Action
* No Agent Software to Install ©
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Why Phantom for SRE?

Keep the lights on for legacy platforms
« Broad Compatibility with Both Container and Legacy Platforms

Agentless Action
* No Agent Software to Install ©
 Using APIs and Existing Tools to Take Action
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Why Phantom for SRE?

Keep the lights on for legacy platforms
» Broad Compatibility with Both Container and Legacy Platforms

Agentless Action
* No Agent Software to Install ©
» Using APIs and Existing Tools to Take Action

Native Extensibility
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Walkthrough:
Fraud Use Case
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Credit Card Fraud Investigations

Single IP using more
than 10 creditcards
within 30 mins

One Credit Card
being accessed from
more than 2 IPs
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Credit Card Fraud Investigations

Identify

. . —»| unique IPs
Single IP using more used

than 10 creditcards
within 30 mins

Identify
—»| unique Visitor

IDs used

Lookup

past 30

days Order

history
Identify
unique
Shipping

One Credit Card
being accessed from | J
more than 2 IPs

Address used

Identify
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Credit Card Fraud Investigations

Single IP using more
than 10 creditcards
within 30 mins
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Build Email

Splunk J
SMTP )
Notify Fraud
’ Team
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Results

Splunk Alert - Last 4 hours Activity

IP Address IP Country Country Earliest Time Latest Time Visitor IDs used Cart IDs used Credit Cards used Awvg time per IPAddress Total Time Spemnt

11 ——p.14 13— |.B.13?,14.= = 145 | South Korea,United States | United States 08/26/20 06:32:06 | 08/26/20 08:18:05 3 5 1 35 minutes 106 minutes

Credit Card Salted Hash

SEZEBGAAABFICCF1IF1E2ASICEISABOTACAZBOGDFTCAAFIFS4AFDSCISE5EEDERETAF34534DCE65032EYFS0F23BESSFODEGDASELLICTB3D7FRBEDEESFTBES44B188D

Activity Overview for the last 30 days

Order
Submission IP Address used Email Addresses used MCMID used Shipping Street Address used Products purchased
¥ = 5
LLE s Order Order Order Order
[ Revenue Rewvenue Revenue Revenue Revenue
Count Count Count Count
Order Value
636,495.95 |kl iES F..LS? 1 798.19 Lsr:_"-‘]g@naver.corr' 5 3,005.05 || B2352589500453381803533350636562700904 3 2,357.57 || 5515 NE 148TH AWE 5TE 302 4 3 196.76 Inspiron 15 5000 5 3,995.95
BB/ me= |53 T
117.1 ;'r__l_d 2 1,5508.38 M":'rhz-ﬂ gmail.com 1|632,500.00 || 612527397296768643240177961556581597479 1 790.19 —F Dell 27 Gaming Monitor 1| 832 s00.00
22B703 1]632,500.00 | - 52721DGF .
144222 i.145 3 | 634,008.38 £51760859568585852041381937539700080306 1]632,500.00
5515 NE 148TH AVE 5TE 302 5 765 19
30005350285230246733325671746533334459 1 79919 || ppi— 63 -
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ThreeDSecure Overview for the last 30 days

IP Address Total Hits  Authentication Successful {Y) Authentication Attempted [(A) Authentication Failed (N} Authentication Unavailable (L) Empty
117.]==14 2 2 1] 0 0 0
138 £=—§ 137 1 1 0 0 0 0
144520 145 i 2 0 0 0 0

IP Address

Transactions for the last 30 days

Shipping Address

SLnNEAeTY AVE STE 302
poFna
partian

S22, us

Payment Info

PaymentType: CreditCardMasterCard
GPID: 3f5a0829-9071-4185-8999-BfBR01640775
isCCVerified: true

Product

Product 1D: nn5505efpps
Product Name: Insgiron 15 5000

© 2020 SPLUNK INC.

7951

PaymentType: CreditCardMasterCard

GPID: dc330ff9-b7cd-4517-835d-ab09c0aveB67

Status: FAILURE

isCCVerified: true

bepResponseCode: 530

bepResponseMessage: Do Not Honor

AuthDescription: Generic decline - No other information is
being provided by the issuer.

AuthReason: 2 - REFUSED - REFUSED

poonanncs
portl anal

F‘_“i,us

Product 1D: nn3305efpps
Product Name: Inspiron 15 5000

7551

08/26,2020, JD0E=E20612 B823525859500453381853533350536562705504 138 B.137 | vsz6742@naver.com
08:18 Logged In?:True
08/26/2020 B2352589500463381893533350636562705204

/26 ’ 2002071249053 117.122 76 14 | vsgb742@naver.com
07:50 Logged In?:True
08/26/2020, B23035895004563381803533350636562705204

e | F 26742 @) g

0716 200 7194 Logged In?True 117 g p.14 | ysEG742 @naver.com

PaymentType: CreditCardMasterCard
GPID: 05295672-8485-4a77-0874-cB543fb0697C
Status: SUCCESS

isCCVerified: true

bepResponseCode: 100

bepResponseMessage: Mo reason to Decline
AuthDescription: Approved

AuthReason: OK

5515 P AVES
El B

L |

Product 1D: nn5505efpps
Product Name: Insgiron 15 5000

7851
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Results

Splunk Alert - Last 4 hours Activity

IP Address IP Country Country Earliest Time Latest Time Visitor IDs used Cart IDs used Credit Cards used Awvp time per Credit Card Total Time Spent

e Brazil Brazil | 08/26/20 08:57:11 | 0B/26/20 10:43:48 1 1 34 3 minutes 107 minutes

Credit Card Salted Hash

00D4782193482D7FBID1R1BER0C237703D890EL1S4EECSE407EFODER0LBIFCA3AGEEFFID4EDESTCEF7IDOESE2EZEFC430EBE2AATCT2310BD20F256185BF509F02
010044910201470630916A6C1FART7EAODET713D46EAGOO44BD53A4DE0960B029BDFOABLALS4CECAEIBREE122667R0EF2FD226FFE3F17IDSTFCBAFAG0CIFALCE
20146480674047DE1201604CE6EB45FFDEQ40BARS24F 1D CE39CA51B4DD52BE00R29CAE4DTEE302654D607FBO0S24CEIADSASZASIBRFO7ODTTIED30BIEIS0REDS
2157209F76B461060EEB38890F 1022740307 2D7oF 2603407914 2F7AEEASIECSSB3B11ECDBADEECEB206BEYCDEID3AET24BCTB0 7400 7BEFE2CIFFI13B335702EC
225038037 73A135B1TBT79362TF 2127 DEZTCTOAS 2 7EAFOESATCIDBEEDIIASFZBATI039BT ZATOTBLIFFDE27 516954047 BEECAIDAEFFI66BIEASICEATFAASIZ0SAEA
22695D6030F4107EGEEE31DEERTIAABB2TA3EAB4 2CCAFD3404B30B33F39443D70B02A1EATOT26EA3GEB5AIBEFIIDSC2AD23BED3IFES416D50B1FDSTACSEISAFCS
2ANGI310FEF24CI3BBES24EDB2D3SA0ESECTRAT1ASO148434CT7048B1AS0TE3 141162 2AAE4415061F39634761B3687EEFO0202DCA3EESG1CS6E4BDFE12A10BCED
2B912DAES11CC32ET 2BF3AESSEBAS0850B01BATDF2EASD117RIFE2BR030SAA0ECFIZES 2917 2FF7DESS34CRCOS5EB3IR2CAE1BCS 24BDESFZEEDD3REGF1684501AA
3F325032ACATRETS3BRO9TAEODAE3S243070F30F92D7EAGOEDEI30BTDASFA2ASBEDEIFBCCER2ASSTT200AFSCCIIFFRI1S4DEF21BAF1ICIBRARECFEDTEBELIAADESA
AQANASSES03CBCOS1EOCEEGECIZEBADI223BR357ADSATEOCAASAAIFS22A3CAF2AR503547D104680BCF307ACDEES46ECIO1IDB2653FIBB14ATA3012BAF02TORB5TD
5114D0EFASTOCEBS0BA1433ADAEARSOE2BAAAN336534CEDTTREAS17DADOCF7OFBO0ODTSFTSEI94CEDTOLGB0ED41EC201B75FIDCAIBRIES1ES2FI25DEBFT7ERS1CT
BAZFADCEORZFECEDCFE44TEISFEZE4CETYDFOCELILIOCR23ATALIA442598107 247 254C79562E53A2C1IDBC7ADAF2SBACI2BRBCD3CT2040104345EA045FB1781901EL3E
J42ESBEDCADACZ00693ESBASBEBESEIALBIABRAZBDFDE32303ELF377ACDABSADTISEF2B58AC02575803030723A0F2AE3EB1AZFB2EES4DAF435DERBATCIACIBIEE
G1BE2B2135600D60CED9ES43B895]17AI0ERIE4BEFI20AB9A0ALIIFETEARSE4BS25E57ECEIBBCOIESEATE20DSOEAZ4SBCOSDE201S1228E87BEDA4ZI5DADESS043B156
S4CACTBOBELTS9173FA42D3AS62D4BDAESERL4239CTFOB0AAB220F2FB2TB5340F4605DBFS00FF3CIT0SERS2DEEDEEE6IDDADBEETSDFCADBOSCEBDEZCEECADCRIA
QSF3ESDEEEEFIZFZ0GCAEOSBCESB2Z2ZESIODFAAGZDI1EOBCIACISS303884F6SBE073DD33ACAAELT32240020082A928F5ECEB1B23B0EDTEE4AABBRETF2217D4BTEFE
ASCAECI4AFTF4ATOFBERETOEDB2336EE75E751FBESAD30BBAAGCELTS0SCe2ECOD258CARALI0FFD2ZDCBFEASO3FIASO09ELIBS2DET3730320767BAOF17CEAT2CICATE
ABFSABAABAA054E6565512E04B821A116631E71EE3393A0C0BDBI2673F20026FA347238545E27AGSDOER26B4COEDAFTIDFISSAIDCESEBT25560A0D3388A24218A
ASAIBDIFTFEABFTEG 1T COT27CTEBIFEIBEEQORSFDAE11368B543A4TACFESFEO34AG05DB50718561B515AFB2B15420B18F081545498454607B7DB2FAS187116ED
AFG2FEBBF4RTYE23083BC27B40598D00EETODAFS528C511B1EFOD2CRI65CI3AG2DDIBFBCDFATOCDE44308669652A601DC163175812010325878B5FACE31ED1ELID
BCDBEBOF337761052C23232065854 1805ABS00BEE1SD054DADSFOASTECIB1BE5AEF4EEGESERID0S004ALSE477ACEIEDOASEBFAC24TECTEQBO40DTOAREBDODEDT DG
BESDCERCCODBS1AD24530A15207CEQAFTDEYD1ATIBEFCCFEEDERIZFCIRTE0D3F30FS95T727A1TDSBTCO721DABS4CDBOCIBEDEFI0DABES468369BF4ATBDAIOEAZ95C
BFDOCAITEBDAEACSFFS1C27C207081B5376606C836EB62FEBSCOADE2TO6ACED3T12C02BCD2EICS2BRAGD2F0BTEA38BCEID362SDDEA0BEFA2GE49CSECSTEAER12
CBEDE17EE2B4ESD0ATAZEZ2ETCOCRECS1EBEBD44EE8B45A03 08B 25EBB3SSAEZBERBCI4ATFE0TOE4AB0DEOE2BEBEACDZOFBSDO503A0D003BDASLF044A5B3577275E
CBCDAFEE39ASDFCO3184D45F2ABBBC220D1C391206F92DEESESOBOFICEFACAA4CSF4238573DEABRBSD0ZDABA3DAD16350A044A2EFEEQO41E2DDCASFO0E25924D63 4
D046045C0685DCE43BOR2EBACTYOCFEODOS119BEOOBEOEFAB2Z Y CE2E0528D20EEG94923F2DCB20B0AST 242 C35A5 265048058 FCEEBBC2DOS2BEBEEFBOBFIDESSAT
DSED7DEB2DEFBFFABFESES 27FERTESDSDR0ZCAFE31SDBCSDA019E4900352D60810852 110E1AEASSC2EISZEICOATCARED7S10BDFER]IGC2A0SFIDARBARDEEDICED
DEC2CCAT50BD560AABS53AA32BCE409BFBETSD5138D0EGEDDCEBCCISCES13D6E4B203209160F0B517ASEADI7E003F3E16T753AEGDF1TABFFECTBAES2TTCDGI2774
074048147 05467 28B0FF 10424565357 2FD0OEQETOLSEGOFB2CR0T701776FER3C297B0BDEAFCEFIFFI355CCFF21A41TES2EQ4C0R153D 1087702 ACOT4B0EEEDESFD
E36621FCFFER0695659BRB0FETCT7ToBERIFCEETO50F 1BFDYEFCCZ0ERERBIEGCALFaEAGATCCRACISEETAE2T1467BDDASFAIF4AIBIEL44462155FB112AA53D5AA513
EB36ARBATFBZAASCSATSESCI17OFFF1G7oBATAI410AFF2SABAEDISSECOBADIDB325RECES20558755ER6AABAOTEDDATBOGAASTAFDABAAIEQCAFIG9IB2CFFELRIO0
F39002DBAGT 21 1EAAEESFEFEBSDB0ACDIS55108617 24BRAG40281ED3BG 14460051 AA4R5426ER047RF2BF3EGBALBAZBAFDESIIIFIEBCISER31DRASFED251EO0CDS3S
FASGE0BFD1BSADC2A0BBDECAB2300EFECDI0ELLTOEE3E3SR4RA3TTEDASECAADELZ6509EBABAFBSECADC2o4BO5EDEL16234B806426B9B3AFF40DASFRBEF1ACEBFB20S S I n .
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Walkthrough:
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Database Investigations

High CPU }

Blocking/Locking w

High Response
Times

Network Glitches and
Availability Group
Listner(AGL) timeouts
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AG Quorum Details

Member_MName

AUSPWEZBDBOL

Member_State_D

DOWN

Member_Type_C

CLUSTER_MNODE

© 2020 SPLUNK INC.

f_Cuorum_Votes

AppDE  Host Messagi AUSPWEB2ZBDBDZ | UP CLUSTER_MNODE 1
BZB AUSPWBZBDBOZ | 2020-07-22 08:55:17.00 spid266 The availability group GLOBALBZBAGOL is not healthy. Current primary: AUSPWB2BDE02 File Share Witness | UP FILE_SHARE 'WITMESS | 1
AGL Health Status

AG Sync Tim:

gg’;:;;;mﬂ LastHardenedTime: None AGL: GLOBALB2BAGLOL
GLOBALB23AGO1 | AUSPWB2BDBO2 | PRIMARY | 528_Log SYNCHRONIZED | HEALTHY SYNCHRONOUS_COMMIT | AUTOMATIC | None None True None AVAILABILITY_REPLICA | ONLINE | LastCommitTime: 20200722 | AGLIPs: (P Address: 10.13113.17" or P
OpState: ONLINE
031500 Address: 10.18115.17)
RecoveryState: ONLINE
gg’;:;;‘;;m“ LastHardenedTime: None AGL: GLOBALB2BAGLOL
GLOBALB2BAGO1 | AUSPWE2BDBOZ | PRIMARY | B2B_Stzging_Log | SYNCHRONIZED | HEALTHY SYNCHRONOUS_COMMIT | AUTOMATIC | None None True None NOTHING ONLINE | LastCommitTime: 2020-07-22 | AGLIPs: (P Address: 10.19113.17" or P
OpState: ONLINE
031600 Address: 10.18115.17)
RecoveryState: ONLINE
Eg’r‘:;:éc[?r‘;;m“ LastHardenedTime: Nane AGL: GLOBALB2BAGLO1
GLOBALB23AGO1 | AUSPWEB28DBO2 | PRIMARY | b2b_Tools SYNCHRONIZED | HEALTHY SYNCHRONOUS_COMMIT | AUTOMATIC | None None True None NOTHING ONLINE | LastCommitTime: 2020-07-22 | AGLIPs: (P Address: 10.19113.17" or P
OpState: ONLINE
091500 Address: 10.18115.17)
RecoveryState: ONLINE
EUO"L'::E(C"?:;(“: LastHardenedTime: None AGL; GLOBALB2BAGLOL
GLOBALB23AGO1 | AUSPWB2BDBO2 | PRIMARY | QAToolsGlobal | SYNCHRONIZED | HEALTHY SYNCHRONOUS_COMMIT | AUTOMATIC | None None True None LOG_BACKUP ONUINE | LastCommitTime: 2020-07-22 | AGLIPs: (1P Address: 10.191.13.17" or 'IP
OpState: ONLINE
08:02:00 Address: 10.18115.17)
RecoveryState: ONLINE
oo il Pr——
GLOBALB23AGO1 | AUSPWB2BDB01 | SECONDARY | 628_Log . SYNCHRONOUS_COMMIT | AUTOMATIC | © None False None AVAILABILITY_REPLIGA | None § - AGLIPS: [P Address: 101911317 or P
SYNCHRONIZING OpState: None LastCommitTime: 2020:07-22 | 420 P U e
RecoveryState: None 085400 : -
sopmar: il Pr——
GLOBALB28AGO1 | AUSPWB2BDB01 | SECONDARY | B28_Staging_Log . SYNCHRONOUS_COMMIT | AUTOMATIC | © None False None NOTHING None § - AGLIPS: [P Address: 101911317 or P
SYNCHRONIZING OpState: None LastCommitTime: 2020:07-22 | 4200 U PR
RecoveryState: None 085400 : 4
o o S0
GLOBALB23AGO1 | AUSPWB2BDE01 | SECONDARY | b2b_Tosls SYNCHRONOUS_COMMIT | AUTOMATIC | 0 Nane False None NOTHING None § - AGLIPS: (1P Address: 101911317 or 1P
SYNCHRONIZING Opstate: None LastCommittime: 2020-07-22 | o2t {1 IHEE
RecoveryState: None 08:32:00 4
o o S s
GLOBALB28AGO1 | AUSPWB2BDB01 | SECONDARY | QATodlsGlabal SYNCHRONOUS_COMMIT | AUTOMATIC | 0 Nane False None LOG_BACKUP None § - AGLIPS: (1P Address: 101911317 or 1P
SYNCHRONIZING Opstate: None LastCommitTime: 2020-07-22 | e {1 THEE
RecoveryState: None 08:32:00 4
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Open - i
Host Mame DB Mame Status Command Tfan Wait Resource Requ-st Start Rurlnmg Statement and SQL Handle
Count Time Time
KEY: 0 UPDATE [DellRCM].dbo.ASPStateTempSessions SET Expires = DATEADD(n, Timeout, @now), LockDate = CASE
Host: B:72057594807713792 2020-08-25 hour(s) Locked WHEN O THEN @now ELSE LockDate END, LockDatelocal = CASE Locked WHEN 0 THEN @nowlLocal ELSE
AL MO1 | DELLRCM | appLogin | 52 79 suspended | UPDATE |2 [foef8fd29803) 20:00-21.757000 | Omin, 0’ LockDatelocal END, @lockAge = CASE Locked WHEM 0 THEN 0 ELSE DATEDIFF{
1P: 10.166.15.128 Last Wait: LCK_M_U cac SOL Handle:
Wait Type: LCK_M_U 0x030005004CE6ERSDAS495E0OSEIDO0O00010000C00000000000000000000000000000:00000000000000000000
KEY: o UPDATE [DellRCM].dbo. ASPEtateTempSessions SET Expires = DATEADD(n, Timeout, @now), LockDate = CASE
Host: 6:72057594807713792 I020-08-25 hour(s) Locked WHEN 0 THEM @now ELSE LockDate END, LockDatelocal = CASE Locked WHEN 0 THEN @nowlocal ELSE
AlUS EMO1 | DELLRCM | appLogin [ 58 52 suspended | UPDATE 2 [fhefafd29803) 20-00-21.760000 | Omin UI LockDatelocal END, @lockAge = CASE Locked WHEM 0 THEN 0 ELSE DATEDIFF{
IP: 10.166.15.128 Last Wait: LCK_M_U T sec ! S0L Handle:
Wait Type: LCK_M_U 0x030005004CE6ERBSDA4495E006E9D0000010000000000000000000C0000000000000000000000000000000000
KEY: o UPDATE [DellRCM)].dbo.ASPStateTempSessions SET Expires = DATEADD(n, Timeout, @now), LockDate = CASE
Host: 6:72057554807713752 I020-08-25 hour(s) Locked WHEN 0 THEN @now ELSE LockDate END, LockDatelocal = CASE Locked WHEN 0 THEN @nowlocal ELSE
AL JMO1 | DELLRCM | applogin | 75 52 suspended | UPDATE 2 (fhefafd29803) 20-00-21.777000 | Omin 0' LockDateLocal END, @lockAge = CASE Locked WHEM 0 THEN O ELSE DATEDIFF{
IP: 10.166.15.128 Last Wait: LCK_M_U T sec ‘ SQL Handle:
Wait Type: LCK_M_U 0x030005004CE6ERBSDA4495E006EIDO00O0010000C00000000000000000000000000000:00000000000000000000

EAl——— L]
IP: 10.166.15.128

appLogin

UFDATE

Last Wait: WRITELOG
Wait Type: WRITELOG

2020-08-25
20:00:21. 757000

0
hour(s},
Omin, O
Sec

UPDATE [DellRCM)].dbo ASPStateTempSessions SET Expires = DATEADD{n, Timeout, @now), LockDate = CASE
Locked WHEN O THEN @now ELSE LockDate END, LockDatelocal = CASE Locked WHEN 0 THEN @nowLocal ELSE
LockDatelocal END, @lockAge = CASE Locked WHEM 0 THEN 0 ELSE DATEDIFF{

SOL Handle:

Dx030006004CB6EBS DAS499E0O6EIDOO00010000000000000000000000000000000000:00000000000000000000

splunk> m
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Walkthrough:
Windows Webserver
Auto Remediation




Windows Webserver Auto Remediation

High CPU

High Memory
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Windows Webserver Auto Remediation

—
High CPU | ——

High Memory

Yes
Resource
Exhaustion
Good to
autoheal
Too Many No

5XX and —
Other Errors l

splunk> (D
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Windows Webserver Auto Remediation

High CPU

High Memory

Resource
Exhaustion

Too Many
5XX and
Other Errors

Goaod to
autoheal

No

Wait 5
mins

Wait 5
mins

Recovered?

Create
Service Now
Ticket for
Server Team

[ Splunk ]

[ ServiceNow J

| F5 BiglP/ Powershell |

splunk> EIE)



Results

Splunk Alert

Server Pel ——————=04.aus.amer.dell.com

IP Address Mo Data

Load Balanced? K=

Troux ID 1000236

PNl WV ETG N DCQO Gii Quote Gateway

Segment PEC

Resource Exhaustion

Symptom/lssue

Action
Mark Down
Mark Do
Mark Do
Mark Do
15 RESET
Mark Up
Mark Up
Mark Up

Mark Up

Script Results

Status  Message Pool Name Controller P
Success | Mark Down performed successfully! | /Commaon/giiopenbasket-sve-p&0 10.177.12.4
Success | Mark Down performed successfully! | /Common/giiopenbasket-svc-ps0-1010 | 10.177.12 .4
Success | Mark Down performed successfully! | /Common/giiopenbasket-svc-ps0-1210 | 10.177.12 .4
Success | Mark Down performed successfully! | /Common/giiopenbasket-svo-ps0-443 | 10.177.12.4
Success | |15 Reset Completed Successfully

Success | Mark Up performed successfully! JSCommaon/giiopenbasket-svc-pe0 10.177.12.4
Success | Mark Up performed successfully! /Common/giiopenbasket-svc-pe0-1010 | 10.177.12.4
Success | Mark Up performed successfully! /Common/giiopenbasket-svc-pe0-1210 | 10.177.12.4
Success | Mark Up performed successfully! /Common/giiopenbasket-svc-pe0-443 | 10.177.12.4

© 2020 SPLUNK INC.
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Walkthrough:
Forwarder
Remediation
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Is in the

jgnore list?, I3 pinging?

Walkthrough

Splunk forwarder remediation — is pinging sendng ¢a

Yas

Blackout it from DS
and Uninstall *-Yes Check CMDE Status
forwarder

Mo

Restart Forwarder

Check fwd Up to date®  and sleep for 10

version

minutes
Old version
Update Forwarder
and sleep for 10 Sending data=» All good 1)
minutes
Still broken

Get last 100 splunkd.log rows
and raise an incident with this
log on the description

splunk> EIE)
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Is in the
jgnore list?,

Walkthrough

Splunk forwarder remediation — is pinging sendng ¢a

s pinging?

Yes
. . . Blackout it from DS
Manipulate filesystem files —> | adUninstal - <tes Check CDB Siatus

Mo

Restart Forwarder

CNECK W™, _Upto dated]  and sleep for 10

version

minutes
Cld version
Update Forwarder
and sleep for 10 Sending data=» All good 1)
minutes
Still broken

Get last 100 splunkd.log rows
and raise an incident with this
log on the description

splunk> EIE)




Walkthrough

Splunk forwarder remediation — is pinging

Manipulate filesystem files

Call APl endpoints

Forwarder not
sending data

Blackout it from DS
and Uninstall
forwarder

«£Yes

Is in the
jgnore list?,

Check fwd
version

Old version

Up to dated

s pinging?

Yas

Check CMDE Status

Restart Forwarder
and sleep for 10
minutes

Update Forwarder
and sleep for 10
minutes

Still broken

Sending data=d»

Get last 100 splunkd.log rows
and raise an incident with this
log on the description
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All good °)
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Walkthrough

Splunk forwarder remediation — is pinging

Manipulate filesystem files
Call APl endpoints

Keeps the forwarders up-to-date

\

Forwarder not
sending data

Blackout it from DS
and Uninstall
forwarder

oS

Is in the
jgnore list?,

Mo

Check fwd
version

Old version

s pinging?

Yas

Check CMDE Status

Restart Forwarder
and sleep for 10
minutes

Up to dated

Update Forwarder
and sleep for 10
minutes

Still broken

@ Sending data=» All good 1)

Get last 100 splunkd.log rows
and raise an incident with this
log on the description
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Walkthrough

Splunk forwarder remediation — is pinging

Manipulate filesystem files
Call APl endpoints
Keeps the forwarders up-to-date

Trigger an incident with enriched data

Forwarder not
sending data

Blackout it from DS
and Uninstall
forwarder

Is in the
jgnore list?,

Yas

Check CMDE Status

M
Chec
VEr

&

0

K fud
sion
¥

Old version

Update Forwarder
and sleep for 10
minutes

Upto dated and sleep for 10

Restart Forwarder

minutes

@ Sending data=» All good 1)

Still broken

Get last 100 splunkd.log rows
and raise an incident with this
log on the description
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Walkthrough

Splunk forwarder remediation — not pinging
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Forwarder not Is in the -
» . ?
sending data nore list? No Is pinging
No

v

Add to ignore
list until the - Is part .
planned end [e——Ve o any? Check ongoing CHGs
date
MNo

v

Check for related
"Server Down"
incidents

Yes___yJAdd to ignore list for 1

hour
~
MNo
Raise an incident to
No—— the host group owner
(node as host)
Yes

v

Blacklist it on DS




Walkthrough

Splunk forwarder remediation — not pinging

Investigate reasons of unavailability

Forwarder not

5~ 1510 the

sending data

Add to ignore
list until the
planned end

date

[€——7Ves

7 gnore list?

MNo

v

Check for related
"Server Down"
incidents

Yes

v
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No Is pinging?

Mo

{

Check ongoing CHGs

Yes___yJAdd to ignore list for 1
hour

F

k.

Raise an incident to
No—» the host group owner
(node as host)

Blacklist it on DS




Walkthrough

Splunk forwarder remediation — not pinging

Investigate reasons of unavailability

Report server down to the responsible team

Forwarder not

5~ 1510 the

sending data

Add to ignore
list until the
planned end
date

[€——7Ves

7 gnore list?

Is part
of any?

MNo

v

Check for related
"Server Down"
incidents

N

o

© 2020 SPLUNK INC.

Mo

{

Check ongoing CHGs

Yes___yJAdd to ignore list for 1
hour

F

k.

Raise an incident to
No—» the host group owner
(node as host)

Blacklist it on DS
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Walkthrough

Splunk forwarder remediation — full diagram

Check for related ] -
Fonwarder not _— . Is part . . Ya Add to ignore list for 1
sending data o Is pinging? Mo=——mCheck ongoing CHGs of any? MNo— Se_zr'.r_er Down E— S o hour
incidents
F
ves Yf Mo
l Add to ignore
list until the Raise an incident to
Check CMDE Status planned end No——3 the host group owner
date {node as host)
Yes
Blackout it from DS Blacklist it on DS
and Uninstall <23 Is Decom? Get last 100 splunkd.log rows
forwarder and raise an incident with this
log on the description
Siill broken
Restart Forwarder
and sleep for 10— Sending data—m  All good ;)
minutes

Old version

Update Forwarder
and sleep for 10

e splunk> m
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Walkthrough:
Extending Phantom
Playbooks
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Integrations

Phantom integrations - overview

Over 200 built-in apps (and more xxx available in phantom portal)

splunk> EIE)



Integrations

Phantom integrations - overview

Over 200 built-in apps (and more xxx available in phantom portal)

Install/update apps via Ul
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Integrations

Phantom integrations - overview

Over 200 built-in apps (and more xxx available in phantom portal)

Install/update apps via Ul

Create your own apps via Ul
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Integrations

Phantom integrations - overview

Over 200 built-in apps (and more xxx available in phantom portal)

Install/update apps via Ul
Create your own apps via Ul

Configure multiple assets per app

splunk> EIE)



Walkthrough

Phantom integrations - teams

HTTP post

P rhantom

Description

This App facilitates making HTTP req

ASSET CONFIGURATION

Asset (22)

ms teams - dce sre v

Asset Info Asset Settings Approval Settings
Base URL for making queries. (e.q. hitps://myservice/)
https://outlook.office.com

Phantom Auth token (for use with Phantom servers)

Passwaord (for HTTP basic auth)

Optional

v Advanced

ﬁ TEST CONNECTIVITY

CONFIGURE NEW ASSET

Access Control

Base URL endpoint for test connectivity. (e.g. /some/specific/endpoint)

Username (for HTTF basic auth)
Optional
Timeout for HTTP calls

Optional

hook List

Post Message in SRE Te...

Emai

© 2020 SPLUNK INC.
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Walkthrough

Phantom integrations - teams

P rhantom

Description

This App facilitates making HTTP req

ASSET CONFIGURATION

Asset (22)

ms teams - dce sre v

Asset Info Asset Settings Approval Settings
Base URL for making queries. (e.q. hitps://myservice/)
https://outlook.office.com

Phantom Auth token (for use with Phantom servers)

Passwaord (for HTTP basic auth)

Optional

v Advanced

ﬁ TEST CONNECTIVITY

CONFIGURE NEW ASSET

Access Control

Base URL endpoint for test connectivity. (e.g. /some/specific/endpoint)

Username (for HTTF basic auth)
Optional
Timeout for HTTP calls

Optional

hook List

Post Message in SRE Te...

Emai

HTTP post

© 2020 SPLUNK INC.
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Walkthrough

Phantom integrations - teams

Fully customized message card

srRe General Files Wiki -+

DCE - SRE v ammlp splnk SRE Automations |

General = SRE Automation

o : - The Dell.com ACC dashboard is alerting. Cart Services[96].Delivery Promise{1534].PCF Configurator[261].Responsive Cart[570].Server-
iIDRACY Telemetry / Splunk Core Team wee Network[321]

Splunk DB Alerts

SRE Phantom Automation
Here is last 30 minutes activity, This notification will be suppressed for next 30 minutes.

SRE-DBA

Online Fraud Defense

Other
Phantom Playbook - DCQO

The operation was canceled

d
Phantom Project

3rd party performance
ARR Dashboard

Major Incident Management

splunk>
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Walkthrough eslack |

Phantom integrations — Twilio & Slack
Description
ASSET CONFIGURATION CONFIGURE NEW ASSET
Asset (2)
sreslack .

Asset Info Asset Settings Ingest Settings Approval Settings Access Control

Bot User OAuth Access Token Verification Token

IP of host making the REST calls (or "any”) Automation User Auth Token
any Optional

Question timeout (in minutes) How often to poll for a response (in seconds)
30 30

POST incoming for Slack to this location

https://ausdiphantomap1.us.dell.com/rest/handler/sw st aok 408 5 7 e @ i A

» Advanced

=l =T
splunk> EIE)
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Walkthrough I 3% slack

Phantom integrations — Twilio & Slack

Description

niegrate with Slack 10 post messages and attacnments 10 Channeis

CO nﬂg ure an asset ASSET CONFIGURATION O R i

Asset (2)

sreslack »:

Asset Info Asset Settings Ingest Settings Approval Settings Access Control

Bot User OAuth Access Token Verification Token

IP of host making the REST calls (or "any”) Automation User Auth Token
any Optional

Question timeout (in minutes) How often to poll for a response (in seconds)
30 30

POST incoming for Slack to this location

https://ausdiphantomap1.us.dell.com/rest/handler/sw st wos 4 4 .o - own

» Advanced

=l =T
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Walkthrough I 3% slack

Phantom integrations — Twilio & Slack

Description

niegrate with Slack 10 post messages and attacnments 10 Channeis

CO nﬂg ure an as Set ASSET CONFIGURATION CONFIGURE NEW ABSET

Asset (2)

Test connectivity .

Asset Info Asset Settings Ingest Settings Approval Settings Access Control

Bot User OAuth Access Token Verification Token

IP of host making the REST calls (or "any”) Automation User Auth Token
any Optional

Question timeout (in minutes) How often to poll for a response (in seconds)
30 30

POST incoming for Slack to this location

https://ausdiphantomap1.us.dell.com/rest/handler/sw st ses 4 s

» Advanced

=l =T
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Walkthrough . 3% slack ’

Phantom integrations — Twilio & Slack

Description

niegrate with Slack 10 post messages and attacnments 10 channeis

CO nﬂg ure an as Set ASSET CONFIGURATION CONFIGURE NEW ABSET

Asset (2)

Test connectivity .

Asset Info Asset Settings Ingest Settings Approval Settings Access Control

Add the aCtion Ca" in the Bot User OAuth Access Token Verification Token
playbook

IP of host making the REST calls (or "any”) Automation User Auth Token
any Optional

Question timeout (in minutes) How often to poll for a response (in seconds)
30 30

POST incoming for Slack to this location

https://ausdiphantomap1.us.dell.com/rest/handler/ww

» Advanced

=
splunk> EIE)



Walkthrough

Phantom integrations — Twilio & Slack L—

Configure an asset
Test connectivity

Add the action call in the
playbook

© 2020 SPLUNK INC.

***| Description
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. Twilio
Wal kth ro u g h () twilio :Ill | r1m
Phantom integrations — Twilio & Slack g
Description
Configure an asset ASSET CONFIGURATION
. . Asset (1)
Test connectivity .

Add the action call in the
playbook

Twilio Base URL (e.g. https://api.twilio.com/2010-04-01)

https//api twilio.com/2010-04-01

Auth Token

Twilio configuration follows
the same standard

To Phone Mumber (Used only for test connectivity)

Optional

» Advanced

m TEST CONNECTIVITY

Access Control

COMFIGURE NEW ASSET

Account SID

From Phone Number (Twilio Assigned, e.g. +15101281337)

© 2020 SPLUNK INC.
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Walkthrough

Phantom integrations — Twilio & Slack

Twilio Slack
™

Twilio

#sre-hawk-random
15 members

The ACC dashboard is

alerting. Cart

Services[96],Delivery

Promise[1534],PCF Aug 22nd

Configurator[261],Responsive . .
Cart[570],Server-Network[321]. n srehawknotifications APP

=== The ACC dashboard is alerting.

ARR is alerting with more than Server-Network[21].

5174 5XX errors. Top offenders
are External Website[5174] and
datacenter stats are
PC1[2751],S3B[2423].

splunk> m
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Walkthrough

Phantom integrations - ServiceNow

ServiceNow
Publisher Splunk

servicenow App version: 1.2.59

Python ve
Product vendor: ServiceMow
Documentation
Description
This app integrates with ServiceMow to perform investigative and generic actions
ASSET CONFIGURATION CONFIGURE NEW ASSET
Asset (1)
servicenow - uat v
Asset Info Asset Settings Ingest Settings Approval Settings Access Control

Device URL including the port, e.g. https://myservicenow enterprise.com:8080

https://delltechuat.service-now.com

Password

Client Secret. Required with Client ID
Optional

Filter to use with On Poll separated by ' (e.q. description=This is a
test*assigned_to=test.name)

Optional

Max container {For other runs of schedule polling)

100

b Advanced

m TEST CONNECTIVITY

Username

Optional

Client ID. OAuth will be preferred if provided

Optional

Table to ingest issues from

Optional

Max container (For first run of schedule polling)

10000

splunk>
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ServiceNow

Publisher Splunk

servicenow | e ersen 125
Pl-'chIL.:'_ vendor: ServiceNow
Walkthrough

Phantom integrations - ServiceNow .

This app integrates with ServiceMow to perform investigative and generic actions
ASSET CONFIGURATION CONFIGURE NEW ASSET
Manage incidents Asset (1)
servicenow - uat v

Asset Info Asset Settings Ingest Settings Approval Settings Access Control

Device URL including the port, e.g. https://myservicenow enterprise.com:8080 Username

https://delltechuat.service-now.com

Password

Client Secret. Required with Client ID
Optional

Filter to use with On Poll separated by ' (e.q. description=This is a
test*assigned_to=test.name)

Optional

Max container {For other runs of schedule polling)

100

b Advanced

m TEST CONNECTIVITY

Optional

Client ID. OAuth will be preferred if provided

Optional

Table to ingest issues from

Optional

Max container (For first run of schedule polling)

10000

splunk>



Walkthrough

Phantom integrations - ServiceNow

Manage incidents

Run queries over API

© 2020 SPLUNK INC.

ServiceNow
servicenuvw
Documentation
Description
This app integrates with ServiceMow to perform investigative and generic actions
ASSET CONFIGURATION CONFIGURE NEW ASSET
Asset (1)
servicenow - uat v

Asset Info Asset Settings Ingest Settings Approval Settings

Device URL including the port, e.g. https://myservicenow enterprise.com:8080

https://delltechuat.service-now.com

Password

snssamaannay

Client Secret. Required with Client ID

Optional

Filter to use with On Poll separated by ' (e.q. description=This is a
test*assigned_to=test.name)

Optional

Max container {For other runs of schedule polling)

100

b Advanced

m TEST CONNECTIVITY

Access Control
Username
Optional

Client ID. OAuth will be preferred if provided

Optional

Table to ingest issues from

Optional

Max container (For first run of schedule polling)

10000

splunk>
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ServiceNow
Publisher Splunk

Walkthrough

Phantom integrations - ServiceNow .

This app integrates with ServiceMow to perform investigative and generic actions

ASSET CONFIGURATION CONFIGURE NEW ASSET
Manage incidents Asset (1)

servicenow - uat v

I tu n q u e rles Ove r / \P I Asset Info Asset Settings Ingest Settings Approval Settings Access Control

Device URL including the port, e.g. https://myservicenow enterprise.com:8080 Username
L i St ti Ckets https://delltechuat service-now.com Optional

Passwaord Client ID. OAuth will be preferred if provided

Optional

Client Secret. Required with Client ID

Optional

Filter to use with On Poll separated by ' (e.q. description=This is a
test*assigned_to=test.name)

Optional

Max container {For other runs of schedule polling)

100

b Advanced

m TEST CONNECTIVITY

Table to ingest issues from

Optional

Max container (For first run of schedule polling)

10000

splunk>
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Walkthrough

Phantom integrations - ServiceNow

servicenovow

Available Actions (14)
Q) search actions

add comment

Manage incidents

Run queries over API

add work note

LISt tICketS create ticket

] . . describe catalog item
Simple as adding a new action describe service catalog
tO yOur playbOOk get ticket

get variables _
creafe Ticket

i v

splunk> EIE)



Walkthrough

Phantom integrations - ServiceNow

SErViCE‘n W Dell Service Management Suite

@ Victor Menezes ~
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QP &

-(']]

&
=
el

E Incident - INCL25T78935

Humber

o Caller

4 Location
sk Product

H Category
* Subcategory
Impact
Urgency
Priority

Response Level

# Short

Description

3 Description

INC125T8935

Event Integration
Found Rock, TX
Splunk Dell (779889)
EVENT GENERATED
PROD

2-High

3 - Medium

3 - Medium

Normal

Phantom_-_Integration_-_Splunk Dell {TT988%)

&

4
o

Create Child Incident

Opened

@ Opened by
Source

Support Method
Incident State
Assignment group
Assigned to

Ewvent

Event Source
Customer Escalation

MIM

Resolve Incident

Run Routing Rules

2020-09-01 14:07:53

Event
-- None —
New

DAC-OBSERVABILITY-LOGGING

SPLUNK DELL

Search knowledge Update
W
W
'
all®

The below host list could not be remediated by Phantom Playbook. Flease check the servers according to their related error

status:

splunk>
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Phantom integrations - ServiceNow

Add attachments

H ’ o c 69
Servicenow Dell Service Management Suite @ Victor Menezes ™ D\_ [ (?:} @
= ¢ | == Incident- INC12578935 & -.‘,1'4- eea | Create Child Incident Resolve Incident Run Routing Rules Search knowledge Update

L}
Number | INC12578935 Opened | 2020-09-01 14:07:58
kS Caller Event Integration a 3 ) Opened by o
| 4 Location Round Rock, TX [+} @ Source Event hd
=] sk Product | Splunk Dell (773889) ol &lle| @ Support Method -- None — w
= =
= H Category EVENT GENERATED L Incident State New A
=
I]-[: * Suhcategory PROD s Assignment group DAD-OBSERVABILITY-LOGGIMG =] @
Impact 2 - High w Assigned to o]
Urgency 3- Medium W Event |+
a— Priority 3. Medium Event Source SPLUNKE DELL
(= Response Level Naormal LY Customer Escalation
m
3 MIM

D)

# Short Phantom_-_Integration_-_Splunk Dell {TT988%) 7

Description
# Description The below host list could not be remediated by Phantom Playbook. Flease check the servers according to their related error
status:

splunk>
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Phantom integrations - ServiceNow

ser Vicen YW Dell Service Management Suite

@ Victor Menezes ~
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o ®e @

Add attachments v

Update assignment 4 co

4 Location

sk Product

BEOEH

H Category

I]-[: * Subcategory
Impact

Urgency

o— Priority

o— Response Level

# Short

Description

3 Description

4 E Incident - INCL25T78935

INC125T8935

Event Integration
Found Rock, TX
Splunk Dell (773289)
EVENT GENERATED
PROD

2-High

3 - Medium

3 - Medium

Normal

Phantom_-_Integration_-_Splunk Dell {TT988%)

ooo

H

Create Child Incident

=

Opened

Opened by
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Description

3 Description
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MIM

= ¢ | == Incident- INC12578935 & -.‘,1'4- eea | Create Child Incident Resolve Incident Run Routing Rules Search knowledge Update
Add attachments '
Mumber | IMC12578935 Opened | 2020-09-01 14:07:58
L
U pd ate aSS I g n I I Ie nt o Caller Event Integration Q, 2 '] Opened by @
| 4 Location Round Rock, TX [+} @ Source Event hd
C h . .t =] # Product | Splunk Dell (779889) o & @@ Support Method - Hone — w
ange priority - |
= H Category EVENT GENERATED L Incident State New b
=
I]-[: * Suhcategory PROD s Assignment group DAD-OBSERVABILITY-LOGGIMG [+ @
Impact 2 - High w Assigned to o]
Urgency 3- Medium Event |+
Priority 3 - Medium Event Source SPLUNK DELL
Response Level Naormal Customer Escalation

The below host list could not be remediated by Phantom Playbook. Flease check the servers according to their related error
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ser Vicen:"‘.'w Dell Service Management Suite

Add attachments
Update assignment
Change priority

Manage Incident state
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E Incident - INCL25T78935

MNumber
o Caller
4 Location

sk Product

H Category
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Impact
Urgency
Priority

Response Level

# Short

Description

3 Description

INC125T8935

Event Integration
Found Rock, TX
Splunk Dell (773289)
EVENT GENERATED
PROD

2-High

3 - Medium

3 - Medium

Normal

Phantom_-_Integration_-_Splunk Dell {TT988%)

The below host list could not be remediated by Phantom Playbook. Flease check the servers according to their related error

status:

Create Child Incident
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Opened

Opened by

Source

Support Method
Incident State
Assignment group
Assigned to

Ewvent

Event Source
Customer Escalation

MIM

Resolve Incident

@ Victor Menezes ~

Run Routing Rules

2020-09-01 14:07:53

DAC-OBSERVABILITY-LOGGING

SPLUNK DELL
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Database 0
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SOL Server
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Summary
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Phantom Can Investigate, Remediate, and Inform
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Summary
Putting it all together

Phantom Can Investigate, Remediate, and Inform

* Investigate — Query other sources, OS Scripting, etc. (SQL DB)

« Remediate — OS Scripting, REST API, WMI, SSH, etc. (IS, Splunk Forwarder)
* Inform — Email, ServiceNow, Slack, Teams, SMS, etc. (All)

Phantom is Highly Extensible
« 200 Apps in Phantom

« 300 + Apps at my.phantom.us

» Custom Functions

* Build Your Own Apps

* Only Limited by Your Imagination
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How you can get started with Phantom

Get an Account on my.phantom.us
» Account is free
» Access to documentation, product downloads, and more
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Call to Action

How you can get started with Phantom

Get an Account on my.phantom.us
» Account is free
» Access to documentation, product downloads, and more

Get the Free Community Edition
* Limited Functionality After 100 Actions in a Day

» Easy, Single-Server Install

Get Trained

* A Training Investment Will Kickstart Your Productivity!
* Check Out the Splunk Training Portal

© 2020 SPLUNK INC.
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https://www.splunk.com/en_us/training/learning-path/courses-for-phantom/overview.html

| hank You

Please provide feedback via the
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