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During the course of this presentation, we may make forward‐looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward‐looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Data-to-Everything, D2E and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names or trademarks belong to their respective owners. © 2020 Splunk Inc. All rights reserved
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Agenda
SRE with Phantom

Phantom. 
It’s not just for security anymore!

1) What is SRE?
What is Site Reliability Engineering?

2) Why Phantom for SRE? 
What Phantom delivers for SRE

3) Walkthrough: Investigate
Fraud Investigations, DB Investigations

4) Walkthrough: Remediate
IIS Remediations, Forwarder Remediation

5) Walkthrough: Extending Phantom Playbooks
Integrating with ServiceNow, Teams, Twilio, and more

6) Call to Action
How can you get started
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A cross-functional team of IT professionals across the disciplines
needed to ensure stability of the “site”.
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What Is SRE?

A cross-functional team of IT professionals across the disciplines
needed to ensure stability of the “site”. Primary objectives are: 
1. Improve Observability
2. Reduce MTTF 

– Mean Time to Find Issues

3. Reduce MTTR
– Mean Time to Resolve Issues

Site reliability engineering
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Why Phantom for SRE?

You Can Build on Your Splunk Expertise 
• Years of Experience with Splunk Enterprise and ITSI
• Thousands of Engaged Users
• Splunk Certified Users to Architects

Easy Integration with Splunk 
• Scheduled / Interval Pull of Splunk Data into Phantom
• Interval Push Splunk Data into Phantom
• Trigger Push of Splunk Data into Phantom with Splunk Alert
• Trigger Phantom Playbook Execution from Splunk Alert
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Why Phantom for SRE?

Data-driven Orchestration 
• Key Differentiator Compared to other Orchestration Tools
• Making Our Data Truly Actionable!

Scaling Our Organizations Through Automation 
• Doing More with What We Have
• Reacting Quicker to What is Happening
• Reducing the Cost of What We do
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Why Phantom for SRE?

Keep the lights on for legacy platforms
• Broad Compatibility with Both Container and Legacy Platforms

Agentless Action
• No Agent Software to Install 
• Using APIs and Existing Tools to Take Action 

Native Extensibility
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Walkthrough:
Fraud Use Case
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Credit Card Fraud Investigations
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Walkthrough:
DB Investigation
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Results
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Walkthrough:
Forwarder 
Remediation
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Walkthrough
Splunk forwarder remediation – is pinging
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Walkthrough

Manipulate filesystem files

Call API endpoints

Keeps the forwarders up-to-date

Trigger an incident with enriched data

Splunk forwarder remediation – is pinging
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Walkthrough
Splunk forwarder remediation – not pinging
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Walkthrough

Investigate reasons of unavailability

Splunk forwarder remediation – not pinging
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Walkthrough

Investigate reasons of unavailability

Report server down to the responsible team

Splunk forwarder remediation – not pinging
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Walkthrough
Splunk forwarder remediation – full diagram
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Walkthrough:
Extending Phantom 
Playbooks
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Integrations

Over 200 built-in apps (and more xxx available in phantom portal)

Install/update apps via UI

Create your own apps via UI

Configure multiple assets per app

Phantom integrations - overview
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HTTP post
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Walkthrough

Fully customized message card

Phantom integrations - teams
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Walkthrough
Phantom integrations – Twilio & Slack
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Walkthrough

Configure an asset

Phantom integrations – Twilio & Slack



©  2 0 2 0  S P L U N K  I N C .

Walkthrough

Configure an asset

Test connectivity

Phantom integrations – Twilio & Slack



©  2 0 2 0  S P L U N K  I N C .

Walkthrough

Configure an asset

Test connectivity

Add the action call in the
playbook

Phantom integrations – Twilio & Slack



©  2 0 2 0  S P L U N K  I N C .

Walkthrough

Configure an asset

Test connectivity

Add the action call in the
playbook

Phantom integrations – Twilio & Slack



©  2 0 2 0  S P L U N K  I N C .

Walkthrough

Configure an asset

Test connectivity

Add the action call in the
playbook

Twilio configuration follows
the same standard

Phantom integrations – Twilio & Slack
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Walkthrough
Phantom integrations – Twilio & Slack

Twilio Slack
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Walkthrough
Phantom integrations - ServiceNow
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Walkthrough

Manage incidents
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Walkthrough

Manage incidents

Run queries over API

List tickets

Simple as adding a new action
to your playbook

Phantom integrations - ServiceNow
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Walkthrough
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Walkthrough

Add attachments

Update assignment

Change priority

Manage Incident state

Phantom integrations - ServiceNow
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Walkthrough

Ticketing

Phantom integrations - Others
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Walkthrough

Ticketing

Information

Virtualization

Database
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Walkthrough

Ticketing

Information

Virtualization

Database

Devops

More…

Phantom integrations - Others
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Summary

Phantom Can Investigate, Remediate, and Inform
• Investigate – Query other sources, OS Scripting, etc. (SQL DB)
• Remediate – OS Scripting, REST API, WMI, SSH, etc. (IIS, Splunk Forwarder)
• Inform – Email, ServiceNow, Slack, Teams, SMS, etc. (All)

Phantom is Highly Extensible
• 200 Apps in Phantom
• 300 + Apps at my.phantom.us
• Custom Functions
• Build Your Own Apps
• Only Limited by Your Imagination

Putting it all together
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Call to Action

Get an Account on my.phantom.us
• Account is free
• Access to documentation, product downloads, and more

Get the Free Community Edition
• Limited Functionality After 100 Actions in a Day
• Easy, Single-Server Install

Get Trained
• A Training Investment Will Kickstart Your Productivity!
• Check Out the Splunk Training Portal

How you can get started with Phantom

https://www.splunk.com/en_us/training/learning-path/courses-for-phantom/overview.html
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