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Forwa rd - During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L o o ki n current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

Statem e nts presentation are being made as of the time and date of its live presentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do not assume

LI II 200 IIIIIISIIIIIIIII SIS S any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

O either to develop the features or functionalities described or to include any such feature or
functionality in a future release.

Splunk, Splunk>, Data-to-Everything, D2E and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States
and other countries. All other brand names, product names or trademarks belong to their respective owners. © 2020 Splunk Inc. All rights reserved
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Agenda 1. Microsoft 365

Stay safe and wash your
hands

What's new and interesting?

2. Microsoft Teams
Call Record data and other juicy security data

3. Microsoft Azure
What's the latest?

4. Microsoft Azure
No more hating NSG flow logs!

5. Appendix

Download the slides for this!
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I i I tI
I s y. | m Security, Compliance and Fraud All 5kill Levels

Conf Spl un k com SEC1297 - Down in the Weeds, Up in the Cloud: Splunking Your Azure and Office 365

Industries: Not industry specific

; Products: Splunk Enterprise, Splunk Cloud, Splunk Enterprise Security
All Skill Levels

Session Video Session Slides
SEC1059C - Down in the Weeds, Up in the Cloud: Security

Ryan Lait, Senior Sales Engineer, Splunk

Ryan Lait, Senior Sales Engineer, Splunk

FN1328 - Show and Tell: Prescriptive Use Cases for Azure and Office 365
IT1433 - Down in the Weeds, Up in the Cloud: IT Ops

Industries: Mot industry specific

Products: Splunk Enterprise, Splunk Enterprise Security, Splunk Machine Learning Toolkit
Industries: Not industry specific

Products: Splunk Enterprise, Splunk Cloud, Splunk IT Service Intelligence Session Video Session Slides

Session Video Session Slides

Jason Conger, Solution Architect, Splunk

Ry Lait, Senior Sales Engineer, Splunk Ry Lait, Senior Sales Engineer, Splunk

.confi@ @ Security, Compliance and Fraud Security, Compliance and Fraud All S5kill Levels

SEC1355 - Hunting the Known Unknown: Microsoft Cloud SEC1432 - Down in the Weeds, Up in the Cloud: Security
Industries: Not industry specific . . -
Products: Splunk Enterprise, Splunk Enterprise Security Industries: Not industry specific

Products: Splunk Enterprise, Splunk Cloud, Splunk Enterprise Security
Session Video Session Slides

Session Video Session Slides

Ryan Kovar, Principal Security Strategist, Splunk

Steve Brant, Senior Security Strategist, Splunk Ry Lait, Senior Sales Engineer, Splunk Splunk> m




Secondly...
A Word About Azure Active Directory

Ildentity and Access Management (IAM)

User

3z 2

IAM
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B Microsoft
Dynamics 365
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Azure
Active
Directory

Message
Center

Exchange
Admin
Center

An Admin Security &
Center for A" Compliance
Occasions!

Admin
Center

SharePoint
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Microsoft 365
App for Splunk

splunkbase.splunk.com/app/3786

.S[)'Llnk \pp: Micresoft 365 App for Splunk » yan Lait » viessages ¥ Settings = Activity » Help » Find

M365 Azure AD v xchange v harePoint ~ OneDrive icrosoft Teams v ower Bl» Center v elp * u Microsoft 365 App for Splunk

splunk

Active Users Failed Logins M365 Service Degradations Security Alerts

| 1,094 2. 103 4 719 2.
M365 Service Status | L e g

—e—o

Azure Active Directory s I T~
Exchange Online o
OneDrive T

SharePoint TR Y .

Microsoft Teams

(] ;’
Adelaid
Great @ MTST L3
ug:;:l{ . M Auckland
ower e 1
i ]
Melbourne Mon Mar 30 Tue Mar 31 ‘Wed Apr1 Thu Apr 2 Fri Apr3 SatApréd Sun Aprs
2020
Tasman Sea == Exchange === Microsofffeams — === OneDrive == SharePoint

Security & Compliance Center A
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https://splunkbase.splunk.com/app/3786
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Microsoft 365 App for Splunk

splunkbase.splunk.com/app/3786

Azure Active

Login Activity

Directory

«  Geo-based login tracking

+ Login failure details

« Suspicious login activity

+ Non-existent account
login attempts

SPlUNK > wn dso i sone

SharePoint Online
Audit Activity logs

veor ] eroson 265 agp forSpunc

SharePoint Overview Edt  Expot v
Lssnsntssissassssessessinsss B )
« Active users
Site creations
- Top sites / pages
Access activity
¢ ltem audit

Top Page

Geographical access https://datatoeverything.sharepoint.com/sites/SplunkEnterprise

User Actiity

User Audit

Track user activity across multiple workloads in an instant

splunk: App: Microsoft 365 App

M365»  AmreADv  Exchangev  SharePoint

M365 User Audit

User D

ben.sunderland@datatoeverythir | Last 24 hours.

Activity Timeline - (Last 24 hours)

Acivtyv  Helpv  Find

OneDrive>  Microsoft Tean PowerBl  Securlty & Complance Centerv  Help~

] Microsoft 365 App for Splunk

Edit | | Expon v

04/16/202 04/16/2020 04/16/2020

MicrosoftTeams
AzureActiveDirec.
OneDrve
Sharepoint
Exchange

Project

OneDrive
Audit Activity logs

+ Active users

- Data transfer volumes

«  Geo-based activity

« Duplicate file uploads

+ Items shared with external
users

OneDrive File Investigator

TebAdded
UserLoggedin
FlleAccessed
FileAccossedExten
FlleSyncUploadedt
TabUpdated
FlleModifiedExtenc
SonDelete
TimesheetAccesse

FilePreviewed

splunk > tun s oo sone

) vicroson 365 Aop forSpuk
OneDrive Overview

Unlosds { Dowrionds - Uniaue User Court

Splunk> i dsainio sons

Exchange Online
Audit Activity logs

Mailbox Logins

« Exchange operation activity

« Mailbox permission changes

+  On-Prem to M365 mailbox
migrations

+ Bot and Connector details

Note
*  M365 Add-on does not ingest
message tracking logs

* These are ingested separately using
Microsoft Office 365 Reporting Add-
on for Splunk

PowerBlI
Audit Activity logs

Exchange Overview

Mo

Austratia

Power Bl Overview

+ Active users

« Dashboard activity

« Dataset activity

- Dataset creations

« Externally shared reports

[T ———

SPlUNK > wn s vt sone

1 viroson 365 A o Spunk

n 1 splnk

SPIUNK S tur s o on
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A

Microsoft Azure

=

LA

Azure AD ) ; )
™

Audit.G I T |/t « Time trigged to run \
= Fetch data from 0365 API
[ = Dumps into Sentinel workspace| 6
i (
(i

@ Log Analytics
W — . App Registration Workspace
g iviti + APl Authentication and ’
a - L + USEr.adIUIFI?sI Burtharization
admin activities

/f If you have more than 14 days worth of Teams data change this value

e
R /f If you want to look at users further back than the last day change this value

let lookback_data = 1d;

O Current time BT L) a5
- - TeamsData

| where TimeGenerated > ago(data_date)

u Office 365 Management AFis

Microsoft

g

) Office 365

Read Log Contents
Read Log Content

Create app registration

RGngter API Su bscrlptlon = | where Operation =~ "MemberAdded" or Operation =~ "TeamsSessionStarted"
// Extract the correct UPN and parse our external organization domain
Deploy IOg|C app | extend UPN = iifOperation == "MemberAdded", tostring(parse json(Members)[0].UPN), UserId)
| extend Organization = tostring(split(splittUPN, “_")[1], "#")[0])

| where isnotempiyOrganization

| summarize by Organization);

Parse data

: TeamsData
Wr|te query 4} Parse JSON | where TimeGenerated > ago(lookback_data)
| where Operation =~ "MemberAdded"
| extend UPN = tostring(parse json(Members)[0].UPN)
51 UnderStand query | extend Organization = tostring(split(splittUPN, “_")[1], "#")[0])

| where isnotempty(Organization)
| where Organization !in (known_orgs)
/{ Uncomment the following line to map query entities is you plan to use this as a detection query

/f| extend timestamp = TimeGenerated, AccountCustomEntity = UPN
splunk> @m

5.2 Write another query...

= Send Data (
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splunk App: Microsoft 365 App for Splunk ~ Ryan Lait*  Messages » Settings * Activity = Help = Find
e a m S M365~ Azure AD = Exchange = SharePoint~ OneDrive » Microsoft Teams = Power Bl » t mplia 2 P I:l Microsoft 365 App for Splunk

Teams Security Monitoring Edit  Export =

The Splunk way 72

External Users Added Observed External Domains Tenms Deleted

External Users Added

Users added from external organisations

Timestamp % External User % Added To # ftem Name % Added By + External Domain %
2020-04-16T0:35: 80 c.mowat@ugheal theare. org. au Team PACE Diabetes alison. cunnington@datatoeverything. io ughealthcare.org.au

() EXte rn a I u Se rS a d d ed 2020-04-16T0Q: 27:58 adb52@hotmail . com Team Splunk Demo
2020-04-16T09:24:02 lee. bakerécisco. con Technalogy Services Transition Project
2020-4-16T09:23:59 adbs2ehotmail. com splunk Demo

]

[ S h 0 rt_l Ived exte rn al 2028-B4-16T09:18:57 peter solomon@cisco. com Technology Services Transition Project cisco.

2020-04-16T09:11:55 gabriellebarwellégnail . com Family d gnail.com
aCCOu ntS 2020-04-16T00:10:58 susannarhoffmann@gnail . con Splunk Demo gmail.com

2020-04-16T0@: 10:54 declan. real@hotmail. com Integrated Live Run peter.hoskins@datatoeverything. io

2020-04-16T0Q:98:56 oelkalla@microsoft. com SQL 2813 PoC

. .
» Bot & Connector activit - : -
2028-04-16T00 :90: 57 craig.knight-dawson@brennanit. com. au Technology Services Transition Project mickey.perre@datatoeverything. io

9 10 Nexts

e Team ownershi pa ctivi ty T

External accounts added and removed in within 24 hours

External Account = Team/Channel 3 Added & Removad From = Internal User Added 3 Removed = Mins between Add/Remove =

.
L4 I eal I I d e | etl On S a n d mish.wartski@gmail.com Splunk Demo 84/15/2828 17:59:11 84/15/2028 18:90:13

cabtouch@aanet . com Fun Commi ttee 84/15/29370 19:35:23 04/15/2029 19:59:24

g .
I I IOd Ifl Catlo n S steve.otto@felonsbrewingco.com.au Contractor's Heeting tim. smotédatatoe thing.io 04/16/2020 04:10:15 04/16/2020 04:56:22

. .
 Aligned to Mitre ATT&CK!
.
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|
I c I os o splunk App: Microsoft 365 App for Splunk ~ Ryan Lait * Messages * Settings « Activity = Help = Find

M365 Azure AD ¥ Exchange v SharePoint » OneDrive v Microsoft Teams v Power Bl ¥ Security & Compliance Center v Help u Microsoft 365 App for Splunk
I e a m s Call Record Forensics Eaitl] DEmertiny [
_time = Partipants % Organizer % Tenant ID = Source IP Connection Type % Duration % Platform % Product Family #
2020-88-13 13:34:17.929 External user SEPTEMBER Gavin 122.189.228.195 2 mins windows skypeForBusiness
SEFTEMBER Gavin
CaII Record 2020-@8-13 13:30:@6.907 External user KAN Jessica T7448469d-8ba5-44d4-ad3c-8d7ff6fb558d 203.8.131.212 unknown skypeForBusiness
KAN Jessica

m
Forens‘cs 2020-88-13 13:30:06.907  External user KAN Jessica 7448469d-Bbas-44d4-ad3c-8d77f6fbs5ed ELERRELIFAP) wired windows skypeForBusiness
KAN Jessica

2020-88-13 13:23:44.103 BYRD Ben WAKE Chris 203.8.131.216 wired windows
WAKE Chris

2020-08-13 13:23:52.840 LARKIN Andrew LARKIN Andrew 138.217.37.196 wired windows
SWAIN Randall

 External user calls

« Device analysis

New Caledonia

« Participant locations

Australia

 User-based analysis of
activity Rttt

Auckland

New Zealand

Microsoft Teams Add-on
for Splunk

* * * * * 1rating ) Splunk Applnspect Passed

S

2{9__}%
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Don’t Forget!

conf.splunk.com

Ccona |
SEC1297 - Down in the Weeds, Up in the Cloud: Splunking Your Azure and Office 365

Industries: Not industry specific

; Products: Splunk Enterprise, Splunk Cloud, Splunk Enterprise Security
All Skill Levels

Session Video Session Slides
SEC1059C - Down in the Weeds, Up in the Cloud: Security

Ryan Lait, Senior Sales Engineer, Splunk

Ryan Lait, Senior Sales Engineer, Splunk

FN1328 - Show and Tell: Prescrlptl\re Use Cases for Azure and Office 365

IT1433 - Down in the Weeds, Up in the Cloud: IT Ops

Industries: Mot industry specific

Products: Splunk Enterprise, Splunk Enterprise Security, Splunk Machine Learning Toolkit
Industries: Not industry specific

Products: Splunk Enterprise, Splunk Cloud, Splunk IT Service Intelligence Session Video Session Slides

Session Video Session Slides

Jason Conger, Solution Architect, Splunk

Ry Lait, Senior Sales Engineer, Splunk Ry Lait, Senior Sales Engineer, Splunk

Ceonis ]

SEC1355 - Hunting the Known Unknown: Microsoft Cloud SEC1432 - Down in the Weeds, Up in the Cloud: Security
Industries: Not industry specific . . .

Products: Splunk Enterprise, Splunk Enterprise Security Industries: Not industry specific

Products: Splunk Enterprise, Splunk Cloud, Splunk Enterprise Security
Session Video Session Slides

Session Video Session Slides

Ryan Kovar, Principal Security Strategist, Splunk Splunk> m
Steve Brant, Senior Security Strategist, Splunk Ry Lait, Senior Sales Engineer, Splunk




Available Regions
Compute Services
App Hosting
Serverless Computing
Container Support
Scaling Options
Object Storage

Block Storage

Content Delivery Network
(CDN)

AAzu re

‘ Azure Regions

E Virtual Machines

‘ @ Azure Cloud Services

(’} Azure Functions

= -

b
-T-!lf!..i Azure Container Service

n Azure Autoscale
‘ Azure Blob Storage

E’; Azure Managed Storage

‘ - Azure CDN

‘ * Amazon Simple Storage (53)

. Amazon Elastic Block Storage

‘ Elastic Compute Cloud (EC2)

‘ : Amazon Elastic Beanstalk

A

‘ B‘; EC2 Container Service

e

™
we

aws

AWS Regions and Zones

AWS Lambda

Auto Scaling

Amazon CloudFront

000008

9 © 2020 SPLUNK INC.

Gooale Cloud Platform

o

\

Google Compute
Regions & Zones

Compute Engine
Google App Engine
Google Cloud Functions
Container Engine
Autoscaler
Cloud Storage
Persistent Disk

Cloud CDN

splunk> EIE)
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Pre-Built Add-ons for Microsoft Azure

— :Il?'““" ‘:tdg;"":‘" o Microsoft Azure e R
s:\:;:; ou Add on for Splunk -'ﬂ}j Gf;’;eh SSOHIee
Splunk Supported Community Supported Azure Topology
splunkbase.splunk.com/app/3110/ splunkbase.splunk.com/app/3757/ 040
O Azure Storage Azure AD Sign-Ins 'I/Vi Azure Metrics <4, - Azure Virtual
Table - Network
g\ﬁ)ubre Storage Azure AD Users [*] ézl:]ierecurlty g Azure Compute
_ Azure Azure Billing &
ﬁl Azure Audit Azure AD Audit Subscriptions $  Consumption
‘ Azure Resource —— Azure Reservation
> Azure Resources o, AU EvERD ke [ ]Groups Iﬁ“ Recommendation

splunk> m


https://splunkbase.splunk.com/app/3110/
https://splunkbase.splunk.com/app/3757/
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Azure AD App Registration Permission Configuration

Granular permission requirements for each input

Add-on Input Splunk Sourcetype APl Name Permission Type Permissions
Microsoft Azure Add-on for | Microsoft Azure
Splunk Active Directory azure:aad:signin
Sign-ins
Microsoft Azure
Active Directory azure:aad:user
Users
Microsoft Azure
Active Directory azure:aad:audit _ _
Audit
Azure Event Hub azure:eventhub _- Shared Access Policy Connection String
Azure Metrics azure:metrics | I T

https://docs.google.com/spreadsheets/d/1zI8qgGIEJ1KOKAGYSrYahigYJzrShTssmKtylf6d9y9U

splunk> EIE)
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18/08/2020 {"records":[{"time":"2020-88-17T22:00:26.2171308Z", "systemId": "2cf332bc-4405-4663-80Tc-2ea5b2b85188" , "macAddress": "OBOD3AEGTBE

08:00:26.217 9", "category": "NetworkSecurityGroupFlowEvent", "resourceld":"/SUBSCRIPTIONS/1213B189-13FF-42FE-B378-DF6DA421BCE1/RESOURCEGROUPS/
u I e BOTS/PROVIDERS/MICROSOFT . NETWORK /NETWORKSECURITYGROUPS/RY-WIN1@-NSG", "operationName" : "NetworkSecurityGroupFlowEvents", "properti
es":{"Version":2,"flows":[{"rule": "DefaultRule_AllowInternetQutBound", "flows":[{"mac": "@@AD3IAEQTBES", "flowTuples": ["1597781563,

10.0.0.4,52.154.152.135,54013,443,T,0,A,B,,,, ", "1597701567,10.0.0.4,13.77.52.27,53998, 443,T,0,A,E, 2, 108,1,54", *1597701573, 10.0.
0.4,40.69.216.73,540601,443,T,0,A,E,0,0,1,60", "1597701582,10.0.0.4,52.154.152.135,540813,443,T,0,A,E,8,2376,12,8858" , 1597701594,

10.0.0.4,52.154.152.135,54014, 443 T,0,A,B,,,,"131},{"rule": "Defaul tRule_DenyAllInBound", "flows":[{"mac": "Q@0D3AE@TRBES", "flowTup
les":["1597701573,91.229.112.7,18.9.0.4,53242 ,3032,7,1,0,B,,,,","1597701596,179.191.123.46,10.0.0.4,56572,7746,7,1,0,B,,,,","15

97701609,45.129.33.8,10.0.0.4,50797,31559,T,1,0,8,,,," 131}, {"rule": "UserRule_RDP", “flows": [{"mac": "0@BDIAEA7BE9" , "flowTuples":

["1597701568,58.171.243.146,10.0.0.4,53029,3389,T,1,A,B,,,,", "1597701581,193.124.57.60,10.0.0.4,57708, 3389, T,1,A,B,,,,", "159770
1592,185.152.66.161,10.0.0.4,53462,3389,T,1,A,B,,,,", "1597701593,185.141.170.163,10.0.0.4,60416,3389,T,1,A,B,,,,", "1597701594, 6
HOW CUStomerS Currently 1.219.84.129,10.0.0.4,59718,3389,T,I,A,B,,,,"," 1597701598, 40.123.39.82,10.0.0.4, 64835, 3389,T,I,A,B,,,,", "1597701603,37.75.124.7
Splunk NSG ﬂOW |Ogs s,w.a.a.4,31453,3339,T,f,.:,a,,,,","159??61503,185.292.9.ms,m.a.9.4,51415,3389,T,1:ﬁ:a,,,,","159??31568,222.255.38.16,1a.a.a.
4,52797,3389,T,1,A,B,,,,","1597781616,54.171.167.220,10.0.0.4,57815,3389,T,1,A,B,,,,", "1597781618,3.235.1.132,10.0.0.4,57192, 33

89,T,I,A,B,,,," 131311, ("time": "2020-08-17T22:01:26.21947362", "systemId" : "2cf332bc-4405-4663-80f c-2ea5b2b85188" , "macAddress": "0

. . BOD3AEATEBI", "category" : "NetworkSecurityGroupFlowEvent", "resourceld": " /SUBSCRIPTIONS/1213B189-13FF-42FE-B370-DF6DA421BCET/RESOU

1_ Conflgure NSG |Ogg|ng RCEGROUPS /BOTS/PROVIDERS/MICROSOFT . NETWORK /NETWORKSECURITYGROUPS /RY-WIN1@-NSG" , "operationName” : “NetworkSecurityGroupF lowEvent
s","properties":{"Version":2,"flows":[{"rule":"DefaultRule_aAllowInternetOutBound","flows":[{"mac":"BOBD3AE@TBEY", "flowTuples":

["1597701627,10.0.0.4,52.154.152.135,54014,443,T,0,A,E,9,2636,12,8858", "1597701639,10.0.0.4,52.154.152.135, 54016, 443, 7,0, A,

2_ Send ﬂOW |OgS tO Azure B,,,,","1597701657,10.0.0.4,52.154.152.135,54016,443,T,0,A,E, 8,2376,11,8798", "1597701661,10.0.0.4,52.114.128.73,54017,443,T,0,
A,B,,,,","1597701670,10.0.0.4,52.154.152.135,54018, 443, T,0,A,B,,,,", "1597701678,10.0.0.4,52.114.128.73,54017,443,T,0,A,E, 12,133
Storage BIOb 14,12,5485" 13 13, {"rule" : "Defaul tRule_DenyAllInBound", "flows":[{"mac": "0QOD3AEQTEEY", "flowTuples": ["1597701650,208.658.39.220,10.

0.0.4,49703,28068,T,1,0,B,,,,", "1597701654,223.71.167.163,10.0.0.4,24674,5986,T,1,0,B,,,,", "1597701655,195.54.160.155,10.0.0.4,
50036,8148,T,1,0,B,,,,","1597701671,117.206.95.97,10.0.0.4,10836,23,7,1,D,B,,,,","1597781671,51.229.112.5,10.0.0. 4, 53085, 4596, T,

3. Conﬂgure MS Cloud Services 1,0,B,,,,"1373,{"rule": "UserRule_RDP", "flows": [{"mac": "DOAD3IAEQTBEY" , "FlowTuples": ["1597701625,77.68.111.36,10.0.0.4, 56609, 338
. 9,7,1,A,B,,,,","1597701631,46.250.220.75,10.0.0. 4,62208,3389,T,1,A,B, ,, , ", "1597701634,52.205.101.178,10.0.0.4,63855,3389,T,1, A,
Add-on to |ngeSt Storage blob B,,,,","1597701640,144.76.113.220,10.0.0.4,50661,3389,T,T,A,B, ,, ", "1597701648,195.54. 161.136,10.0.0.4,7391,3389,T, T, A,

data B,,,,","1597701645,217.198.124.44,10.0.0.4,63207,3389,T,1,A,B,,,,","1597701647,178.128.172.212,10.0.0.4,61332,3389,T, I, A,
B,,,,","1597701661,177.94.223.213,10.0.0.4,65379,3389,T,I,A,B,,,,","1597701665,210.9.146.198,10.0.0.4,54183,3389,T,1,A,
B,,,,","1597701672,40.122.165.7,10.0.0.4,55519,3389,T,1,A,B,,,,", "1597701674,212.180.225.243,10.0.0.4,23088,3389,T,1,A,
Bysss
B

", "1597781678,185.141.170.163,10.0.0.4,60959,3389,T,1,A,B,,,,", "1597701680,82.223.52.192,10.0.0.4,65335,3385,T,1,A,
.y, ", "1597701681,58.171.243.146,10.0.0.4,55380,3389,T,1,A,B,,,," 131313}, {"time": "2020-08-17T22:02: 26.22434912" , "systemId": "2c

4. Use complex props/transforms

to pu” apart ﬂOW tuples f33Zbc-4405-4663-80fc-2ea5b2b&5188", "macAddress" : "00OD3AEATBEY", "category" : "NetworkSecurityGroupFlowEvent", "resourceId":"/SUBSC

RIPTIONS/1213B189-13FF-42FE-B370-DF6DA421BCE1/RESOURCEGROUPS/BOTS/PROVIDERS/MICROSOFT . NETWORK /NETWORKSECURITYGROUPS/RY-WIN1@-NS
G", "operationName": "NetworkSecurityGroupFlowEvents", "properties":{"Version":2,"flows":[{"rule": "DefaultRule_AllowInternetOutBou
nd","flows":[{"mac": "@@BD3AERTBRY", "flowTuples":["1597701687,10.0.0.4,52.154.152.135,54018, 443, T,0,A,E,7,2322,11,8798", "1597701
701.,10.0.8.4,13.67.143.117,54019, 443 T 0, A B, .. " "1597701703,10.0.8.4,13.77.52.27 54020, 443, T 0, A,B, . ", "1597781720.10.0.0.4,

splunk> EIE)
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% rySplunk / AzureNetworkWatcherNSGFlowLogsConnector

forked from microsoft/AzureMetworkWatcherNSGFlowLogsConnector

Azu r e N S G <> Code i1 Pull requests (¥) Actions [T Projects [0 wiki () Security |~ Insights 1 Settings

¥ master ~ ¥ 3branches ) 0tags Go to file Add file ~

F I OW I o g s This branch is 3 commits ahead of microsoft:master. I Pull request + Compare

. rySplunk Update azureDeploy.json - 6276dc3 21daysago YY) 28 commits

How you SHOULD Splunk .

NwNsgProject Update azureDeploy.json 21days ago
N S G fl ow I og s ! [ .gitignore Refactor outputs (microsoft#4) 2 years ago
[M LICENSE Initial commit 3 years ago
1 CO nfl g u re N SG |Ogg I n g M NwNsgProject.sin Revert "perf testing adjustments." 2 years ago
M README.md Updates 21days ago
2. Send flow logs to Azure .
i ime Event

»

Storage Blob

31/07/2020 { -]

15:07:58.708 category: NetworkSecurityGroupFlowEvent
destinationAddress: 10.0.0.4
destinationPort: 3389

3. Deploy Azure function app - 1
. . . r . deviceAction: A
CIICk Vla GltHUb > (:a Depk,y o Azure deviceDirection: I

flowState: B
mac: BBBDIAEBTBES

4' Send to Azure Event HUb Or :.::iT:ii:::!::;:s:;z:ii;::Zur'ityGr'oupFlowEvents
directly to Splunk using HEC

resourceld: /SUBSCRIPTIOMS/1213B189-13FF-42FE-B370-
DFEDA421BCE1 /RESOURCEGROUPS /BOTS/PROVIDERS/MICROSOFT . NETWORK /NETWORKSECURITYGROUPS/RY-WIN18-NSG
sourceAddress: 193.93.62.44
sourcePort: 60131
startTime: 1596172873
time: 2028-07-31705:07:58. 70840192

splunk> EIE)
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Microsoft Azure
App for Splunk

splunkbase.splunk.com/app/4882

splunk App: Microsoft Azure Splunk Ryan Lait = Messages ¥  Settings ¥  Activity v  Help v Find

Overview > Active Directory ~ Resources » Security » Billing = Help~ Search dlh Microsoft Azure App for Splunk

MICROSOFT AZURE - USAGE OVERVIEW spIunk

Insights

User auditing 2 1 1 31 6 0

UNATTACHED DISKS STOPPED VM'S RESERVATION RECOMMENDATIONS SECURITY ALERTS SECURITY RECOMMENDATIONS AZURE HEALTH ALERTS

v

Subscription tracking

Resource monitoring 446 21/ 27 B oy TR M o

1\ Ottawa Mor
@ o

ACTION WRITE DELETE . SOUTH. WISCONSIN | Toronto
DREGON IDAHO Lt MICHIGAN) n

WYOMING ¢ J ) NEW.YORKE

Performance metrics e I

ILLINOIS OHIG PENN i
NEVA United States INDIANA - Philadel
300 UTAH COLORADO 2 . WEST gNJ
" . . San Francisco st KANSAS  qis850URI VIRGI NI
Security Center insights o i
CALIFORNIA g
200 Olas.vegas OKLAHOMA TENNESSEEREET NORTHES
. Los Angeles oo ARKANSAS S & o
o ARIZON o n SOUTH
| NEW MEXICO Dallas MISSISSIPR N
. . . 100 . 1 SanDiegoo —x G ALABAMA
. = e TEXAS GEORGIA
illing & usage analytics | _ e e
e B Ll ] e Y sy s e ) e e %, N 2
&, N
g‘lg;ojm 20 Mon Jul 27 Mon Aug 3 Mon Aug 10 ,r% \ Eon
5
. . -1 Gulf of
ala onpoardin uiaes . e
_ Mexico

splunk> EIE)
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| hank You

Please provide feedback via the
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Microsoft 365




Connecting the Dots

3 simple steps to be up and running in a matter of minutes

2
0-
0-
0-
Azure AD App Splunk Add-on for
Registration Microsoft 365
Give Splunk permission GUI wizard to collect
to access M365 API data from M365

222222222222222

Microsoft 365 App
for Splunk

Dashboards & Pre-built
Splunk content

splunk> EIE)




Azure Active
Directory

V2444

Geo-based login
tracking

Login failure details
Suspicious login
activity

Non-existent account
login attempts

splunk>enterprise

M365 Azure AD - Exchange = SharePoint »

Login Activity

Login Failures

Japan
South Korea

Thailand

Indonesia Papua New
uines

Indian

2an Ausiralia

Geographical Improbable Access

Users logging in at two different locations where it's not likely p

Userld = Day =

kelcie.bourne@datatoeverything.io  04/16/2020

Non-Existent Accounts - Login Attempts

Country = Logon Error =
Brazil UserAccountMotFound
China UserAccountMotFound

App: Microsoft 365 App for Splunk «

Microsoft Teams =

ible to travel bety

Time Difference (H) #

12643@datatoeverything. io
info@datatoeverything.io

info@datatoeverything. io

Ryan Lait v Messages v Settings » Activity v Help = Find

Security & Compliance Center v Help~ 0 Microsoft 365 App for Splunk

Edit Export ~

Login Failures

_time = User LogonError & ClientIP s

United
States

United
States

United
States

United
States

United
States

«Prev 1 3 4 5 6 7 B 9 10 Nexta

in the time specified
Original Location = Original Source IP % Second Location = Last Source IP

Ahmedabad, India, Gujarat 1086.213.194.252 Brisbane, Australia, Queensland 106.213.194.252

58.96.43.3 58.96.43.3

«Prev 1 2 3 4 6 7 8 9 10 Next»

Multiple User Logins from Same IP Address

Source IP & Unigue Users +  Offending Country &

2087.246.78.38 United States

58.96.43.3 Australia

«Prev 1 3 4 Nexta

Splunk S turn data into doing

AN U . N . N N N N N



User Audit

Track user activity across multiple workloads in an instant

splunk App: Microsoft 365 App for Splunk « Ryan Lait = Messages » Settings » Activity = Help = Find

M365~ Azure AD Exchange = SharePoint OneDrive » Microsoft Teams » Power Bl Security & Compliance Center = Help = u Microsoft 365 App for Splunk

M365 User Audit Edit  Export v

User ID

ben.sunderland@datatoeverythir Last 24 hours

Activity Timeline - (Last 24 hours)

04/16/2020 04/16/2020 04/16/2020 04/16/2020 04/17/2020 04/17/2020 04/17f2020

MicrosoftTeams TabAdded

UserLoggedin
AzureActiveDirec...

FileAccessed
OneDrive

FileAccessedExten

FileSyncUploadedf

Exchange TabUpdated

SharePoint

Project ( FileModifiedExtenc
SoftDelete
TimesheetAccesse

FilePreviewed

© 2020 SPLUNK INC.

splunk> m
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App: Microsoft 365 App for Splunk » Ryan Lait v Messages Settings v Activity v Help = Find

| | N
E XC h a n g e O n I I n e Azure AD = Exchange » SharePoint OneDrive = Microsoft Teams~ Power Bl = Security & Compliance Center = Help u Microsoft 365 App for Splunk
Audit Activity logs

Exchange Overview Edit  Export v

Mailbox Logins Unique users by operation performed

ﬁdd -MailboxPermission
Add-RecipientPermission

VALl NORTHERN Coral Sea Create
il d HardDelete

(] MaiIbOX Log i nS RIS MailltemsAccessed

MailboxLogin
Australia ModifyFolderPermissions

- Exchange operation activity - e MoueTobeledrens
Remnve—l\a‘li?ratio Batch

Remove-UnifiedGroup

- Mailbox permission changes . i st —

Se
H Newcastle Set-HostedCo ntesn:E ttzll\ﬁg IrIRb':)

- On-Prem to M365 mailbox e * A, softelere =

SupervisoryReviewOLAudit
Update

m ig rations ::: 3 - UpdatelnboxRules
° Bot an d CO nn eCtO r d etal IS Mailbox Permission Modifications

CreationTime = Operation = Object = Parameter = Value % Modified By *

Add-RecipientPermission

Note
* M365 Add-on does not ingest
message tracking logs Mailbox Migrations

* These are ingested separately using :
Microsoft Office 365 Reporting Add-on for

Splunk

I On-Prem to 0365 Migration - (884732

OnPrem to 0365 M. Bridget - 07032018
OnPrem to 0365 ML.ROTHSRVMSG210)
OnPrem to 0365 ML ROTHSRVMSG210)

||
OnPrem to 0365 ML ROTHSRVMSG210)
OnPram to 0365 MiL ROTHSRVMSG210)
OnPrem to 0365 ML ROTHSRVMSG210)
OnPrem to 0365 ML.ROTHSRVMSG210)
OnPrem to 0365 ML ROTHSRVMSG210)
OnPrem to 0365 ML ROTHSRVMSG210)
OnPrem to 0365 ML ROTHSRVMSG210)

OnPrem to 0365 ML. ROTHSRVMSG210)
Fri Apr 10 Sat Apr 11 Sun Apr 12 Mon Apr 13 Tue Apr 14 Wed Apr 15 Thu Apr 16 Fri Apr 17 S EnCE L s

2020 vay

splunk> m



https://splunkbase.splunk.com/app/3720/

et D . . . . ..
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SharePoint Online
Au d It ACtIVIty IOgS splunk App: Microsoft 365 App for Splunk » Ryan Lait = Messages * Settings - Activity Help = Find

M365 ~ Azure AD ~ Exchange SharePoint * OneDrive ¥ Microsoft Teams ~ Power Bl = Security & Compliance Center v Help~ IJ Microsoft 365 App for Splunk

SharePoint Overview Edit  Export v

VAL 222l de
Last 24 hours

- Active users

Active Users

- Site creations \l
- Top sites / pages 37933

. s c ~
- Access activity "
SharePoint Sites Top Page
- Item audit

21

° G eOg ra p h | Ca I https://datatoeverything.sharepoint.com/sites/SplunkEnterprise
0—\_\.
dCCess

Top Sites User Activity

Saudi Arabia ® india

Site # Page Hits ¥ Total Users = Thalland

Lol Ml Niger Sudan

h B Chad P
Phantom = : .
g P L] Ethiopla—  |atitucle: FIT35°N e
- I itude: 103°5120"E 1
SplunkEnterprise = AT enya Jng? " e 5 ® |pmeeed }
S Sers: Indonesia Pasnﬂﬁqsfw
UAT_Intranet Angola rm———il

Hamitia = Madagascar Indian X
AbovesplunkAssetManagementProgrami7 Botswana Ocean Australia .

HRRemunerationContracts South Africa

f———————

splunk> m




splunk::= enterprise App: Microsoft 365 App for Splunk * Ryan Lait = Messages Settings v Activity = Help Find

M365 Azure AD v Exchange SharePoint v OneDrive v Microsoft Teams v Power Bl v Security & Compliance Center v Help »

u Microsoft 365 App for Splunk

O n e D ri Ve OneDrive Overview Edit  Export v
Audit Activity logs

465

Compared to last week
V{2444

. - ~
- Active users

Uploads / Downloads - Unique User Count OneDrive Activity by Location
Data transfer volumes

Saudi Arabia

Geo-based activity

Nigeria Ethiopia

@ 2 gl ~
Duplicate file uploads e

Papua New
Guines

external users -

Duplicate File Uploads

South Africa

r T T T T T T T 2" Batswers Madagascar |_I'| dian
| h d . h Fri Apr 10 Sat Apr 11 SunApri2  MonApr1i3 TueApri4  WedApris ThuApri6  FriApri7 50 giget-n) Ocean Australia
2020 antic
tems shared wit .

New
Zealand

File Mame File Size &

Items Shared with External Users

OneDrive File Investigator

Location
Select Field

E Source User & Target User %
Brisbane Writing Session.pptx Last 24 hours

File Name

File Name

Matching File Names

File Name = File Path * Client IP Operation + User Agent

splunk> m



Microsoft Teams
Usage, Adoption,
Auditing

SIS0/

- Active users

- Team creations /
edits

- External user activity

- Device type info

- Bot and Connector
details

- Meeting and call
data

- Chat message
details

© 2020 SPLUNK INC.

splunk App: Microsoft 365 App for Splunk « Ryan Lait = Messages Settings * Activity « Help = Find

M365 Azure AD * Exchange = SharePoint > OneDrive» Microsoft Teams » Power Bl» Security & Compliance Center~ Help = IJ Microsoft 365 App for Splunk

mcj MICROSOFT TEAMS: OVERVIEW splunk>

Users & Teams

99 b 17 4

Da II:.-I Users Teams Created this Week Bots / Add-Ons Added this week

~~ " | ~

External Users

39 i

External Users Added

gmail.com

Extarnal Domain Users: 21

<

Sessions by Device Type

100 —

75

Unique Users

Last 24 hours

android
ios
unknown
web

windows

[ ] Unigue Users

12:00 % 0000
FriApr10 SatApr1l  Sun Apri2 Mon Apri13 Tue Apri14  Wed Apri15 Thu Apr16  FriApri7 Thu Apr 16 Fri Apr 17
2020 2020

_time

splunk> €Iz



PowerBI
Audit Activity logs

V{2444

- Active users

- Dashboard activity

- Dataset activity

- Dataset creations

- Externally shared
reports

splunk: > App: Microsoft 365

M3E5 - Azure AD > Exchange

Power Bl Overview

Active Users

32

Users Viewing Dashboards

Dataset Creations

WorkSpaceName %

Externally Shared Reports

_time =

2020-04-09 03:22:10

App for Splunk =

SharePoint v OneDrive v Microsoft Teams v Power Bl »

3

Users Creating Dashboards

Userld =

Userld &

mickey.perre@datatoeverything.io

Ryan Lait v

Security & Compliance Center v

Recipient &

bgistefroth.ly

Messages v

© 2020 SPLUNK INC.

Settings v Activity v Help = Find

Help v u Microsoft 365 App for Splunk

Edit Export =

1

Datasets Created

DatasetName =

Dataset

For correlation in Splunk

splunk> m



N\

Getting Started

Vi eddd 4

* Full step-by-step
documentation

« Creating an Azure App
registration

« Configuring the Splunk
Add-on for Microsoft 365

splunk>e

M365+ Azure AD v

Setup Guide

Exchange v

App: Microsoft 365 App for Splunk ~

SharePoint v OneDrive v

Microsoft Teams

Ryan Lait v

Power Bl v

Security & Compliance Center v Help »

Messages v

© 2020 SPLUNK INC.

Settings v Activity v Help = Find

a Microsoft 365 App for Splunk

Edit Export v

To allow Splunk to query the Office 365 Management APl's, an Azure app registration needs to be created to allow Splunk to securely communicate to Office 365.

1

2: Select Azure Active Directory from the menu:

Create a resource
Home

¥ Dashboard
All services

* FAVORITES

‘- Azure Active Directory

All resources

4: Enter Name of tenant

B: Select 0365 Endpoint (usually "Worldwide")
6: Enter Tenant ID of Azure tenant

7: Enter Client ID of Azure app registration

8: Enter Client secret of Azure app registration
9: Select Add

Add Tenant

Name I Q365

Endpoint Voridwide

Tenant ID

225e05a1-5914-4688-a404

Client ID I e30f549b-294a-44e1-984d-

28: Confirm data is being ingested by running the following search:

Client Secret I ................................

0365 Events

Cancel

index #
m365

m365

sourcetype =
0365:management:activity
0365: service:message

0365: service:status

11: Select Add Input
12: Select Management Activity

> Splunk Add-on for Microsoft Office 365

Management Activity

Service Status

Semnvice Message

count ¥

splunk> m
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splunk>enterprise App: Microsoft 365 App for Splunk * € Ryanlasitv Messages~  Settings >  Activityv Help Find Q

M365~ Azure AD » Exchange » SharePoint » OneDrive » Microsoft Teams » Power Bl ~ Security & Compliance Center~ Help~ a Microsoft 365 App for Splunk

A|er‘|35 OVEWiew Show Filters Edit Export = -

Alerts over Time Alerts by User

80 Danlel.Carneiro@datatoeverything.io
— Dean. Maﬂen@daumz\fggmlng o

Deandra.Subramaniam

— Emmanuel. lamevervthing o

—Garry-Adams@datatoeverythin i
Gregory. Dlxon@datatoevemhmg o ““‘__‘__1

Luke.Chetcuti@datatoeverything.io ——_..h__‘_;________
nything.lo

e Matt.Rosamdidatatoeve

— Sue. Wluk@dammervmmg.io
Thomas.Streatfield@datatoeverything.io

= Warren.Rasmussen@datatoeverything.io Creation of forwarding/redirect rule

I High amanda.lugton@datatoeverything.io

——

Low

Medium dean. jackson@datatoeverything.io
- jumW
—-john:stoner@datatoeveryt io

Jjohnny. mlrza@datatnevery‘thlng io
ryan.lait@datatoeverything.io

] Mass download
Fri Apr 10 Sat Apr 11 Sun Apr12  MonApr13  TueApr1d  Wed Apr15  ThuApr16  Fri Apr 17 — dean.moreton@datatoeverything.io
2020 == marty.przybylak@datatoeverything.io ~ Emall sending limit exceeded ™
_tima —splunk@datatoeverything.io __
~—jody.cook@datatoeverything:io Suspicious-email sending patterns-detected
Alert Details
Severity = Status Comments AlertType

_time - s email = Name = e Category = = Data =
2020-04-16 19:25:27 Medium Active  andrew.black@datatoeverything.io Mass download New alert ThreatManagement System {"ts":"2019-82-07 @9:25:27Z","te":"2019-02-07 -

Additional risks in this user session: This usi
(pdf).","f3u": "andrew.black@datatoeverything. i
id=eq{5adcbabac@bcl 2a35ch97be?, )", "mat™ : "HCAS_,

2920-04-13 89:18:20 Medium Active  splunk@datatoeverything.io Email sending limit New alert ThreatManagement  System {"f3u":"splunk@datatoeverything.io","ev": "splui
exceeded Messagetraceld=1cd6eef5-efc7-48d5-daac-@8d7cee!

12723:18:20.0000000Z", "op": "EmailSendingLimitE:
B8ed8c94b2676", "cid": "2ccd4934-4d16-420b-bde8-T7.
V1.2.2.8","lon": "EmailSendinglLimitExceeded", "al

splunk> EEIEN



Go mobile!
Splunk Mobile + SplunkTV

< Microsoft 365:...age & Adoption  v¢ [N

Security Alerts
Last updated 15s ago

c v

36

Compared to last week

/o\.————o———-'\o————“\.

Last 7 days C
Last updated 15s ago

OneDrive
® SharePoint
Exchange

MicrosoftTeams

splunk> tv

Active Users

Last updated just now

Failed Logins

Last updated just now

688 1;7 230 -3:)3

Compared to last week Compared to yesterday

Last 7 days

Last updated just now

6:20 am 8:13 pm 10:06 am 12:00 am 1:53 pm 3:46 am

M365 Workload Status

Last updated

TIME WORKLOAD STATUS

2020-04-17 15:56:36
2020-04-17 15:56:36
2020-04-17 15:56:36
2020-04-17 15:56:36

Exchange Online ServiceDegradation
Skype for Business  (SeiviceDegradation
ServiceDegradation

SharePoint Online ServiceDegradation

Microsoft Teams

splunk> tv

field1: Last 24 Hours

Alerts over Time

Last updated just now

Microsoft 365: Usage & Adoption

2020 SPLUNK INC.

3:59 pm X

M365 Service Degradations

Last updated just now

Security Alerts

Last updated just now

35

Compared to last week

5:40 pm 11:20 am 1:13am

Select a Service to view ticket information

Last updated just now

TIME WORKLOAD STATUS FEATURE FEATURE STATUS
202...56:36 Exch...Online Servic...adation ['Ne...aill] [Normal...service]

202...56:36 Skyp...siness Semvic...adation ['Au...ast] [Normal...service']

Alerts Overview

High

A Aﬂ MM

4:53 pm 7:40 pm 10:26 pm

4:00 am 6:46 am 12:20 pm

splunk>




© 2020 SPLUNK INC.

Microsoft Azure




Available Regions
Compute Services
App Hosting
Serverless Computing
Container Support
Scaling Options
Object Storage

Block Storage

Content Delivery Network
(CDN)

AAzu re

‘ Azure Regions

(2] Virtual Machines

‘ @ Azure Cloud Services
&>

- =i

b
» f!..i Azure Container Service

= LY

‘ Azure Blob Storage

E’; Azure Managed Storage

Azure Functions

Azure Autoscale

Azure CDN

aws

AWS Regions and Zones
* Elastic Compute Cloud (EC2)

: Amazon Elastic Beanstalk

[
sfe
* Amazon Simple Storage (S3)

i Amazon Elastic Block Storage

AWS Lambda

EC2 Container Service

Auto Scaling

s
e

Amazon CloudFront

© 2020 SPLUNK INC.

Goodgle Cloud Platform

o
\

000008

Google Compute
Regions & Zones

Compute Engine
Google App Engine
Google Cloud Functions
Container Engine
Autoscaler
Cloud Storage
Persistent Disk

Cloud CDN

splunk> EIE)
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AAzu re \aWS,, 9

Google Cloud Platform
SQL Database Options % Azure SQL Database . Amazon RDS @ Cloud SQL
-
NoSQL Database Options ‘ {} Azure DocumentDB ‘ . AWS DynamoDB ‘ e Cloud Datastore
Virtual Network <"' . Azure Virtual Network m Amazon VPC 9 Cloud Virtual Network
Private Connectivity ‘ A Azure Express Route ‘ s AWS Direct Connect ‘ e Cloud Interconnect
DNS Services @ Azure Traffic Manager 1- Amazon Route 53 e Cloud DNS
Log Monitoring ‘ - Azure Operational Insights ‘ ‘ Amazon CloudTrail ‘ e Cloud Logging
Performance Hunil:uring ? Azure Application Insights ! Amazon CloudWatch Q Stackdriver Monitoring

splunk> EIE)



AAzu re

Administration and Security ‘ @ Azure Active Directory

Compliance
Analytics

Automation

Management Services &
Options

MNotifications

Load Balancing

G Azure Trust Center

‘ ~._‘‘,'f.----*--—-"""-'~ Azure Stream Analytics

0@ Azure Automation

‘ E‘H Azure Resource Manager

E Azure MNotifcation Hub
‘ @ Load Balancina for Azure

DEOBDS

dWS

\./‘7

AWS Identity and Access

Management (lAM)

AWS CloudHSM

Amazon Kinesis

AWS Opsworks

Amazon Cloudformation

Amazon Simple
Motification Service

(SNS)

Elastic Load Balancing

© 2020 SPLUNK INC.

D

Goodgle Cloud Platform

© 00000

Cloud Identity and Access

Management (lAM)

Google Cloud
Platform Security

Cloud Dataflow

Compute Engine
Management

Cloud Deployment

Manager

MNone

Cloud Load Balancing

splunk> EIE)
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Pre-Built Add-ons for Microsoft Azure

— :Il?'““" ‘:tdg;"":‘" o Microsoft Azure e R
s:\:;:; ou Add on for Splunk -'ﬂ}j Gf;’;eh SSOHIee
Splunk Supported Community Supported Azure Topology
splunkbase.splunk.com/app/3110/ splunkbase.splunk.com/app/3757/ 040
O Azure Storage Azure AD Sign-Ins 'I/Vi Azure Metrics <4, - Azure Virtual
Table - Network
g\ﬁ)ubre Storage Azure AD Users [*] ézl:]ierecurlty g Azure Compute
_ Azure Azure Billing &
ﬁl Azure Audit Azure AD Audit Subscriptions $  Consumption
‘ Azure Resource —— Azure Reservation
> Azure Resources o, AU EvERD ke [ ]Groups Iﬁ“ Recommendation

splunk> m


https://splunkbase.splunk.com/app/3110/
https://splunkbase.splunk.com/app/3757/

- - 4
.
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Splunk Add-on for Microsoft Ty Y——

addons Microsoft Cloud

Cloud Services Services

Splunk Supported
https://splunkbase.splunk.com/app/3110/ P PP
Inputs (4)
Azure Storage Azure Storage Azure Audit [.0‘ Azure Resource
01

Table Blob

Structured NoSQL data Binary Large OBject storage Management / Control Stateful resource events

storage location for large unstructured data Plane Audit Events _ _

sets. * Virtual Machine

Native logging output for Azure Portal Logins - State: Powered On

Azure resource Native logging destination for o ]

monitoring NSG Flow logs (firewall logs) Resource Modifications * Virtual Network

» Provisioning State: Succeeded

. Windows Event Logs ° Network Interface Card
«  Performance Counters . NSG Flow logs CRUD activities * enable IP Forwarding: False
* Infrastructure Diag Logs « Custom app logging

* Public IP Address
« Allocation Method: Dynamic

splunk> m


https://splunkbase.splunk.com/app/3110/

e,
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Microsoft Azure
ab

Add on for Splunk
Community Supported

Microsoft Azure Add-on for Splunk

https://splunkbase.splunk.com/app/3757/
Inputs (15)

r—
> Azure AD > Azure AD ‘ Azure AD Azure Event Hub
Sign-Ins -7 Users " Audit —
Tenant-level authentication Stateful list of Azure AD Azure AD specific audit Subscribe to an event
data. users and AD attributes. activities. hub stream of information
Captures detailed auth AD Attributes including CRUD-type events for users Scalable method to .
events across all MS cloud applied licences, status. and groups. collect data from multiple
environments. Azure, M365, _ subscriptions, resources
etc. Useful for ES identity Device enrolments, user . | _
framework! creations, etc. Native configuration
MFA Details, interactive OPtIOOS in AZU_re to send
logins, locations, Use agents data like << directly to an
etc. Event Hub and into

Splunk!

splunk> m


https://splunkbase.splunk.com/app/3757/
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Microsoft Azure

Microsoft Azure Add-on for Splunk @ Add on for Splunk

https://splunkbase.splunk.com/app/3757/

~~) Azure Metrics

Performance and availability
metrics of almost everything
in Azure

Hundreds of metrics
available with a simple input
configuration.

Performance metrics of
Azure PaaS services

Inputs (15)

Azure Security
Center

Alerts, Tasks and
recommendation events
from Azure Security Center

Alerts for suspicious activity
on a VM, storage account,
etc.

Tasks to suggest proactive
changes to increase security
postutre

Useful to correlate with other
events already in Splunk.
Don’t reinvent the wheel!

Azure
Subscriptions

List of active subscriptions
inside the specified tenant

A customer can have 1,
dozens, even hundreds of
subscriptions.

Useful to track activities
across subscriptions, billing
info, new, old, unused
subscriptions etc.

Community Supported

<) Azure Resource
s

Groups

Stateful list of
provisioned resource
groups in the specified
subscription

Provides overview of

Resource Group Name,
availability zone, etc.

splunk> m


https://splunkbase.splunk.com/app/3757/

Microsoft Azure Add-on for Splunk -

https://splunkbase.splunk.com/app/3757/

Azure Virtual
Network

T
Stateful list of
provisioned virtual
networks in the specified
subscription

Provides overview of
vnet name, availability
zone, network details, IP
configurations, vnet
peering etc.

Details DDoS protection
and VM protection details

Inputs (15)

Azure
Compute

Stateful compute object events

VM
OS, storage, No power state!

Disk
Size, IOPS, state (attached)

Image
OS image details

Snapshot
Disk snapshot details

VM Instance View
Power state, Agent status, OS
details

¢  Azure Billing &
Consumption

Details billing charges for
individual resources and
services

Meter details and costs
incurred

Does not include any post-

billing discounts. (MSP
arragengements, MEA’s
etc.)

Billing periods to align billing

cycles

© 2020 SPLUNK INC.

Microsoft Azure

Add on for Splunk
Community Supported

. Azure Reservation
Recommendation
Recommendation events

to optimise and lower
Azure running costs.

Cost of running a
standard VM as
compared to running it as
a reserved instance.

Shows cost savings and
benefits.

splunk> m


https://splunkbase.splunk.com/app/3757/
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Microsoft Azure

Microsoft Azure Add-on for Splunk @ add on for Splunk

https://splunkbase.splunk.com/app/3757/ Community Supported

| 1 . Azure Resource

v

~— 2~ Graph

Run queries from a
Splunk input to access
properties returned by
resource without needing
to make individual calls
to each resource
provider.

Advisories

Alerts

Azure platform health
Maintenance
Resource

Security

Inputs (15)

@ Azure Topology @  Azure Topology
O o O (auto) O 0 0 (manual)
Correlated resource details to align resources in a hierarchical fashion.

E.g., a VM inside a resource group, with details of its assigned vnet, storage
account, NSG, OS Disk, etc.

App: Microsoft Azure App for Splunk =

Topology (beta)
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> Il instance 8) v Usage
< 3 > Bl Network Traffic Size Cost - Last Month
> <+ Subnet () v olunk illing
M : 12.73KB 84
=2
: : (-
> Q. Security Group (6) v . T ID: /SUBSCRIPTIONS/1213B189-13FF-42FE-B
>} Networkintertace ® - ;’ DF6DA421BCEVRESOURCEGROUPS/BO
i Name: SPLUNKHFO1
rl'.q
rro—y Instance

Type: a
Account ID: 1213b189-13ff-4 2fe-b370-df6da421bcel m
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Permission Configuration

1 single App Registration for all permissions

APl Permissions IAM Roles

APl / Permissions name Description Billing Reader

Network Contributor

Delegated  Access Azure Service Management as organization users (preview)

Delegated  Read audit log data
Application Read all audit log data
Delegated  Read directory data
Application Read directory data

Application Read your organization’s security events
Security Reader

Delegated  Sign in and read user profile

Application Read all alerts

splunk> m
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