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Forwa rd - During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L o o ki n current expectations and estimates based on factors currently known to us and that actual
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functionality in a future release.
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1. What’s been covered before
.Conf19 BOTS the Missing Link (not required)

2. What was missing
Things | wanted to do

3. Techniques
Data manipulation

4. Visualization options
New stuff

5. Demo
Even more really new stuff
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Investigations Are Fun!

Fraud — Security - IT - and more
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Last Year..... Link Analysis App for Splunk

.Conf19 — SEC1781 BOTS the Missing Link
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But Things Were Missing for Me....

| Want More!

Too many nodes or the diagrams to busy

Biblegateway@e.biblegateway.com
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But Things Are Missing...

| Want More!

Field Limitations — multi-relationship
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But Things Are Missing...

| Want More!

Circles and lines: Boring.....
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But Things Are Missing...

| Want More!

Extensibility and Discovery
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Let’s Address These Issues!

E
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Sample Data

15000+ events

fname middle Iname gender email mmn dob acct_age  salary occupation  ssn phone place county city state zip username  password  status ip_address |ua

Tawanna H Borges F tawanna.bor Downer 8/19/57 6.05 50096 Archivist  303-50-2191 303-508-249 Denver | Denver Denver co BO208 ahhuff 2bG>i@_re* Approve | 38.101.37.1€|Mozilla/5.0 |
Zena p Soukup F zena.soukupl Marchetti 8/30/57 481 111633 Fine Artist  303-50-2192 262-429-803 Summit Lake Langlade  Summit Lake W1 54485 ejhealy 27@0>92[of Approve  75.43.182.55|Mozilla/5.0 [
Lynwood E Vue M lynwood.vue Helmick 8/30/57 12.66 54141 First-Line Su 303-50-2193 215-762-922 Cresson Cambria Cresson PA 16630 wdsuttles  2Grm]IfSr7V Approve 7.59.167.185|Mozillaf5.0
Sharan o Endicott  F sharan.endic Marciano 9/1/57 33.71 65508 Surgeon  303-50-2194 316-328-600 Havana Montgomery Havana KS 67347 ridunford  27Q+SqDdl-| Approve | 7.92.216.201|Mozilla/5.0 (
Gladys G Fell F gladys fell@; Rives 9/12/57 22.15 183725 Internist  303-50-2195 219-938-866 Newberry  Greene Newberry |IN 47449 mtbarringer 200RUzZHY Approve  21.191.177.1|Mczilla/5.0 |
Venetta c Tomlin F venetta.tom| Strand 9/20/57 20.94 83962 Shipping 303-50-2196 210-438-324 Dallas Dallas Dallas ™ 75312 Ipmorrell  2cdm10n*6* Approve  143.144.91.3|Mozilla/5.0 '
Ernesto A Burnside M ernesto.burn Rueda 9/23/57 11.92 52322 Dispatcher 303-50-2197 212-913-480 Plattsburgh  Clinton Plattsburgh |NY 12901 wygroves  25-9mNcN6 Approve  11,181.196.2Mozilla/5.0 [

0 bl [T - 1474 fc B4 A0 AAARTA | FPulmem ek BAD O BAAD I CEA 49T Arlmmen Faclbmm P — ~h EEEE LI T T T N I —— ETFEE ADA AN Rdmailla /T NP

Important fields

» Username (unique) L
Phone

Password

IP_address
Destination account
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What s a Link?

Can it be this simple?

22 0

2\
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Duplicates

Splunk is great with duplicates

Time

> 6/16/18
9:00:00.000 PM

> 6/16/18
9:00:00.000 PM

> 6/1518
9:00:00.000 PM

Event

6/17/2018 0:08,231635, Agustin, F,Bookman,M, cagustin. bookman@gmail. com, Sale,6/16/1981,8.75,81179,Mechanical Door Repairer,432-99-420
B,703-121-2411,Eden, Jerome, Eden,ID, 83325, ¥1slenoir, zf@RRGLET?{$1/*c, Approve,67.196.151.122,M0zi11a/5.8 (Windows NT 6.3; WOWE4; rv:d
1.8) Gecko/201001081 Firefox/41.0

ip_address = 67196151122 password = zf@#RGL5J?($1*c phone = J03-121-2411 username = Xlslenoir

6/17/2018 @:08,211985, Jason,F,S5tickler,M,cjason.stickler@msn. com,Camara,1/2/1971,12.45,156969, Insulation Worker,397-33-0137,703-121
-2226,Comins,Oscoda,Comins ,MI, 48619, Xndskinner, zQ#te JB<mDdwc , Approve,67.196.151.122, "Mozilla/5.8 (Linux; Android 6.@.1; SM-G92@8V Bui
1d/MMB29K)} AppleWebKit/537.36 (KHTML, like Geckeo) Chrome/52.0.2743.98 Mobile Safari/537.37"

ip_address = 67196151122 password = zQ#eJB<mDdwc phone = 703-121-2226 username = Xndskinner

6/16/2018 ©:00,231206,Cleora,R,Trapp,F,ccleora. trapp@gmail. com,Albine,11/20/1995,0.65,46990,Mathematical Science Teacher,177-81-808
7,783-121-1961,Tillamook, Tillamook, Tillamook, OR, 97141, ¥Xcawinger, z¥\FKT{M+jl{¥c,Decline,67.196.151.122, "Mozilla/5.0 (Windows NT 6.2;
WOWE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/39.8.2171.95 Safari/537.36"

ip_address = 67196151122 password = zZXMFKF{M+I{Xc phone = 703-121-1961 username = Xcawinger

How do we detect, count and track duplicates?
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Eventstats

1ndex="newblgdata"
as dupphone by phone

as duplp by 1p_address

total = dupphone+dupip+duppass
total > 3

I
I
| as duppass by password
I
I

username, 1lp_address, password, phone, total, duplp, duppass, dupphone
password, phone

Generates summary statistics from fields in your events
and saves those statistics in a new field.
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SPL Results

| eventstats count as dupip by ip_address

’

?

6/17/18
5:00:00.000 PM

6/1718
5:00:00.000 PM

1. Madia Center PC
@ duppass=1 | dupphone=1 | ip_address = 148.234 241104 | password = hAB2>wYBzkbv | phone = 72+907-267-1838 | username = Ysbmagallanes

tomotive and Watercraft Service Attendant,542-
'Mozilla/5.@ (Windows NT 10.8: Win64: x64)

6/18/2018 ©:00,540982,Corey,0,Crites,M,acorey.crites@bellsouth.net,Michaelson,11/11/15874,1
81-0961,72+480-266-0422, Phoenix,Maricopa, Phoenix, AZ, 85877, Yekengleman, 1-=A=A. uObv, Apprfve, 149,234, 241,104
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.8.2704.79 Safari/537.36 Edge/14.14393"

@ duppass=1 | dupphone=1 | ip_address = 149.234.241104 | password = I->A>A uObv | phone = 72+4B0-266-0422 | username = Yekengleman

| ‘-

Rotary Orill Operator,542-81-8999,724907-267-1838,Holy C
Dzilla/4.8 (compatible; MSIE 6.@; Windows NT 5.1; SV

6/18/2018 0:00,699801,Latina,J,Kato,F,alatina. kato®earthlink.net,Ciming, 12/6/19 - :
ross, Yukon-Koyukuk (CA),Holy Cross,AK,99602,Ysbmagallanes, hAB2>wY8zkbv, Approe, 149,234, 241,104,

username v /
Xrrcard

rrcard

rglilly
Yekengleman

Ysbmagallanes

ip_address * #  password ¥ #  phones s/ totals # dupips / duppasss #  dupphones
149.234.241.104  zw5B3punvic 703-121-35417 1 5 1 I
149.234.241.104 2waB3punyz 218-135-3292 1 5 1 I
149.234.241.104  2m{+22AKf[ 236-948-8036 1 5 1 I
149.234.241.184  1->A>A. uObv T2+480-266-0422 1 5 1 I
149.234.241.184  hABZ>wYBzkbv 72+4907-267-1838 1 5 1 I
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SPL Results

| eventstats count as dupip by ip_address

index="newbigdata"
count as dupphone by phone
count as dupip by ip_address

total = dupphone+dupip+duppass
total > 3

I
I
| count as duppass by password
I
I

username, ip_address, password, phone, total, dupip, duppass, dupphone
password, phone

username » #  Ip_address ®* /  password - /  phone s F 4 total # ~# dupips # duppass » # dupphone v

Arrcard 149.234.241.104 Zw3Bspunyic 703-121-3541 1 3 I 1
rrcard 149.234.241.104 2waB%puny2 218-395-9292 1 5 I 1
rglilly 149.234.241.104  2m{+22AKf[ 236-948-8036 1 5 1 1
Yekengleman 149.234.241.104 1==2A=A, uQbv 712+480-266-0422 7 3 I 1

: , > -267- .
Ysbmagallanes 149.234.241.104  hABZ>wYBzkbv 12+907-267-1838 7 5 1 1 splunk> m



Force Directed With “nodes”
Force Directed App for Splunk

dimaw

username

-
-

ttburroughs
dlnew
abgillis
rrcard
cbkinser

azhatley

ip_address Fd

135.158.2089. 231
33.221.247.1381
33.221.258.211
149.234.241.1084
98.122.94.1141

136.88.228.221

password =

Fd

J21Wantmoney!
21Wantmoney !

21Wantmoney!

2wHBspuny2

2F. 8!1P4/clft.

2g4ghTybw: j

phone =

209-847-5189
217-599-6689
316-563-9530
218-395-9292
316-563-9530

316-563-9530

| ]

total ~ dupip ~

- s
kd w

5 1
5 1
7 1
7 5
5 1
] 2

duppass ~

-
w

3

dupphone ~

-
-

1

© 2020 SPLUNK INC.

abgillls

@ 33221250211
@ 13518 ouEEwUgnS

@ 32212471391
1Wantmoney!

@ z09-847-5189
@ 2175996689

'IIII'E1E§-EHEEFEHSEB

2F BIP4/cU#L
2g4g7h Tyow |
98.122.94.1141
136.88.228.221
azhatley cokinser
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That Was Good, but....

Formatting hard to control and CIRCLES!

zpesd| JAERjE21-2419

Directed Visualization # Format

T03-121-3544

mibowie
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@ oy
angllis O na ZKbv ® 2m(s272K1,
234.241.104 B6-948-2030
[ ] 33.2218021 505,668 @ vsomagatanes
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T03121-2220 @ 15 © rmean
200y @ F=AsAuOby
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Xazhatley
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© aznatiey

21Wantoney!
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TE45i 71901 TEFAD JTEP0E-286-0) Alsl 1671500 SER  J3EE 0-1450 fpar Y-gedi DVE4252-356-6002 703
‘Yogamayberhg

HBI v @ STy 1 AEIE +62#206-352-700
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5
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What Were Others Doing?
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What Were Others Doing?

RBA! and “Network Diagram Viz" App
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Bending the Tool to My Will!

Getting closer

# Network Diagram Viz # Format

ndskireier .

algimare

iéﬂ r&u

97.|9E.|5‘.123
o Islenair
ity ber .
Hgamayberry ivwilme?

ez @

-
mé\\ Valparke Ygamayberry

.
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o [

e B
aa
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[ ]
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Keawinger
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; E 148,254 241.1 ...
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15520521684 %
Zemodel Zgarmk! BTG 151123
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-
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N

-
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167196151.121

Thulaciss:
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Making It Easier to Read

But still can be noisy

© 2020 SPLUNK INC.

Format visualization

& Network Diagram Viz / Format

s & & & & & 2 L )
8 g L B o g [ R
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Size Might Matter....

How about 500K records?

% $ %
2 Iy 2 1 F
a a a 2 =5 & o = S-S
F Y .a i F ¥ a
s = @ % = $ = 8 % = 8 s G 8 s 4 B 5 "3 B $ =5 B s =
a- F 3 F3 3
=] g = B ] 2 _a- % u.qsmas
P 3 F 3 X £ 3 F Y F 3 F 3
; ef.e.SEs-s
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Making Sense of It All

Zooming in
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Considerations:
And other details:

Performance
* Eventstats is not instantaneous

 Additional time per command
* Good candidate for scheduled search

More SPL was used — see upcoming blog posts
* How |l included single entities in larger diagrams
* How | made Network Diagram Viz show node icons for all

Network Diagram Viz app supports drill downs and more not shown
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What If... | Don’t Want to Do Data Reduction

Or, | don’t know what | am looking for?

> . o
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Gleb Esman

Staff Security Strategist

* IBM T.J.Watson Research

Payment processing and DLP technologies

Morgan Stanley

Staff Security Strategist @ Splunk, 5 yrs

Enjoying Pro photography

Based in Las Vegas, NV, USA
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The Most Important Key Element
in Fraud Analytics

Business User
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po-0400", "en-us",396,96233, ,Guadeloupe, "application/javascript™,GET, "Mozilla/5.0- (Macintosh; - Intel-Mac-0S-X-10_10_5)-AppleWebKit/602.3.12- (KHTML, - like-Gecko) -Version/1@.0.2-Safari/602.3.12","af-web-stream”,"93.121.x.x","93.121.234.x",0,, “stream. 1
po-0400" , "en-US,en;q=0.5",452,6180,Dallas, "United- States™, "text/html; - charset=UTF-8",GET, "Opera/9.86- (Windows-NT-6.2; -Win64; -x64) -Presto/2.12.388-Version/12.17","af-web-stream”,"23.95.x.x","23.95.47.x",0,Texas, "stream. log", "23.95.47.213", "stream:
po-0400", "en-us",394,0, ,Guadeloupe,”---",GET, "Mozilla/5.0- (Macintosh; - Intel-Mac-0S-X-18_10_5)-AppleWebKit/602.3.12- (KHTML, - like-Gecko) -Version/10.0.2-Safari/602.3.12", "af-web-stream”,"93.121.x.x","93.121.234.x",0,, "stream.log","93.121.234.132","s
bo-0400" , "en-us",407,0, ,Guadeloupe, - --",GET, "Mozilla/5.0- (Macintosh; - Intel-Mac-0S-X-1@ 10 5)-AppleWebKit/602.3.12- (KHTML. -1ike-Gecko)-Version/1@.0.2 -Safari/602.3.12","af-web-stream”,"93.121.x.x","93.121.234.x",0,,"stream.log","93.121.234.132","s
bo-0400", "en-US,en;q=0.5",371,406,Dallas, "United-States™, "text/html; - charset=UTF-8",GET, "Opera/9.80- (Windows -NT- 6.2 “-esto/2.12.388-Version/12.17","at-web-stream”,"23.95.x.x","23.95.47.x",0,Texas, "stream.log","23.95.47.213","stream:h
po-0400" , "en-us",413,2254, ,Guadeloupe, "application/javascript"”,GET, "Mozilla/5.0- (Macintosh; - Intel-Mac-0S-X-10 10 12- (KHTML, -like-Gecko) -Version/10.0.2-Safari/e®2.3.12", "af-web-stream","93.121.x.x","93.121.234.x",0, , "stream. lo;
po-0400", "en-US,en;q=0.5",357,63547,Dallas, "United-States”, “text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Window- 45 -TVvi34.0) 20100101 - Firefox/34.0", "af-web-stream”, "23.95.x.x","23.95.47.x",0,Texas, "stream. log™,“23.95.47.213", "stream:htt
bo-e4e0" ,"---",268,17932, ,France, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Windows-NT-6.1) - AppleWebKit/537 1TML, - 1ike - Gecku me/41.0.2228.0-Safari/537.36","af-web-stream”,"195.154.x.x","195.154,253.x",@,, "stream.log","195.154. 253.105"
bo-0400","---",264,410, ,France, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Windows -NT-6.1) -AppleklebKit/537.3 ML, -1ike-Gecko) - /41.0.2228.0-Safari/537.36","af-web-stream™,"195.154.x.x","195.154.253.x",0, , “stream.log","195.154.253.105",
po-0400" , "en-us",407,0, ,Guadeloupe,™---",GET, "Mozilla/5.8- (Macintosh; - Intel-Mac-05-X-1@ 1@ 5)-AppleWebKit/60_ . (KHTML, - 1like - Geck rsion/10.0.2-Safari/602.3.12","af-web-stream”,"93.121.x.x","93.121.234.x",0,,"stream.log","93.121.234.132","s
po-0400","---",268,17932, ,France, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Windows-NT-6.1) - AppleWebKit/537.36- (KHTML, - like -Gecko’ me/41.0.2228.08-Safari/537.36","af-web-stream”, "195.154.x.x", "195.154.253.x",@, , "stream.log", "195.154. 253.105"
bo-0400" ,"---",264,410, ,France, "text/html; -charset=UTF-8",GET, "Mozilla/5.@  (Windows-NT-6.1) - ApplellebKit/537.36- (KHTML, - like -Gecko) e/41.0.2228.0-Safari/537.36","af-web-stream™, "195.154.x.x","195.154.253.x",0,, "stream.log","195.154.253,185","
bo-0400" ,"---",243,52223, "Mountain-View", "United-States", "text/html; - charset=UTF-8",GET, "LinkedInBot/1.0- (compatible; -Mozilla/5." .rta-Commons-HttpClient/3.1-+http://www.linkedin.com)","af-web-stream”,"108.174.x.x","108.174.8.x",0,California,
po-0400" , "en-us",419,7451, ,Guadeloupe, "text/css; -charset: -UTF-8",GET, "Mozilla/5.8- (Macintosh; - Intel-Mac-0S-X-10 1@ 5)-Applellel _.3.12- (KHTML, - like-Gecko) -Version/10.@.2-Safari/682.3.12","af-web-stream”,"93.121.x.x","93.121.234.x",0,, "stream.
po-0400" , "en-us",440,26075, ,Guadeloupe, "text/html; - charset=UTF-8",GET, "Mozilla/5.@- (Macintosh; - Intel -Mac-0S-X-10_10 5) -Appl- ,602.3.12- (KHTML, - like-Gecko)-Version/10.0.2-Safari/602.3.12","af-web-stream”,"93.121.x.x","93.121.234.x",0, ,"stream
po-0400" ," ",531,14452, ,France, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Windows-NT-6.1) - AppleWebKit/537.36- (KHTML, -] cko) -Chrome/41.0.2228.0-Safari/537.36","af-web-stream”, "195.154.x.x", "195.154,253.x",@, ,"stream.log","195.154.253.185"
po-0400™, ,344,740, ,France, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Windows -NT-6.1) -ApplehebKit/537.36- (KHTML, - 1i cko) -Chrome/41.0.2228.0-Safari/537.36", "af-web-stream”,"195.154.x.x","195.154.253.x",0, ,"stream. log","195.154.253.105",
bo-0400" ,"---",344,740, ,France, "text/html; -charset=UTF-8",GET,"Mozilla/5.@ (Windows -NT-6.1) - AppleWebKit/537.36- (KHTML, -1 acko) - Chrome/41.@.2228.6-Safari/537.36","af-web-stream”,"195.154.x.x","195.154.253.x",0, ,"stream.log","195.154.253.185",
bo-0400" ,"---",531,14452, ,France, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Windows-NT-6.1) - AppleWebKit/537.36- (KHTML, Gecko) -Chrome/41.0.2228.0-Safari/537.36","af-web-stream”, "195.154.x.x", "195.154.253.x",0, ,"stream.log","195.154. 253.105"
po-0400" , "en-US",266,41312,Beijing,China, "text/html; - charset=UTF-8",GET, "Mozilla/5.@- (compatible; -Baiduspider/2.0; -+http.,, ..w.baidu.com/search/spider.html)","af-web-stream”,"180.76.x.x","180.76.15.x",0,Beijing, "stream.log","180.76.15.33", "stream
po-0400" , "en-US",290,263161,Beijing,China, "text/html",GET, "Mozilla/5.0@- (compatible; -Baiduspider/2.0; - +http://www.baidu.com/search/spider.html)”, "af-web-stream”,"180.76.x.x","180.76.15.x",0,Beijing, "stream.log","180.76.15.20", "stream:http™,208, " /c
po-0400" ,"---",232,561, "Mountain -View","United-States™,"text/plain; - charset=utf-8",GET,"Mozilla/5.0- (compatible; -Googlebot/2.1; - +http://www.google.com/bot.html)","af-web-stream","66.249.x.x","66.249.75.x",0,California, "stream.log", "66.249.75.8","
po-0400" ,"---",371,814,Clifton, "United-States", "text/plain; - charset=utf-8",GET, "Mozilla/5.0- (compatible; -MSIE-9.0; -Windc 6.1; -WOW64; - Trident/5.0)","af-web-stream”,"104.131.x.x","104.131.62.x",0, "New- Jersey", "stream.log","104.131.62.190", "str
po-0400" , "en-US;q=0.5,en;q=0.3",576,4555, ,Sweden, "text/html; - charset=UTF-8",P0ST, "Mozilla/5.@  (Windows -NT-6.1; -Win64; - xt 11leWebKit/537.36- (KHTML, - like -Gecko) -Chrome/53.0.2785.89 -Safari/537.36", "af-web-stream™,"212.214.x.x","212.214.97.x",@,,
bo-0400" ,"---",423,57521,Clifton, "United - States"”, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Macintosh; - Intel-Mac-0S-X- _ _.)-AppleWebKit/537.36-(KHTML, - like-Gecko)-Chrome/35.0.1916.114-Safari/537.36","af-web-stream”,"104.131.x.x","104.131.62.x
po-0400" ,"---",418,816,Clifton, "United States”, "text/html; - charset=UTF-8",GET,"Mozilla/5.9  (Macintosh; -Intel -Mac-0S-X-10 9 3)-AppleWebKit/537.36- (KHTML, - 1ike-Gecko) -Chrome/35.0.1916.114-Satari/537.36","af-web-stream”,"104.131.x.x","104.131.62.x",
po-0400" , "en-us",430,483,,"United - States”, "text/html; - charset=iso-8859-1",GET, "Mozilla/5.@- (iPhone; -CPU-iPhone-0S-1@ © 2-like-Mac-0S-X)-AppleWebKit/602.1.50- (KHTML, -like-Gecko) -Version/10.0-Mobile/14A456-Safari/602.1", "af-web-stream”,”166.137.x.x
po-0400" , "en-US;q=0.5,en;q=08.3",570,3952,Ashburn, "United-States™, "text/html; - charset=UTF-8",POST, "Mozilla/5.8- (Windows -NT-6.1; -Win64; -x64) - AppleWebKit/537.36- (KHTML, - like - Gecko) -Chrome/53.08.2785.89-Safari/537.36","af-web-stream","52.7.x.x","52.7.
bo-0400" ,"---",376,187763, "Mountain-View", "United- States™, "text/html; -charset=UTF-8",GET,"Mozilla/5.0- (compatible; -Googlebot/2.1; - +http://www.google.com/bot.html)","af-web-stream”, "66.249.x.x","66.249.75.x",0,California, "stream.log","66.249.75.15
bo-0400" ,"---",290,143,Lansing, "United-States","---",GET, "PicoFeed - (https://github.com/fguillot/picoFeed)","af-web-stream"”,"209.59.x.x","209.59.141.x",0,Michigan, "stream.log","209.59.141.148", "stream:http",304,"/feed/","---","---"

po-0400" , "en-US;q=0.5,en;q=06.3",583,3892, ,France, "text/html; - charset=UTF-8",POST, "Mozilla/5.@- (Windows -NT-6.1; -Win64; -x64) - AppleWebKit/537.36 - (KHTML, - like -Gecko) -Chrome/53.0.2785.89-Safari/537.36", "af-web-stream™,"149.202.x.x","149.202.35.x",0,,"
po-0400" ,"---",175,3860, ,Algeria, "text/html; - charset=UTF-8",GET, "Mozilla/5.0- (Windows-NT-6.1; -WOW64; - rv:40.0) -Gecko/20100101 - Firefox/48.1", "af-web-stream","41.97.x.x","41.97.69.x",8, , "stream.log","41.97.69.2", "stream:http"”,200," /wp-login.php™,"--
po-0400" , "en-US;q=0.5,en;q=06.3",575,3885, ,France, "text/html; - charset=UTF-8",POST, "Mozilla/5.@- (Windows -NT-6.1; -Win64; -x64) - AppleWebKit/537.36 - (KHTML, - like-Gecko) -Chrome/53.0.2785.89-Safari/537.36", "af-web-stream™,"149.202.x.x","149.202.35.x",0,,"
po-0400" ,"---",560,4533, ,Algeria, "text/html; - charset=UTF-8",POST,"Mozilla/5.@ (Windows NT:6.1; -WOW64; - rv:40.0) -Gecko/20100101 Firefox/4@8.1", "af-web-stream","41.97.x.x","41.97.69.x",0, , "stream. log", "41.97.69.2","stream: http", 200, " /wp-login.php", -
po-e400" ,"---",410,1027, ,Algeria, "text/xml; - charset=UTF-8",P0OST, "Mozilla/5.0- (Windows-NT-6.1; -WOW64; -rv:40.0) -Gecko/20100101 - Firefox/40.1" , "af-web-stream”,"41.97.x.x","41.97.69.x" 0,,"stream log","41.97.69.2","stream:http"”,200," /xmlrpc.php”,"---"
po-0400™ ,"---",181 3652,,Serbla,"text/html, charset=UTF-8",GET, "M011lla/5 [} (Nlndows NT:-6.1; HOW64 rv:49. 8) Gecko/ZBl@Bl@l Fi efoxlAB 1","af-web-stream","176.108.x.x" "176 108.38.x",0,," stream log" "175 108.38.49", "stream: http ,286 /wp logln ph
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- IBM i2 EIA: Protecting Your Organization from Cyber Threats
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Trying to visualize ALL data simultaneously. =X
Q@

» Treating ALL data equally — no effort to prioritize most interesting

data points. R

« Being too general — isolated summary statistics with little context —
« Hardcoded to specific scenarios with no vision / "

L
= * Hard for business users to find answers i
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How to Detect Fraud in Data?
Warning Signs, AnomaLIES and Red Flags:

Quantity and Frequency — too many (logins per time, transfers, connections, password
changes, errors), OR too small (expected behavior is not observed)

Rarity — too unusual (never seen before names, unmatched forensics, strange devices
and user agents, rare ports, unusual requests, unusual combinations)

Velocity / Relationship — 1-to-many where 1-to-1 is expected
» Multiple IP’s or multiple Geo sources accessing the same user account
 Single IP hitting multiple account
« Same phone/address shared by multiple customers/users
* Logins to same account from multiple geo locations

| tstats | stats | streamstats | eventstats | dc | values | avg | stdev | top | rare

| sum | max | regex |
splunk> EIE)
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Links and Relationships Analysis

SigBay Link Analysis for Splunk

Free App on Splunkbase:
https://splunkbase.splunk.com/app/5126/

splunkbase

Sigbay Link Analysis

* * * * * 2 ratings

splunk> m
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What Is SigBay Link Analysis?

- SigBay Link Analysis is an Interactive Data Exploration and Visualization Framework allowing non-
technical business users to quickly gain actionable insights from large amounts of complex data.

* Its purpose is to reduce disconnect between less technical business users and complexity of the
underlying datasets.

» Layered implementation allows interfacing with many data repositories.
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Interactive Data Analysis

transaction_name user_id drug_name_short drug_location_description

40 68 J 77
Null Transaction: Wrong bin opened during Issue/Return ~ s HYDROMORPHONE &= Main, Zn1, Dw5, Bn5

Null Transaction: Forced entry detected

EHoroschak191

Link Analysis Visualization allows efficient, interactive discovery of connections,
relationships and statistical anomalies within the elements of a large datasets.

It helps users to answer complex business questions with minimal technical knowledge. EEIFZRTE:10
- SigBay Inc., Splunk Partner
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Anomalies and Threats Discovery
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http_user_agent

" Moaile/S.0 (Windows N2 71 Safar/S3736
e MRS [mmu.-,s::ri;' .2 Trident6.0)
e (mmputbﬁ!:Z: NET CLR 2050727)
' Moameo (compatible... p— NET4.0G
y Mozlla5.0 Nﬂdl‘ﬂ.ﬂsl‘!;l‘:k)fﬁ'l Safarl®" .1
' Mozila/50 (Windows N_212531 S /53736
1 MMWW;:‘J? Jarl534.57.2

Mozilla/5.0 {compatit’ s NT 6. Trident/5.0)
R
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43% 2M

Analyze risky elements, discover anomalies and catch threats quicker. R
Link Analysis is ready to work hard to find the *most interesting* data points.

30729, InfoPath.2)

- SigBay Inc., Splunk Partner

© 2020 SPLUNK INC.

risk exposure_r
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Capabilities

Fully Interactive, every node and data element supports multiple contexts
Discovery and Clear Presentation of the Most Interesting Data Points
Discovery of Any-to-Any: Relationships, Connections and Correlations

Automatic calculation of multiple summary, aggregate and statistical functions simultaneously over
ALL data elements

Automatic and manual sorting by any chosen metric, order and number of connections by any other
entity or group.

Discovery of anomalous relationships, unusual velocities and suspicious data patterns.
Peer group analysis and outlier discovery.
Multi-selecting, global searching and hot-keys controls over all functions.

Real-time REST API calls to get specific answers and retrieve/update data points. Can communicate
with other systems such as Phantom.

Support for (require) Splunk Accelerated Data Model to tap into large datasets dynamically.

splunk> m
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Implementation and Underlying Technology

* Custom built using industry standard libraries.

* The Ul part is driven by React (open source library developed by Facebook). React utilizing
Virtual DOM approach for faster incremental HTML updates only when they are needed.

* The data and state management part is done with MobX library.
* The visualization part is based on D3 and SVG.

* The overall project is bundled into a single Splunk visualization using VWebpack, allowing to be
used as component in the Splunk Web Ul or independently by using the REST API to
communicate with Splunk and other data analytical solutions.

splunk> m
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Finding Stolen Credit
Cards: Case 1
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Detecting Suspicious Access to Patient
Records



Payment Cards: Link Analysis

Select timeframe:

All time

Link Analysis:

Aggregate Priority:

Events

Cards

Amount

2020 SPLUNK INC.

* In this example we investigate usage of stolen and duplicated credit cards
» Click on “compromise_type” = “fraud” loads all available data about stolen cards:
numbers, transaction amounts and places where cards were used.

card_number
1

1 2.8K
CARDO010540031012
11.3K
CARDO010564506029
1732.93
CARDO10513970019
1 331.86
CARDO010592783066
1 896.65
CARDO10548927020
117K
CARDO10541363089
1578.32
CARDO010566469020
181976
CARDO10551779060

11K
CARDO010560868072
112K
CARDO010549890069
1235.71
CARDO010519446026
1658.87
CARDO10532116057
1.302.95
CARDO10545618035
1159.47
CARDO10550611103
1630
CARDO10533824030
1325.07
CARDO010580809107
111215
CARDO010550200017
13228
CARDO10530644067

compromise_type

fraud
24.2K 9.4M 0O
none

18 13.9K 100+

amount amount_range

16 84K 5
100

1l 563.23 4
10
13 4.9K
1000
375 564.33 0
1
163 4237K 0
10000
41297K 0
100000
1167.9K 0
1000000

c | Cards: dc(card
transaction

16 11.9K
PURCHASE
6 86014
3055
2 32013
P CSH BACK
2 74215
3050
168.64
5909
113.35
3056
14.99
5076
451 20.5K
3096
249 25.5K
3081
147 51.8K
3107
72 5.8K
3052
53 6.9K
5056
77 39K
5051
56 16K
3064
63 25K
P CSH BAC*
19 15K
3902
22 98377
3903
22 99919
MRCH RET

retailer_name

7 13K
ECONO,AGUAS BUENAS
6 461.52
WM SUPERCENTER #
3 813.16
Wal-Mart Super CCAYEY
6 309.25
THE HOME DEPOT #CAGUAS
6 180.68
WALGREENS STORE
2 13146
ROUTE 173
127023
THE HOME DEPOT 6BAYAMON
3 545.9
COSTCO WHSE #0365
1146
COME TO GO S/S
2 114.01
EUREKA,AGUAS BUENAS

2 110
TO GO STORES CAGUAS 19
2 56.32
COLMADO CHUITO
1 85.33
TO GO STORES GUAYNABO 29
31793
SAMS Club CAGUAS
2 195.32
BURLNGTON STORESCAYEY
2 7812
WAL-MART #2721
11K
COOP AC AGUAS BUENAS
14452
COSTCO WHSE #0364

terminal

2 6996
30Vv29302
3 161.65
HATHBTRNOOO10005
2 131.46
7286H894
3 5459
99036513
1146
7286A636
4 278.09
HATHBTRNOOO010012
2 123.68
HATHBTRNO0O10008
2 114.01
30Vv20250
3 474.17
HATHBTRNOOO10010
2 9216
HATHBTRNOQO10011
2 56.32
30Vv27487
18533
30V02196
2 7812
24272101
11K
8275V003
14452
99036413
14257
7141B368
2 155.96
7141C062
2 101.06
0W000327210002
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Payment Cards: Link Ana

Select timeframe:

All time

Link Analysis:

Aggregate Priority:

2020 SPLUNK INC.

» To detect more potentially compromised cards we want to find cards that were used in
multiple locations (sates) AND also used in locations frequented by fraudsters

» For that we select (Shift+Ctrl) top 3 retailer_names.

* Then move card_number column next to “state” column and click on “right total links”

Events Cards Amount

compromise_type amount

amount_range transaction

18 139K 100+ 16 84K S 16 1.9K
fraud = — 100 ~ — PURCHASE
242K 9.4M 0 » ," 11563.23 4 Y 6 86014
none = 10 - 3055
\ 1349 2 2 32013
1000 =< — PCSHBACK
375 564.33 0 2 74215
1 W 3050
163 4237K 0 \ AN | 68.64
10000 NN 5909
41297K O 1 13.35
100000 \ 3056
11679k O 14.99
1000000 < 5076
151 20.9K
3096
249 255K
3081
147 51.8K
3107
72 58K
3052
53 6.9K
5056
77 39K
5051
56 16K
3064
63 2.5K
P CSH BAC*
19 1.5K
3902
22 98377
3903
22 99919
MRCH RET

Amount:

name

7 1.3K

1 6 46152

0

—a ECONO,AGUAS BUENAS

0

= WM SUPERCENTER #

1 3 81216

THE HOME DEPOT #CAGUAS
1 6 180.68
WALGREENS STORE
2 13146
ROUTE 173

127023
THE HOME DEPOT 6BAYAMON
3 5459
COSTCO WHSE #0365
1 146
COME TO GO S/S
2 114.01
EUREKA,AGUAS BUENAS

2 110
TO GO STORES CAGUAS 19
2 56.32
COLMADO CHUITO

1 85.33

TO GO STORES GUAYNABO 29
31793

SAMS Club CAGUAS
2 195.32
BURLNGTON STORESCAYEY

2 7812

WAL-MART #2721

11K
COOP AC AGUAS BUENAS
14452
COSTCO WHSE #0364

0

= Wal-Mart Super CCAYEY

1 6 309.25

0

0

0

terminal

2 69.96
30v29302
3 16165
HATHBTRNOOQ10005
2 13146
7286H894
3 545.9
99036513
1146
7286A636
4 278.09
HATHBTRNOO010012
2 12368
HATHBTRNOOO10008
2 114.01
30V20250
3 47417
HATHBTRNO0010010
2 9216
HATHBTRNOQO10011
2 56.32
30v27487
18533
30V02196
2 7812
24272101
11K
8275V003
144.52
99036413
14257
71418368
2 155.96
7141C062
2 10106
0W000327210002

card_number

€4 agg: Amount (global)
C4 agg: Amount

Ci

cs

Ci

(o7

cr

4 right totat inks
C

CARDO10545618035
1 15947
CARDO105506M103
1630
CARD010533824030

1 325.07
CARDO10580809107

1 1215
CARDO10550200017

13228
CARDO10530644067
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Link Analysis: Detecting Suspicious Access to Records

« When you click on any node or interact with Link Analysis visualization — it
sends dynamic request to Accelerated Data Model and retrieves fresh results.
« In this case the query returned 7 cards that matches our query:

Find cards that been used in different states
(top 7 cards been used in 3 states)

7

= WM SUPERCENTER #
Wal-Mart Super CCAYEY

=

ECONO,AGUAS BUENAS

1

1

1

1

1

M

. 3

1

L1

1

retailer_name

7 1.3K
6 461.52
3 81316

6 309.25

THE HOME DEPOT #CAGUAS

6 180.68
WALGREENS STORE

2 13146
ROUTE 173

127023

THE HOME DEPOT 6BAYAMON

3 545.9
COSTCO WHSE #0365
1146
COME TO GO S/S
2 114.01
EUREKA,AGUAS BUENAS

terminal

2 69.96
30Vv29302
3 161.65
HATHBTRNOOO10005
2 13146
7286H894
3 5459
99036513
1146
7286A636
4 278.09
HATHBTRNOOO10012
2 123.68
HATHBTRNOOO10008
2 114.01
30V20250
3 47417
HATHBTRNOOO10010
2 9216
HATHBTRNOOO10011

card_number

114K
CARDO010600040808017)
13K
CARDO106009072070()6
12.3K
CARDO1060060771704:2
144K
CARDO106009231470{19
14.2K
CARDO010600906683028
1 518.93
CARDO1060091671802()
1 374.02
CARDO010515395050
13.8K
CARDO010600920226051
136K
CARDO10600901761274
1 4.5K
CARDO010600925960027
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Payment Cards: Link Analysis

Select timeframe:

All time

Link Analysis:
Aggregate Priority:

Events Cards

2020 SPLUNK INC.

Amount

compromise_type

518536 9
none

18 13.9K 0
fraud

* Next we select top 7 cards (Shift+Click) and run final query (Alt+Click on any selected):
Find cards that also been used in stores frequented by fraudsters.

* As a result — we found 5 cards that matches.

* None of them are marked as fraudulent yet
which justifies further investigation to confirm.

dImourt

13887
38.87
13339
3339
13284
3284
132.21
32.21
11559
15.59
1128
12.80
110.88
10.88
1444
4.44
14.34
434
4K 105.9K
10.00
37K 188.8K
20.00
22K 224K
5.00
22K 593K
15.00
15K 636K
2500
15K 755K
30.00
1K 67.9K
40.00
1K 8.2K
558
529 71K
4.99

almount_rarnge

417658 2
100
2878
10
52K 29M 0
1000
375 564.33 0
1

163 4237K 0
10000

4 1297K
100000

1167.9K
1000000

ransacuorn

5 152.52
PURCHASE
132.84
P CSH BACK
16K 124.4K
5076
941 108.4K
3055
451 209K
3096
319 27.2K
3056
249 25.5K
3081
160 15.6K
5909
147 51.8K
3107
72 5.8K
3052
53 6.9K
5056
77 3.9K
5051
56 16K
3064
63 25K
P CSH BAC*
36 3K
3050
19 15K
3902
22 98377
3903
22 99919
MRCH RET

1

1

(o]

(o]

(o]

Tetaner_narmne

4 16168

2 4
—~———— ECONO,AGUAS BUENAS —

. 112.8 1
Wal-Mart Super CCAYEY —

110.88

K 1
== WM SUPERCENTER # ===,

3.6K 192.3K
WALGREENS STORE
1.8K 410K
MCDONALDS,SYSTEM INC
3.4K 68.6K
REST EL MEJICANO TACOS G
1.5K 86.1K
EUREKA AGUAS BUENAS
291 35.2K
ECONO,PONCE
2.5K 56.4K
TEQUILON ALEX INC
21K 387K
SABOR A CAMPO
1.3K 29K
BURGER KING
1.2K 775K
SELECTOS,LOS PRADOS
939 41.2K
TOTAL NANY,AGUAS BUENAS
269 36.9K
ECONO,JUANA DIAZ
1.8K 273K
DIVOS LA CASA DE LAS TR
939 160.4K
COSTCO WHSE #0365
13K 56.8K
TIENDAS CAPRI
651 31.4K
LOS PRADOS SERVICE STA

2 76.05
HATHBTRNOOOQ10011
2 65.6

HATHBTR;NO&)O10008

11559
HATHBTRNOOO10006
112.8
27210025
110.88
0WO000336810006
14.44
HATHBTRNOOO10010
14K 83K
30v20250
31K 637K
8275V025
16K 62.5K
HATHBTRNO0O10005
400 141K
30v29302
23K 53.3K
8275W017
1.9K 35.8K
8275W028
12K 71.5K
21707001
939 412K
30V21099
18K 27.3K
8275V055
939 160.4K
99036513
984 19.3K
300v8738
11K 71.8K
04360802

I
N

Cdra_Numper

13081
Zaa  CARDO10600040808010 e

N Va

1103.52

CARDO10600607717042 =

112.8
1444
13339

4 i

CARDO010600907207066

142K
13.8K
CARDO010600920226051
136K
CARDO010600901761274
145K
CARDO10600925960027
14.2K
CARDO010591269025
13.9K
CARD010600603185087
145K
CARDO010600609217017
153K
CARD010600388303012
15K
CARDO010600607244013
125K
CARDO10600609066018
163K
CARDO10600925836011
167K
CARDO0O10600603943204

/
/

5 174.48
—— QR
110.88
us
10 17K
3 11K
RD
3 7562
Vi
2191
00
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Finding Patient Privacy
Violations: Case 2

Detecting Suspicious Access to Patient
Records
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3p: Healthcare Privacy

W Sriam = AneIRT Healthare Privacy Anahytics Platform

EPIC Activity - PHI Access/Export Analysis Edn  Export -

2020-01-0

Total EFIC Events: VIF Access: Deceased access: Bump The Glass: Break The Glass: BTG Denled access: Demographics access: PHI Image Access: PHI Data Export:

7,657 2,878 19,360 117,602

Events over Timae:
¥ scale Select Notoble Events:

Linear Show ALL |~ VIP  Deéceased TypelEwents Bumpiheglass  Breskthegloss BTG Denled  Demographics  PHIImage Access  PHI Exports

ERglandod i7 Mo StoryDoand viewed

Kmﬂ.‘ﬂ;ﬁﬂi Financial Ch":l”l‘\(l\l Conter-Enst Brodor the glass Ropoet with patient dats viewed
‘\‘(‘.‘\.“;k‘-"le ; ‘ D\.‘ﬂdh’-ﬁ} F % 5 ; ’ Burnped the ghads ; Chant Review Enwuﬂ;fc: Lol selecied . ’ Typet & n\'-\l.l‘J; Evert
ADaisancsS1 Bling ' ¢ Accout Ak e B e VT
e Obstatics Mﬂ-ﬁ;-w&ﬁqr " et Aiteeng Pl Baleciiad from Pl Lowis

TFrmm;ﬂs A ﬁ-c('allm Gendume 'ium Feilow Achoniity eport ACCRssed
JSpeagicda WCINTP C c,s Opesations p Customer Sefvce‘i:l\-ur«mlaho Chart Hmm{mcc;\..rﬂ.vrfowl‘.:mw
u.lm;w Cyl(_:,url-(\-c ! p Medical L;u-clh:-u-bmciau: Wikt Nenvigaton I«ro—aﬂ‘ toaded
Pd)'n.';r(-l:.ﬂﬁ W!:IM.:-I“{'I’-i % Mn\d.'.)q Chawt Rerviere Othe -0.|-;k\n ok serhctest
m‘mr\::-;ﬁﬁ mmuvww Senior Patient 'é.uon-d ;
‘HLOWQ?D . 2 y Supy

How hosplial account crented

Provbéem List sccessed
- ° = aEx
Mlanared4s Pationt Coosdinator BestPractics Arhisories displeyed
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Link Analysis: Detecting Suspicious Access to Records

splunkc ant
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@ Healthcare Privacy Analytics Platform

- Analyzaw
Edi Expart

EPIC Activity - PHI Access/Export Analysis

Bump The Glass: Break The Glass: PHI Image Access:

Total ERIC Events: VIP Access:

7657 50 2878 19360 2 12 117602

-1+ Link Analysis taps into Splunk Accelerated Data Model (ADM) in real time
and renders results sorted by most interesting aggregate - Number of

Unique Patient Records touched.
- We're selecting EPIC Type 1 Access Events (ones that contain PHI)
| = Also noticed that members of “Graduate Staff” accessing 750+ records.

splunk> m
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icious Access to Records

Healthcare Privacy Analyics Platfomm

EPIC Activity - PHI Access/Export Analysis Edn  Expont v

et om0 210000 user title

Total EPIC Events: VIF Access: Deceased access: Bump The Glass:
7,657 2,87 _ooes o 117,602

o i Tt 5K 225.2K
i il o e e e e e | Assistant Attending
355 47.3K
Patient Registrar
755 51K

Graduate Staff

nage Access: PHI Data Export:

Storyboard virwed
o [ .
B oley the ghiss Rpadt with patient dath virwed

ERclandodiT Mo Assistant Aflerding

KBpaIyG05 Financisl Clparance ConterEnst Putiont Rogstrae
s o - P - L = . - o A o . pe
ViGrzelak728 Pediatrics Burripid] thie glis Chart i Encountiers b sekéciid Tyot § Actess Bvent

AlabiannS51 Gy Sr Mecoun Adminktratr i Bskiet missage viewed

S Qibstatics And Gynecology Associabi Attending Patient salectid from Pasent Lodkup

TFerland305 Aiministration Genduster SEafl Feilow idonty repor acoessed

WCINYP Ch"k.‘n" IUW'!I.'-\‘J"\-‘. Carstomer Sc-'v\-ce.‘!l‘n'r"nnmvc Charl Review L"-cr.\\.ﬂ"cl report wiewed
Call (_,urL(- ) Medical L'.D-cli':q-bpeciall-: Viak Navigator |.oqr;:-'-aw toaced

m«.'.u-r;r.le wu;m.:.llna b Mh\d:;k] " X Chat Rinbare Ot lo..;l.,\m [FropT]
N\\'Mrlu':clﬁﬁ Otm\ml}«;mq-r . Senior i‘rn"u.l c.luomrn:ur Mrw r.q—s‘um:nrr:lx,mctnma
N‘I.MMQ?D = . “ahD’\- ”‘Qﬂh‘:ﬂ"-lu\.l-‘!‘ccﬂm

MienanSes Patient Cogedinator BestPractice Avisories displeyed
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Ahalysis: Detecting Suspicious Access to Records

Lin

EPIC Activ|

user id

1.4K
BMichelson364
880
ANyhan142
156
GDevendorf420

© 2020 SPLUNK INC.

{ :] Healthcare Privacy Analytics Platfonm

Bump The Glass: Break The Glass:

2 Q7 190 G0N

User Bmichelson accessed 5+ times more
.. records than any member of his department!

.
b
. i i

- *» Noticing that “Graduate Stuff’ that are members of department
“Medicine” accessing most of unique Patient Records.

« Selecting “Medicine” Dept. to understand relevant behavior of
peer group and load all relevant connections.

T2¢S060 I Wl . 1 ; 1 p Eirmion the glss \ I Potiont saipcted from Patent Loskup
TE8E3E I 4 & \ b Bumpesd Ill‘-e s . I Charl mm{)cﬂ.u-«lreoo-tmw
(902 X T ¥ T R Feport viewed
y 262 \ Honksnay 4 ¥ PRUGT SABDSING Wired
y I I Chart Fovir Medin repon shewed
Rests Review nccessed
Resaits Review exiied
Siccarithad Brp thir Glass
Augrcuiration foems - aest Outside Reconds i
I Chart Resiavs Miscollanocus repor viewssd ;

Chat Review Mobe report viewsd
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ink Analysis: Deecting Suspicious Access to Records
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{ :] Healthcare Privacy Analytics Platfonm

splunk

am Analyze =

EPIC Activity - PHI Access/Export Analysis

PHI Image Access:

117,602

14K

BMichelson364 - Loading all data specific to selected user to
e D . see WhICh patient regords he was Ioc_)klng at.
s |+ One-click mouse action allows opening case

cnoo e with Splunk Phantom Case Management.

3 s 6

splunk> m
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‘ Creating Case within Phantom Case Management

sphnksenterprise

Phantom Case Management - New case created:

MNew Case Informathon:

e |D: 164736 on: 2020-02-25 20:58:04

>: Investigate anomaly / suspicious activity

Case Metadata / Parameters:

splunk> m
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Finding Patient Privacy
Violations: Case 3
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Investigating Weekend Access Anomaly



splunk > anterprise App: Healthcare Privi

Splunk System~ Analyze ™

EPIC Activity - PHI Access/Export Analysis

Total EPIC Events: VIP Access: Deceased access:

Events over Timie:
W scale Select Notalle Events:

Lnear | Log ShowAlL  VIP | Deceased  TypelEvents  Buy

2020 SPLUNK INC.

PHI Data Export:

« Checking access to Deceased Patient records
« Noticing unusual activity over the weekend

Break the glass BTG Denled Demographics  PHI Image Access

I Cocestied_icces

Link Analysis - Connectlons and Relationships:

Cralanyngalagy
Bibing
WCPO Cl'nwnll-km Office
Adminkration
HiM Coding
Bong Masrcw Trviphn
Financial Clearnnce Conter-East
HE-OBS/GYN-Clin Follows

Moursiogicsd Surgery

Wikorirwn

Neiinby

Chant Rgsiovs EnCountars ta sebactod
Petiont selicted from Patient Lockup
Chst Review EncoUntes report viewed
Ty PN BoCad
Imingen virwed
Chart Riview Media fob selecled
Fepor with patient data viewed
Iy Beatbet Pl wired
Patiort SrapShet viowed
Chart Reviewr Media repon viewssd

Cinart Review Order repon viewed
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splunk > anterprise App: Healthcare Privi

Splunk System~ Analyze ™

EPIC Activity - PHI Access/Export Analysis

Total EPIC Events: VIP Access:

Events over Timae:

W scale Select Notalle Events:

Linear Log Show ALL vIp Deceased

Deceased access:

Type 1 Evertts

Bump the glass

“Volunteer” accessing many deceased
patient records over the weekend?

HBreak the glass

BTG

WCPO Cl‘"h'nll'-k-m Office
Adminkration
HiM Coding
B Maerore Travisplant
Financial Clearnnce Conter-East
HE-OBS/GYN-Clin Follows

mm:‘uv\gﬂv

Wikorirwn

Neiinby

user_title

440
Volunteer

E B T P

Broki the glss

o
Bumpid the glass

2020 SPLUNK INC.

PHI Image Access: PHI Data Export:

I Cocestied_icces

Chart Resiave EnCowuriars tal sobictod

Paticnt Sebictied P‘w"‘ Patient Lockup

Chst Review EncoUntes report viewed

Ty PN BoCad
Imingen virwed
Chart Riview Media fob selecled
Fepor with patient data viewed
I Bkt raodsnge viowod
Patiort SrapShet viowed
Chart Review Modia repon viewed

Cinart Review Order repon viewed
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Lihk Analysis: Investigating Weekend Access Anomaly

splunk>enterprise App: Healthcare Privacy Analytics Platfoem

Search Splunk System > Analyze =

© 2020 SPLUNK INC.

Find

@ Heakheane Privacy Analylics Platfonm

EPIC Activity - PHI Access/Export Analysis Edh  Export v

2020-01-04

Total EFIC Events: VIF Access: Deceased access: Bump The Glass: Break The Glass: BTG Denled access: Demographics access: PHI Image Access: PHI Data Export:

Events over Time:

¥ scale Select Notable Events:

e e s e e oo 0 O@AING @Il data for his Department to ensure
proper comparison with the peer group

« User AFast660 access 7+ more records than
any other user

Link Anatysls - Cennectlons and Relationships:

Sicryboard viewsd ' ,-“-" Type 3 Accoss Event
Chart Reviow Encoursors tali sakcied X { ,L Tppn-lMcM.;E\.m
e viewed |
e Rvien M i sedictod
Fationt SnapShot virwd
Chiart Reviow Modia report viewed
Chart Review Encounter repor] viewed
IDemographics viewed
IRy fipear Bedisid
Prtient Emergency contacts grid scessed I
Roport with patient data viewed ;

Document viewed

splunk> m




Link Analysis: Investigating Weekend Access Anomaly

splunibc ot

i g @ Healtheare Privacy Analytics Platform

EPIC Activity - PHI Access/Export Analysis

VIP Access:

user_id ~| « Loading all data for his Department to ensure
proper comparison with the peer group
« User AFast660 access 7+ more records than

306 | any other user
AFast660

Link Anatysls - Cennectlons and Relationsh

splunk> m
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Detecting Opiod
Diversion: Case 4

i o S

TSRNE
AP = -

¥ — = .

K

Accessing Drugs: NULL Transactions and
Force Entry events
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Link Ana

Medications Access Analytics B

Top Active: Events Across Selected Timeframe:
Select objects: Show results:

User/ Department / Tile = Top 100

user_cepanment & user_tite ¢ f\‘ - ] ,"\
, = J \ vf\\f”\\,/\J‘\ﬂf/\r\/\,f\ﬂ/\_/\/wafr\\“’\/ \JWJ "\/x._f\'\,z“\,/ M

Staff Fharmacist
— % Oploids

San a5 Thu Jan ¥

Link and Relationships Analysis
Includa Wness data? Include physkcian data?

[[] inchucie whness 1D [ mciuge Prysician Data

RiaickBiS hasrmacy Chirdcal Nurse | H5dch2d Issuc Stancland Main, Znl, Dw?

0 o
EEddy L4 Phanmscy-Admiristration Lanlf Murse fooeio Festocic Mormal Main, Fiowd ock #1

BviatieriBs Critical Cane Hisg - Emerg fioom Fregtstered Nurse afBechad Bedside Transaction: Admintstration MAIN Moin, Medication Refrigenator

8 [ 8 [
LFernet309 Anstharlology Pharmacy Technician afiSoas Ml Teanapction: Bin.rg/Refurning anything HEPARIN Mhsin, ZrQ, Sh2, B2

0 [ o 0 0y 0
RAshbacher586 Emergency - A Pharm Tech 4102 dali Cyche Count: Standard HYDROMORPHONE Main, Zr2, Sh2, B

AHartup303 Anesthesia Chnical Nurse Bl SC300a23 MuB Transaction: Bin_ompisting Modiy Bin FEMTANYL Mair, Zn1, Dw3

I’ )
Rarioskewicz T MB-5HS Candiothomacic ICU HMurse Anesthetist B44287 e Event: Dispense/Pick Detalls DOCUSATE Main, 2, Dw, Bl
VCHimbi123 MOHN Transplant House Stafl-MO 2486 Suppiemantal Resiock: Standard PROPOFOL Main, Zn, Dwa, Bl

e 54 MHB-Candiac- 565 Pharmacist TiidieSa Picic Restock LIDOCAINE P, Zrik, Dwed, B2
ODenica 327 Nursing RN Pae Digm-Stalt Nurse B24c3m2 Retur: Standaed MIDAZOLAM Main, Zn, D

0 o
DPersleySi3 & Hudson North Oncology Stalf Pharmacist 34500277 Event: Pharmacy Viorilied CEOYCODONE Main, Refrigermice

g [ ] & ]
FPstenburg@64 ME-TGE AMPM Surgery Agericy RNT Bas4aTIE Beduids Transaction_ nitration Incrosmant PANTOPRATOLE Mo, Trk, Dwd, (B3

Werirg 799 MB-6S Sr-Stall Murse SIS Wasti: Partist Dase LORAZERAM Main, Zril, Dwd, B2
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p: Healthcare Medica

Anolyze~

Mesdisatinme Amsnns Amalalen

transaction

Link and Relationships Analysis

Includa Wness data?

|| include Whness 1D

LFenmet309
e 556
AHartUES03
RBoroskewiczT21
VCrumbliss1 23
UhoeiT4

ODenica 32T

Incluce physician dats?

[ mciuge Prysician Data

Pharmaacy
Phammscy-Administration
Critical Cone Hisg - Emerg fioom
Anestharslology
Emengency -A
Anesthesia
MEB-5HS Candiothancic iU
R OHAM Transgien
MHD-Cardisc-565
Nurging BN
& Hucson Norh Dncology
MILTGES AMPM Sargany

MB-EHS

i vl
Sanlf Murse
Registered Nurse
Pharmacy Ti
Phaem Tech
Chrical Nurse Bt
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Medications Access Analytics

Top Active: Events Across Selected Timeframe:

2

One-click to load all links and connections for:

Sebect pbjects: Show results

User / Department / Tiile + Top 100

“Opioids” +
S— NULL transactions +

within the timeframe of interest where
suspicious spike occurred
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Link Aalysis: Detecting Opioid Diversion
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Fand

@ Healthcare Medication Analytics Platform

Ed Export *

* Noticing single user who generating
excessive number of “Forced Entry”
transactions - typically signifying
attempt to forcefully open secure
locked bin with controlled drugs.
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Link Analysis: Detecting Opioid Diversion
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Key 1. Many link analysis visualization options
Takeways for Splunk

2. SigBay Link Analysis Viz App allows for
sophisticated, interactive investigations within
the large datasets without need to write
complex SPL queries.

3. Other link visualization options onSplunkbase,
but may require data manipulation/reduction
for concise view.

splunk> EIE)


https://splunkbase.splunk.com/app/5126/

| Zet
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More Information?
Links

» Force Directed App htips://splunkbase.splunk.com/app/3767/

» Network Diagram Viz https://splunkbase.splunk.com/app/4438/

 Sigbay Link Analysis https://splunkbase.splunk.com/app/5126/#/details

» Eventstats https://docs.splunk.com/Documentation/Splunk/8.0.5/SearchReference/Eventstats

* Link Analysis App for Splunk (.Conf19) https://splunkbase.splunk.com/app/4676/#/details

« .Conf19 BOTS, The Missing Link https://conf.splunk.com/watch/conf-
online.html?search=bots%20the%20missinq%20link#/

» Splunk Blog posts https://www.splunk.com/en_us/blog

splunk> EIE)


https://splunkbase.splunk.com/app/3767/
https://splunkbase.splunk.com/app/4438/
https://splunkbase.splunk.com/app/5126/#/details
https://docs.splunk.com/Documentation/Splunk/8.0.5/SearchReference/Eventstats
https://splunkbase.splunk.com/app/4676/#/details
https://conf.splunk.com/watch/conf-online.html?search=bots%20the%20missing%20link#/
https://www.splunk.com/en_us/blog
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