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During the course of this presentation, we may make forward‐looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward‐looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Data-to-Everything, D2E and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names or trademarks belong to their respective owners. © 2020 Splunk Inc. All rights reserved
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• @6 year at Splunk – Principal Sales Engineer 
(Security SME, UBA SME, ITSI/Architect SME 
Phantom SME)

• BOTS3, BOTS4, and BOTS5 content contributor/AWS 
geek/UBA nerd

• Based north of Boston

• 20+ years in IT and security

• Splunk, Core Security, Mimecast, Symantec, Raytheon

• Certs: CISSP, AWS

Principal Sales 
Engineer

#whoami

Tom Smit
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Agenda 1)UBA/BOTS Overview

2)Threat Hunting

3)Anomaly Hunting

4)Wrap Up
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Training

Competition Fun!

Realistic

What is BOTS?
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What is Splunk UBA?

Splunk UBA provides advanced and 
insider threat detection using 
unsupervised machine learning helping 
organizations find unknown threats 
and anomalous user behavior across 
devices and applications. 

critical and actionable 
unknown threats 
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How Does Splunk UBA Work?

65+ ANOMALY 
CLASSIFICATIONS

25+ THREAT 
CLASSIFICATIONS

Machine
Learning

Suspicious Data 
Movement

Unusual Machine 
Access

Flight Risk User

Unusual Network 
Activity

Machine Generated 
Beacon

Lateral Movement

Suspicious Behavior

Compromised User
Account

Data Exfiltration

Malware Activity

Application logs

Network 
logs

Endpoint logs

Server logs

Identity logs

Machine
Learning

7 USE CASES
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Threat Hunting



©  2 0 2 0  S P L U N K  I N C .



©  2 0 2 0  S P L U N K  I N C .



©  2 0 2 0  S P L U N K  I N C .



©  2 0 2 0  S P L U N K  I N C .



©  2 0 2 0  S P L U N K  I N C .

Digital Ocean

Microsoft 
Azure/O365
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What did we find?
UBA detected Malware – involving multiple internal 
devices and users and four specific external IP 
addresses

Looking at the threat, PowerShell is involved – when 
searching those three IP addresses and PowerShell 
data, we see some bad things
• Script Download
• Encrypted PS execution
• Downloads of msfonts.ps1?
• Execution from Temp/System directory

All signs and TTPs used by Violent Memmes
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Anomaly Hunting
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What have we learned?

UBA detected ”sethc.exe” as an anomaly that had run 
once out of 7.5 million logs

”sethc.exe” is a valid Windows executable, responsible for 
sticky keys and high-contrast video (among other things)

“sethc.exe” was executed along with cmd.exe and 
smb.exe in obfuscated PowerShell commands

A cursory Google search indicates there are several 
exploits dealing with sethc and other tools that we’ve seen
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Wrap Up
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Other .conf UBA Sessions

Happening this year:
• SEC1616A – Operationalizing UBA to it’s fullest potential
• SEC1623C – How to mitigate insider threat with Splunk UBA

Historical:
• .conf19 – SEC2109 – Hunting Threats with UBA (https://conf.splunk.com/files/2019/slides/SEC2109.pdf)
• .conf19 – SEC1490 – Lessons learned from Deploying Splunk UBA 

(https://conf.splunk.com/files/2019/recordings/SEC1490.mp4) 
• .conf19 – SEC1248 – Part 2 of this 3-part series 

(https://conf.splunk.com/files/2019/recordings/SEC1248.mp4)
• .conf18 – SEC1414 – Part 1 of this 3-part series (https://conf.splunk.com/files/2018/recordings/threat-hunting-

and-anomaly-sec1414.mp4)

https://conf.splunk.com/files/2019/slides/SEC2109.pdf
https://conf.splunk.com/files/2019/recordings/SEC1490.mp4
https://conf.splunk.com/files/2019/recordings/SEC1248.mp4
https://conf.splunk.com/files/2018/recordings/threat-hunting-and-anomaly-sec1414.mp4
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What next?

Product Page:
• https://www.splunk.com/en_us/software/user-behavior-analytics.html

UBA White Papers:
• https://www.splunk.com/pdfs/product-briefs/splunk-uba.pdf

• https://www.splunk.com/pdfs/technical-briefs/using-splunk-uba-to-detect-cyber-attacks.pdf

• https://www.splunk.com/pdfs/technical-briefs/using-splunk-uba-to-detect-insider-threats.pdf

UBA Demo – reach out to your Splunk rep!

UBA Test Drive – reach out to your Splunk rep!

UBA Hands On Workshop – reach out to your rep!

https://www.splunk.com/en_us/software/user-behavior-analytics.html
https://www.splunk.com/pdfs/product-briefs/splunk-uba.pdf
https://www.splunk.com/pdfs/technical-briefs/using-splunk-uba-to-detect-cyber-attacks.pdf
https://www.splunk.com/pdfs/technical-briefs/using-splunk-uba-to-detect-insider-threats.pdf
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Thank you!

This is the 3rd such presentation in a 3-part 
series – dating back to .conf18

The goal of this series was to show how 
easy it is to use UBA to find things you may 
not know to be looking for – with real world 
data (BOTS FTW!)

It wouldn’t have been anywhere near as 
successful without you and your support!



SESSION SURVEY
Please provide feedback via the
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