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functionality in a future release.
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#whoami

Principal Security Strategist | @stonerpsu | GCIA, GCIH, GCTI

« 20+ years kicking around databases, * Assist in steering the BOTS ship
ISPs and cyber — APT Scenario Developer

— Workshop Development and Wrangler

« 5.5 years at Splunk

« Speaker
« Creator of SA-Investigator for Enterprise _ SANS Summits. FIRST DefCon PHV. BSides

Security

« Co-editor and author
— Hunting with Splunk: The Basics
— Dear Buttercup: The Security Letters
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3. Adding ES To The Mix

4. Links and References
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Enterprise Security Frameworks
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This Presentation...
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Threat Intel Framework Data Flow
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Numerous Threat Intel Platforms

Not Intended to Be an Endorsement or Survey of Them

)

MISP

Threat Sharing
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MISP Integration
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MISP42Splunk

53

MISP

Created to pull in MISP data via API to Splunk Threat Sharing

Consists of

« Saved Searches

» Custom Search Commands

» Lookups ( Email, File, HTTP, IP)

* Alert Actions (Create Event/Sighting in MISP)

Setup is straightforward

splunk>

* Account Name
* Index
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Default Saved Search

Title  MISP_getioc_email_related_last1d_to_KV_MISP_email

Description optional

Search | mispgetioc|misp_instance=MISP]last=1d getuuid=t getorg=t geteventtag=t type

="email-attachment,email-src,email-src-display-name,email-subject,email-dst"
| where isnotnull(misp_email_attachment) or isnotnull(misp_email_src) or
isnotnull(misp_email_src_display_name) or isnotnull(misp_email_subject) or
isnotnull(misp_email_dst)
| outputlookup MISP_email append=true

Earliest time -24h@h

Time specifiers: y, mon, d, h, m, s Learn More [2

Latest time now

Time specifiers: y, mon, d, h, m, s Learn More [2 .
splunk> @m




Custom Commands
Collect / Search MISP Instance

| mispgetioc misp_instance=MISP last=180d
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| mispgetioc misp_instance=MISP last=270d getuuld=t getorg=t geteventtag=t type="email-dst,email-attachment,email-src,email-src-display-name,email-subject" limit=0

| where isnotnull{misp_email_dst) or isnotnull(misp_email_attachment) or isnotnull({misp_email_src) or isnotnull{misp_email_src_display_name) or isnotnull(misp_email_subject)

| fields - _time, _raw, host

~ 2 results (8/24/20 1:00:00.000 PM to 8/25/20 1:40:54.000 PM)

Jobw A & 4 ? Smart Mode ~
Ewvents (0) Patterns Statistics (2) Visualization
20 Per Page = # Format Preview =
Fd i & &~ & F & g
misp_tag misp_comment misp_to_ids misp_type misp_timestamp misp_attribute_id misp_category misp_object_id misp_attribute_uuid misp_o
S s S misp_email_dst = ~ S = S = S = misp_value = Fa
osint:source- True sahro.bella7@post.cz email-dst 1585673954 56 Payload ] 5efi76ca-fo60- sahro.bella7@post.cz
type="block- delivery 49eb-B866-
or-filter- 279fac1f26b3
list"
True trala.cosh2@post.cz email-dst 1586812577 55 Payload ] 5e83768d-3d48- trala.cosh2@post.cz
delivery 4d2@-8232-
1ceaac]f26b3

No Event Sampling =

Last 24 hours « n
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Customization

| mispgetioc misp_instance=MISP last=1d getuuid=t getorg=t geteventtag=t type
="email-attachment,email-src,email-src-display-name,email-subject,email-dst"

| where isnotnull(misp_email_attachment) or isnotnull(misp_email_src) or
isnotnull(misp_email_src_display_name) or isnotnull(misp_email_subject) or

isnotnull(misp_email_dst)

| outiutlookup MISP_email append=true|| eval _time=misp_timestamp | collect index

=misp
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MISP Charts

Time Range

All time - Hide Filters

Sample P http

Virus sample IP analysis

MISP Events

75

50

Events

Thu Mar 26 Fri Mar 27 Sat Mar 28 Sun Mar 29 Mon Mar 30
2020

Count by Category (Event classification)

Payload installation

Payload delivery

Tue Mar 31

file registry-key email link
URL file Registry key email address link
Wed Apr 1 Thu Apr 2 Fri Apr3 Sat Apr 4 Sun Apr5 Mon Apr 6 Tue Apr7 Wed Apr 8 Thu Apr9 Fri Apr 10 Sat Apr 11
Time Range

Artifacts dropped

Network activity

Latest comments (Latest news analysis)

eventid =

8

timestamp =
01/04/2020
01/04/2020
01/04/2020
01/04/2020
01/04/2020
01/04/2020
01/04/2020
01/04/2020
01/04/2020

01/04/2020

content =

23.22.63.114

40.80.148.42

prankglassinebracket. jumpingcrab.com
40.80.148.42

23.22.63.114

prankglassinebracket. jumpingcrab.com
23.22.63.114

40.80.148.42

prankglassinebracket. jumpingcrab.com

3791 .exe

Edit Export v

domain

domain name

WO d WK

Sun Apr 12 Mon Apr 13

Q &+ i O <Imago

2 3 4 5 Next»

https://qithub.com/remqg427/misp42splunk/blob/master/docs/dashboard

examples/misp charts.xml
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Adding ES to the Mix
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Where to Integrate?

Local Lookups

(C D\
Simplest \

Saved Search will output to _ IDA-ESS-
existing cevs e

Threatintelligence %

Mixing truly local indicators
with TIP —do things get —
muddled? Aging indicators [ threat_intelligence_manager

/
out? \ ] g
Everything is designed to go ﬁ‘L
here unless an automate
feed....

)/

Do we want to separate
indicators captured in SFPIunk
ES from your TIP (MISP)?
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Where to Integrate?

Using Your Own Lookups
_ ITA-misp_es a \
MISP Lookups
Little more complexity _

* | tried to take care of that for T— E—
you in my app ' % .

Keep local indicators —

segmented from TIP [ threat_intelligence_manager

/
No additional coding, ﬁL
leverage Tl Framework k /
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Where to Integrate?

Writing directly to KVStore
= =

This is where all indicators

end up before correlation . — —
pass Threat Intelligence ( NG _/

I\/?/ anager modular input and _—

the work it handles —

[ threat_intelligence_manager

No aging is set up there by g

default \ Threat Collections
KVStore

Probabl wouldn’t integrate \ L /

?/dee per in the framework
hat point, unless you
wante to |gnore/scrap
framework
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Threat Intel Framework Data Flow

OOOOOOOOOOOOOOO

o, |

MISP

Threat Sharing

N

<

—_

ITA-misp_es

-l

[ threat_intelligence_manager ]

/

Threat
Collections
KVStore

Saved Incident
‘ Searches Review
— Threat
Gen

Threat Intelligence
Audit

Lookups
csv

B

Th.reat Threat
Intelligence Activity
Data Model
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.conf Files for ES/MISP

inputs.conf

[threatlist://misp_es_domain_intel]
description = Threat intelligence pertailning to domains
disabled = false
type = threatlist
url = lookup://misp_es_domain_intel
A
transforms.conf

[misp _es domain_intel]
filename = misp_es_domaln_intel.csw

\ !
managed_configurations.conf

[lookup:misp_es_domain_intel]

endpoint = fservices/data/stransforms/ Lookups/misp_es_domain_intel

label
description

MISP to ES Domain Intel
Threat intelligence pertaining to domains

lookup_type = adhoc

© 2020 SPLUNK INC.

Maps to Splunk Threat
Collections

* Email, File, HTTP, IP/Domain,
Registry

Uses its Own Lookups
» Separate from Local Lookups

* local_ip_intel.csy,
local_http_intel.csy, etc...

splunk> EIE)
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ES Extension

Title  MISP_ES_ip_intel

Description optional

y

Search | mispgetioc misp_instance=MISP add_description=true category="External analysis
,Financial fraud,Internal reference,Network activity,Other,Payload delivery
,Payload installation,Payload type,Persistence mechanism,Person,Social
network, Support Tool,Targeting data" type="ip-dst,ip-src" to_ids=true
geteventtag=true warning_list=true limit=0 last=60d

—) | €val ip=misp_value

— | eval description = tostring(misp_event_info)."|".tostring(misp_category).

ar
.tostring(misp_comment)
— | @val weight = 1
| table description,ip,weight
| outputlookup append=true misp_es_ip_intel
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Threat Intel Framework Data Flow
4 N - =

ITA-misp_es
'J ' /..Idefault/inputs.conf
' MISP Lists and

M Is P I..locallinputs.conf Lookups
Threat Sharing
\_/ J

[ threat_intelligence_manager ]
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Saved
Searches Searches
, Threat — Lookup — Threat

f Collections Gen Gen
KVStore

Threat Intelligence
Audit

Events in
Data
Models

Threat Activity
Detected -
Correlation Search
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v 6/15/20 4:10:08.000 PM Threat

Description:

Threat activity (40.80.148.42) was discovered in the "src" field based on threat intelligence available in the

ip_intel collection

Threat Activity Detected (40.80.148.42) ® v New

Related Investigations:

Currently not investigated.

Additional Fields

Destination

Destination Expected
Destination PCI Domain
Destination Requires Antivirus
Destination Should Time Synchrg
Destination Should Update
Source

Source Expected

Source PCl Domain

Source Requires Antivirus
Source Should Time Synchronize

Source Should Update

Threat Category
Threat Collection
Threat Collection Key
Threat Description

Threat Group

Threat Key

Threat Match Field
Threat Match Value
Threat Source ID
Threat Source Path

Threat Source Type

Threat Category
Threat Collection
Threat Collection Key
Threat Description
Threat Group

Threat Key

Threat Match Field
Threat Match Value
Threat Source ID
Threat Source Path

Threat Source Type

src
40.80.148.42

misp_es_ip_intel

/four/splunk/etc/apps/TA-
misp_es/lookups/misp_es_ip_intel.csv

Ccsv

threatlist

ip_intel
misp_es_ip_intell40.80148.42
Threat intelligence pertaining to IPs
misp_es_ip_intel

misp_es_ip_intel

src

40.80.148.42

misp_es_ip_intel

/four/splunk/etc/apps/TA-
misp_es/lookups/misp_es_ip_intel.csv

Ccsv

- View Adaptive Response Invocations [2

v Next Steps:

@ No Next Steps defined.

unassigned v

e And Destination Matc
time=157766400.000, i
04.358, src="40.80.14
ld=src, threat match v
at_key=misp es_ip inte
misp es_ip intel|40.8

User Status
admin + success
admin +/ success
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Threat Intel Framework Data Flow
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Helpful Links

ES Biology — Threat Intel Framework (conf17)

» Slides — https://conf.splunk.com/files/2017/slides/enterprise-security-biology-dissecting-the-splunk-enterprise-
security-threat-intelligence-framework.pdf

* Video — https://conf.splunk.com/files/2017/recordings/enterprise-security-biology-dissecting-the-splunk-
enterprise-security-threat-intelligence-framework.mp4

Blogs on Integrating Threat Intel with Enterprise Security

 MISP — https://www.splunk.com/en us/blog/security/integrating-covid-or-any-threat-indicators-with-misp-and-
enterprise-security.html

* Without TIP — https://www.splunk.com/en us/blog/security/how-do-i-add-covid-threat-intelligence-from-the-
internet-to-enterprise-security.html
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Software & References

MISP42Splunk: https://splunkbase.splunk.com/app/4335/

MISP42Splunk (GitHub): https://github.com/remg427//misp42splunk

 Additional Documentation and Dashboard Sample:
https://github.com/remg427/misp42splunk/tree/master/docs

MISP Integration with ES (GitHub): https://github.com/splunk/TA-misp es

ES Threat Intel Framework: http://dev.splunk.com/view/enterprise-security/SP-CAAAFBC
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