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Forwa rd - During the course of this presentation, we may make forward-looking statements regarding
future events or plans of the company. We caution you that such statements reflect our

L o o ki n current expectations and estimates based on factors currently known to us and that actual
events or results may differ materially. The forward-looking statements made in the this

Statem e nts presentation are being made as of the time and date of its live presentation. If reviewed after
its live presentation, it may not contain current or accurate information. We do not assume

LI II 200 IIIIIISIIIIIIIII SIS S any obligation to update any forward-looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only, and shall
not be incorporated into any contract or other commitment. Splunk undertakes no obligation

O either to develop the features or functionalities described or to include any such feature or
functionality in a future release.
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1) Intro
Agenda What is Splunk UBA
SEC1616 .conf2020

2) Important of Operationalizing UBA

Reality vs. Expectations

3) Tuning

|dentity Resolution, Anomaly Action Rules, Threat Rules

4) Roles

Analyst vs. Threat Hunter

5) Workflows

Customizations

6) Key Takeaways
What “Operationalizing UBA” looks like
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Expectations vs. Reality

Expectations Reality

No tuning required Noisy IPS/IDS, DLP alerts

False positives will disappear... eventually Network changes

Just add data Data hygiene is key

Data science will solve everything Known behavior vs. unknown behavior
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Expectations vs. Reality

Important of Operationalizing UBA

Network Shadow Noisy
Spike IT Alerts Discovery

Network changes can
cause a spike in
anomalies and
threats. i.e. Remote,
increase in Zoom
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Expectations vs. Reality

Important of Operationalizing UBA

Network Shadow Noisy
Spike IT Alerts Discovery

Network changes can Users using
cause a spike in unapproved software
anomalies and
threats. i.e. Remote,
increase in Zoom
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Expectations vs. Reality

Important of Operationalizing UBA

Network Shadow Noisy
Spike IT Alerts Discovery

Network changes can Users using Alerting tools can
cause a spike in unapproved software cause several false
anomalies and positives in UBA due
threats. i.e. Remote, to a misconfiguration
increase in Zoom or noisy alert
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Expectations vs. Reality

Important of Operationalizing UBA

Network
Spike

Network changes can
cause a spike in
anomalies and
threats. i.e. Remote,
increase in Zoom

Shadow
IT

Users using
unapproved software

Noisy
Alerts

Alerting tools can
cause several false
positives in UBA due
to a misconfiguration
or noisy alert
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Discovery

Understanding
devices and
user/service account
or device roles
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Ultimate Goal

Important of operationalizing UBA

splunk User Behavior Analytics

A THREATS

39

F ANOMALIES

236

A\ Latest Threats

Data Exfiltration by Suspicious User or Device
Compromised Web Server

Data Exfiltration by Suspicious User or Device
Data Exfiltration by Compromised Account
Suspicious Activity After Intrusion

Malware

[® Latest Anomalies
HTTP Proxy Domain

HTTP Proxy Domain

X users

93 Anomalous
95 All Known

39 All Unknown

Aug 31
Aug 30 o
Aug 30
Aug 30 e
Aug 30
Aug 30 »
View Details
Aug 31
Aug 31

@ Explore v Analytics v #& Manage v O, System v (; Scope v

Threats Review

APPS

30 Anomalous
95 All Apps

3 pevices

279 Anomalous
4.8K All Internal
134 NSUEGE

Users Review

Analytics Dashboard

A\ Threats Timeline (Last 7 Days)

Malware [ ] .
Compromised Account @ ‘
[

Compromised Web Server

Exfiltration [ ]
Privilege Escalation... Powershell ®
Activity
Suspicious Data Collection [ ]
Data Exfiltration after Account .
Takeover

eat Types

Account Compromise w...us Internal

[ Anomalies Timeline (Last 7 Days)

AmplificationDOS [ ]

Anomalous USB Activity o

admin v
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Ultimate Goal

Important of operationalizing UBA

splunk User Behavior Analytics

A THREATS

39

F ANOMALIES

Reduce False 236

Positives

A\ Latest Threats

Data Exfiltration by Suspicious User or Device
Compromised Web Server

Data Exfiltration by Suspicious User or Device
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Suspicious Activity After Intrusion

Malware
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Aug 30 e
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Aug 30 »
View Details
Aug 31
Aug 31
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Threats Review
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30 Anomalous
95 All Apps
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279 Anomalous
4.8K All Internal
134 NSUEGE

Users Review

Analytics Dashboard

A\ Threats Timeline (Last 7 Days)

Malware [ ] .
Compromised Account @ ‘
[

Compromised Web Server

Exfiltration [ ]
Privilege Escalation... Powershell ®
Activity
Suspicious Data Collection [ ]
Data Exfiltration after Account .
Takeover

eat Types

Account Compromise w...us Internal

[ Anomalies Timeline (Last 7 Days)

AmplificationDOS [ ]

Anomalous USB Activity o

admin v
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Ultimate Goal

Important of operationalizing UBA

splunk User Behavior Analytics

A THREATS

39

F ANOMALIES

Reduce False 236
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Finalize Use
Cases

splunk> EIE)



© 2020 SPLUNK INC.

Ultimate Goal

Important of operationalizing UBA

splunk User Behavior Analytics @ Explore v Analytics v #& Manage v O, System v (C; Scope v admin v

Threats Review

A THREATS F ANOMALIES l USERS Q DEVICES APPS
Re d u Ce F a I se 39 236 93 Anomalous 279 Anomalous 30 Anomalous Users Review
g m 95 All Known 4.8K All Internal 95 All Apps
Positives Analytics Dashboard
39 All Unknown 134 NSUEGE
A\ Latest Threats A\ Threats Timeline (Last 7 Days)
Data Exfiltration by Suspicious User or Device Aug 31
Malware [ ] .
Compromised Web Server Aug 30 - -
" g © Conmnd @ ° Finalize Use
Data Exfiltration by Suspicious User or Device Aug 30 Compromised Web Server P C ases
Data Exfiltration by Compromised Account Aug 30 e Exiltration °
R I Suspicious Activity After Intrusion Aug 30 Privilege Escalation... P°W:£;C§'J Y
o es Malware Auag 30 A Suspicious Data Collection [ )

A N

E Data Exfiltration afterT/;ckce::)l:z: .
Showing top 20 of 39 threats View Details =

$  Account Compromise w...us Internal
[® Latest Anomalies [ Anomalies Timeline (Last 7 Days)
HTTP Proxy Domain Aug 31

AmplificationDOS [ ]

HTTP Proxy Domain Aug 81 Anomalous USB Activity o
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Ultimate Goal

Important of operationalizing UBA
splunk User Behavior Analytics @ Explore v Analytics v #& Manage v O, System v (C; Scope v admin v

Threats Review

A THREATS F ANOMALIES l USERS Q DEVICES APPS
Re d u Ce F a I se 39 236 93 Anomalous 279 Anomalous 30 Anomalous Users Review
g m 95 All Known 4.8K All Internal 95 All Apps
Positives Analytics Dashboard
39 All Unknown 134 NSUEGE
A\ Latest Threats A\ Threats Timeline (Last 7 Days)
Data Exfiltration by Suspicious User or Device Aug 31
Malware [ ] .
Compromised Web Server Aug 30 - -
" g © Conmnd @ ° Finalize Use
Data Exfiltration by Suspicious User or Device Aug 30 Compromised Web Server P C ases
Data Exfiltration by Compromised Account Aug 30 e Exiltration °
R I Suspicious Activity After Intrusion Aug 30 Privilege Escalation... P°W:£;C§'J Y
o es Malware Auag 30 A Suspicious Data Collection [ )

:’;’_ Data Exfiltration after Account .

> [ ]
iy e | Establish
Showing top 20 of 39 threats View Details -

$  Account Compromise w...us Internal S a Is
[® Latest Anomalies [ Anomalies Timeline (Last 7 Days) o O S
HTTP Proxy Domain Aug 31

AmplificationDOS [ ]

HTTP Proxy Domain Aug 81 Anomalous USB Activity o
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Identity Resolution

Tuning
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1. Raw or 2. Event Parsing and
Parsed Data ldentity Resolution
from
Splunk
Enterprise

LS L 'E'

|
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4. Anomaly Models

3. Views Specific to
each Data Type

Send to the Splunk platform

= -~
o A
e _° |
= /
A= \ — -
6. Threat Models and 5. Anomalies

Custom Threat
Rules i
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Time Series

&}"3

UBA/ UEBA

Detection

« Risk behavior detection
« Entity profiling, scoring

« Kil chain, graph analysis

Realm of unknown

Rare Series
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Anomaly Action Rules
Tuning

splunk User Behavior Analytics @ Explore v

Home / Threats Table

)¢ Analytics v

x Manage v
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O, system v (G Scope v admin v

>

Threats Table

Bl Any Score v Add Filter v

Threats (39)

m

¢

%4

«
' Group by: Threat Type v Threats Trend

All Threats 39 v 6

Data Exfiltration by Suspicious Y Toggle filter on 'Data Exfiltration by Suspicious User or Device'

User or Device
Compromised Account 5
Aug 29 '20

Malware 3
Data Exfiltration after Account 3 THREAT TYPE THREAT CATEGORIES
Takeover

Data Exfiltration by Suspicious User  Internal
Suspicious Behavior 3 orDevice Kill Chain
Suspicious Badge Activity 2
Suspicious Data Collection 2

Data Exfiltration by Suspicious User  Internal

or Device : :
Data Exfiltration by Compromised 2 Kill Chain

Account

Aug 30

PARTICIPANTS

L Anu Ashok

[=] 66.249.227.162
[J acme-48145652
ntp

1 Rithi Ravikumar
[ 15 Devices

14 Apps

Aug 3120

LAST ANOMALY DATE SCORE v a

Aug 30, 2020 2:19 PM O

Aug 29, 2020 12:00 AM e
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Anomaly Action Rules

Tuning

Home / Threats Table

Threats Table

Ml Any Score Vv A Data Exfiltration ...

Threats (11)

Group by: Anomaly Types ¥
All Threats 1M1~
Suspicious Network Connection 6
DLP Web Personal 3
Anomalous USB Activity 2
Multiple Authentications 2
Multiple Login Errors 2
Multiple Box Login Errors 2

Excessive Data Transmission

Suspicious Data Access 1
External Website Attack 1
Multiple External Alarms 1
Multiple File Operations 1
Multiple Logins 1

v Add Filter v Clear Filters

Threats Trend
6
2 4
©
e
=4
F 2
Aug 29 '20 Aug 30
ANOMALY TYPES THREAT TYPE THREAT CATEGORIES
DLP Web Personal Data Exfiltration by Internal
Multiple Suspicious User or Device Kill Chain
Errors
oo
Excessive Data Data Exfiltration by Internal
Transmission (1) Suspicious User or Device Kill Chain

Suspicious Network
Connection (1)

Unusual Geolocation of

A e

PARTICIPANTS

L Anu Ashok

[=] 66.249.227.162
[ acme-48145652
ntp

1 Rithi Ravikumar
[ 15 Devices
14 Apps

Search

Aug 31'20

LAST ANOMALY DATE SCORE W a

Aug 30,2020 o
219 PM

Aug 29, 2020 o

12:00 AM
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Customize Threat Rules
Tuning

Clone Threat Rule

Step 1 of 6 : Select Participant

A custom threat is generated for each participant that matches the criteria
specified in the following steps.

3 & 0
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Customize Threat Rules
Tuning

Clone Threat Rule
Step 2 of 6 : User Filters
Anomalies Count bearch

City Include

Country

[ Administrators
Departing User
[] Engineering

Employee Type
[] Finance

High Risk User [ HR

HR Record o

On Performance [ sales
Improvement Plan

Specific Users

[] Support

Cancel < Back
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Threat Hunter vs. Analyst

Roles

Content
Analyst Hunter Developer Admin

Investigating UBA
Threats in Threats
Table
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Threat Hunter vs. Analyst

Roles

Content
Analyst Hunter Developer Admin
Investigating UBA Investigating UBA
Threats in Threats Anomalies/ Unknown
Table Threats in Splunk
UBA Platform
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Threat Hunter vs. Analyst

Roles

Content
Analyst Hunter Developer Admin
Investigating UBA Investigating UBA » Focused on Use Cases
Threats in Threats Anomalies/ Unknown - Fine Tuning Use Cases
Table Threats in Splunk
UBA Platform  Use Case Framework

« Onboarding New
Data Sources

« Adding Blacklisted IP’s
or Domains
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Threat Hunter vs. Analyst

Roles
Content
Analyst Hunter Developer Admin
Investigating UBA Investigating UBA * Focused on Use Cases Managing Platform
Threats in Threats Anomalies/ Unknown - Fine Tuning Use Cases Infrastructure
Table Threats in Splunk
UBA Platform  Use Case Framework

« Onboarding New
Data Sources

« Adding Blacklisted IP’s
or Domains
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Threat Hunter vs. Analyst

Roles

Who Will?

Reduce False Positives | Creating Custom Anomaly Action Rules | Create Custom Threat Rules

Content
Analyst Hunter Developer Admin

Investigating UBA Investigating UBA » Focused on Use Cases Managing Platform
Threats in Threats Anomalies/ Unknown - Fine Tuning Use Cases Infrastructure
Table Threats in Splunk
UBA Platform  Use Case Framework

« Onboarding New
Data Sources

« Adding Blacklisted IP’s
or Domains
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splunk App: Enterprise Security v Lorenzo Castillo v Messages v Seftings v Activity ¥ Help v Find

Security Posture Incident Review Investigations Glass Tables Security Intelligence v Security Domains ¥ Auditv Searchv Configure v Enterprise Security

Security Posture Export v

Overall Security Posture : Key Security Indicators
# Edit

THREAT ACTIVITY AUTH. USERS CLOUD ACTIVITY TOTAL INFECTIONS AGGREGATED RISK
Total Count Distinct Count Email Count Count Total Risk

240 ¥ 9.4k.72 3.9k Y medium NI extreme A

Currently is: 410 Currently is: 862.8k

Workflow

V4444

Overall Notable Event Occurrence By Urgency Overall Notable Events Occurrence Trend

10,000

urgency

Understand how to | A
integrate Splunk UBA into VRO MO NORORACADY, =5

your Security Operations o

Top Notable Events Occurrence Top Notable Event Occurrence by Host

rule_name % sparkline ¢ count ¢ src s sparkline ¢ correlation_search_count security_domain_count count

Substantial Increase In Port Activity . 7422 10.11.36.20

Anomalous New | istening Part Al 1888 10 11 26 1

-+ No investigation is currently loaded. Please create (H or load an existing one (=).

splunk>

© 2020 SPLUNK INC.




© 2020 SPLUNK INC.

Key Increase Fidelity

Ta keaway s of Threats
Lessons Learned @

Unknown

Threats Initiatives

Qs

Workflows Engagement
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| hank You

Please provide feedback via the
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