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During the course of this presentation, we may make forward‐looking statements regarding 
future events or plans of the company. We caution you that such statements reflect our 
current expectations and estimates based on factors currently known to us and that actual 
events or results may differ materially. The forward-looking statements made in the this 
presentation are being made as of the time and date of its live presentation. If reviewed after 
its live presentation, it may not contain current or accurate information. We do not assume 
any obligation to update any forward‐looking statements made herein.

In addition, any information about our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only, and shall 
not be incorporated into any contract or other commitment. Splunk undertakes no obligation 
either to develop the features or functionalities described or to include any such feature or 
functionality in a future release.

Splunk, Splunk>, Data-to-Everything, D2E and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States 
and other countries. All other brand names, product names or trademarks belong to their respective owners. © 2020 Splunk Inc. All rights reserved
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• Sr. Director, Global Security Strategists
• Lead a team of Splunk security strategists across 

the US, UK, Australia
• Have been involved with security@Splunk since 

my start in 2013
• .conf Splunking the Endpoint! for FIVE years
• BOTS 2016-2020. BOTN 2017-2018.
• Windows Event Code Analysis App, CSC 20 

Whitepaper, FFIEC Whitepaper (co-author), other 
compliance, Tripwire apps, blogs, Sysmon 
contributions, etc, etc....
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Never fear – all of 
this history is 

relevant!

The End of an Era?
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Our beautiful new Splunk Boulder office in October, 2019!
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Fancy open spaces, happy Splunkers, excellent snacks…
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That exact same space, late March, 2020.
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Our new reality.
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In the next 27 minutes…
• Just how much has the work world changed?
• What are the biggest WFH security concerns?
• What have we seen, how can Splunk help?
• What to do next?

(And throughout – the remote work BOTS scenario!)
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The situation is dire.
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Add WSJ/IBM Attribution
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Add WSJ/IBM Attribution
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“98% of 200 survey 
respondents 
moved at least 
21% of workforce 
to remote work.”
– Malwarebytes, 8/20
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Any concerns with security issues 
when employees WFH?
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Add Malwarebytes attribution

Yep.
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And, yep.
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Anything bad happen?
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What should we collect, and why?

Crazy Cat Lady photo

Staff is home, with their cats. What should we collect from them and why?

Auth
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VPN Endpoint Network Email

Authentication DNS Badge/Camera Web Conf

Ticketing WiFi History Vuln/Patch Asset

The 12 Wonderful WFH Datasources
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Your house

Internet

Corporate 
Resources

What can we do 
in Splunk with 
VPN data?
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1. VPN Examples: Cisco Anyconnect and CESA/NVM, 
PAN GlobalProtect, Fortinet, Zscaler, Juniper Pulse
• Is your VPN working properly? (business continuity)
• Usage patterns (usual and unusual)
• Authentication issues (odd country, odd behavior per user/role)
• Licensing issues
• Vulnerabilities on the client and the concentrators
• Config issues (split tunnel vs 100% of traffic, proper encryption method…)
• BYOD device being used for VPN
• Special capabilities in Cisco (CESA/NVM) and with GlobalProtect’s config check and Pulse Secure Host 

Checker

DATA SOURCES: VPN auth logs, operational logs, vuln scanner logs
DATA MODELS: Network Traffic, Authentication, Network Sessions, 
APPS: Core, InfoSec App, ES, UBA, Security Essentials
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BOTS Example –
Pulse Secure VPN
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Palo Alto Host Information
Aug 3 15:34:53 <pan device> 1,2018/08/03 
15:34:53,010401003236,HIPMATCH,0,16,2018/08/03 15:34:53,<user>,vsys1,<user 
endpoint>,Mac,<internal ip>,Has Disk 
Encryption,1,object,0,0,25256,0x0,11,42,0,0,,<pan device>

[pan:hipmatch]
SHOULD_LINEMERGE = false
REPORT-search = extract_hipmatch
FIELDALIAS-virtual_system = vsys as virtual_system
# Field Aliases to map sepcific fields to the Splunk Common 
Information Model--Intrusion Detection

FIELDALIAS-src_for_pan_hipmatch = src_ip as src
FIELDALIAS-dvc_for_pan_hipmatch = host as dvc
FIELDALIAS-user_for_pan_hipmatch = src_user as user
LOOKUP-vendor_info_for_pan_hipmatch = pan_vendor_info_lookup
sourcetype OUTPUT vendor,product,vendor_product

https://www.paloaltonetworks.com/documentation/71/pan-
os/web-interface-help/globalprotect/objects-globalprotect-
hip-objects

https://www.paloaltonetworks.com/documentation/80/global
protect/globalprotect-admin-guide/host-
information/configure-hip-based-policy-enforcement.html

https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-help/globalprotect/objects-globalprotect-hip-objects
https://www.paloaltonetworks.com/documentation/80/globalprotect/globalprotect-admin-guide/host-information/configure-hip-based-policy-enforcement.htm
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Cisco AnyConnect Network Visibility Module (NVM)



©  2 0 2 0  S P L U N K  I N C .

Cisco NVM Details
• Windows, macOS, Android/Knox

• Does not need to be connected to VPN to collect

• Processes mapped to network activity (but must 
generate network activity)

• Needs an Apex license (but you can try it out no 
problem…)

• Cisco-supported Splunk App contains a basic IPFIX 
collector, or use your own

• Data comes into Splunk from collector via Syslog

• Tested at scale!

https://www.cisco.com/c/en/us/support/docs/security/anyc
onnect-secure-mobility-client/200600-Install-and-
Configure-Cisco-Network-Visi.html

https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200600-Install-and-Configure-Cisco-Network-Visi.html
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How 
about 
Endpoint
data?
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2. Endpoint Examples: Crowdstrike, Carbon Black, Tanium, 
Sysmon, Windows Events, Osquery, Cisco CESA/NVM
• Applications in use
• Communications down to the process/app
• Hardware/Software Inventory
• Malicious hashes
• File/Network activity for DLP
• DNS query data
• Worker Productivity monitoring
• Critical for MITRE ATT&CK mapping

DATA SOURCES: Windows Event logs, Endpoint Alerts, granular endpoint data
DATA MODELS: Endpoint, Authentication, Network Sessions, DLP, Change Analysis
APPS: Core, SSE, InfoSec App, ES, UBA, Phantom
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BOTS Example –
OSQUERY FIM
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Network
data is 
also key
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Cisco/Palo/Fortinet/Checkpoint firewalls, Bluecoat/Palo for 
proxy, AWS VPC Flow logs
• What’s talking to what, how much, for how long, and when
• Track bandwidth utilization
• Known malicious communications by IP/country
• Application volumes (e.g. Zoom traffic)
• Productivity monitoring via proxy categories

DATA SOURCES: Firewall/Proxy logs
DATA MODELS: Network Traffic, Web
APPS: Core, SSE, InfoSec App, ES, UBA, Phantom
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BOTS Example –
Stream
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Don’t 
forget
Email
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4. Email Data Examples: Proofpoint, STOQ, Microsoft 
message trace, Cisco ESA, gmail TA
• Subject lines/body/attachment - anything with COVID-19 or coronavirus in the content?
• Phishing analysis with Phantom processing self-reported messages
• Detonate malicious attachments via Sandbox
• Remove malicious email before users can open

DATA SOURCES: Email processing/appliance logs
DATA MODELS: Email
APPS: Core, SSE, InfoSec App, UBA, Phantom
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BOTS Example –
Gmail Audit TA
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Authentication: 
who is coming 
in the front 
door?
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5. Authentication data examples: Azure AD, conventional 
AD, Okta/Duo/other SSO, 2FA/MFA
• Is 2FA/MFA configured and working on all services?
• Without MFA, passwords are easy to guess
• Unusual access patterns
• Unusual credential resets
• Password spray attempts
• Evidence of reconnaissance efforts/credential stuffing attacks

DATA SOURCES: Authentication logs from all services
DATA MODELS: Authentication
APPS: Core, SSE, ES, InfoSec App, UBA, Phantom
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BOTS Example –
Unusual RDP/VNC or 
Superman
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DNS
tells you what 
those remote 
workers are 
looking for…
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6. DNS Data Examples: Infoblox logs, Windows DNS Debug logs, 
BIND query logs, Splunk Stream, Bro/Zeek, Microsoft Sysmon Event 22
• Detect data exfiltration via DNS.
• Detect communication to odd/malicious domains.
• Detect communication to DGA’d domains.
• Detect communication to known Dynamic DNS domains.
• Detect shadow IT via name resolution to provisioning sites for those services.

DATA SOURCES: DNS query logs from the sources listed above and more
APPS: Core, SSE, ES, InfoSec App, UBA
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BOTS Example – DNS? 
or SSE Example 
Typosquatting
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Physical Prem
data tells you if 
people are 
where they 
should be!
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7. Physical Premises Data Examples: Per-transaction 
Data From Badge Readers, Camera Activity
• Determine if you have any unauthorized entry to offices during shelter-at-home directives
• Ensure that the people entering the building are authorized
• Look for unusual camera activity
• Track the whereabouts of critical staff (execs, security personnel, etc)
• Contact tracing potential
• Support return to work activity

APPS: Core, UBA
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Web Conf & 
Collaboration
can be very 
important…
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8. Web Conferencing & Other “SaaS” Collaboration App Examples: 
Zoom, Slack, Webex, Teams, Dropbox, SFDC, ServiceNow, Workday, etc.

• Which users are using the apps, how often, where from, are you licensed
• What services within the apps are being used
• Unusual activity patterns (logins to these services from strange countries or devices)
• Evidence of “Zoombombing” trackable to rogue users
• Data exfil from SaaS apps
• Use of SaaS apps for personal use
• Use of SaaS apps from BOYD devices

DATA SOURCES: Any SaaS app with webhook, API or log access: Zoom, Slack, SFDC, 
Servicenow, O365, Dropbox, etc...
DATA MODEL: Web Conferencing, Authentication
APPS: Core, SSE, ES, UBA, various Splunkbase apps, Remote Work App
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BOTS Example –
Zoom TA Data or 
Teams Dashboard
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Do you 
splunk 
your 
Call 
Center?



©  2 0 2 0  S P L U N K  I N C .

9. Ticketing Apps/Call Center Data: ServiceNow, Remedy, etc. to 
Find Evidence of Social Engineering
• Unusual volumes of tickets opened by users/roles
• Unusual credential resets
• Phone calls into a call center where caller ID does not match known number/work location

DATA MODELS: Ticket Management
APPS: Core, ES, SSE
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BOTS Example 
Ticketing Data or –
WSJ Breach Example 
About Password Resets
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What 
about
WiFi 
Data?
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10. Wireless History Data Examples: Collect History of 
SSIDs, MAC Addresses of Base Stations From Endpoints
• Match historical SSID with known-common SSIDs like Starbucks, ATT, hotel chains to get a rough idea of 

where laptop was when
• Match historical SSID with “Wigle.net” to determine precisely where a laptop is at any point in time - “Is that 

employee really working from home?”

DATA SOURCES: Microsoft Windows registry or scripted input collected with Universal Forwarder
APPS: Core
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EXAMPLE – Scripted 
Input Data from BOTS
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Are we 
patched?
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11. Vuln Data and Patch Data Examples: Tenable Nessus, 
Qualys, Rapid7, IP360, Windows Update logs, BigFix, Tanium
• Determine if your VPN infrastructure has any known vulnerabilities that could allow for adversary access
• Find unpatched endpoints accessing corporate network via VPN
• Scan endpoints over VPN to determine characteristics (unauthorized devices?)

DATA SOURCES: API or syslog vuln scan/operation data, patch data from Ufs
DATA MODELS: Vulnerability, Updates
APPS: Core, SSE, ES, InfoSec App
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What 
assets
are out 
there?
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12. Asset (Hardware/Software inventory), Identity Data Examples: 
CMDB, LDAP, Scripted Inputs, Cisco NVM, Palo Alto FW UserID, 
BigFix, Tanium, etc.
• Understand if authorized devices are connecting to the network
• Identify rogue/unauthorized devices connecting to the network
• Identify out-of-support versions of software being used
• Identify unauthorized hardware (USB devices) being connected.
• Find vulnerable versions of software.
• Map usernames to roles/location/asset.

DATA SOURCES: ServiceNow, OSquery, various endpoint tech, Palo Alto UserID, various VPN tech
APPS: Core, SSE, ES, InfoSec App, UBA
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BOTS Example –
Security Training 
Confirmation
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Take-aways!
• There are many different security 

concerns that require renewed 
focus in this WFH world

• Splunk can help you make the 
most of ~12 different data sources 
so that you’re covering most of 
these concerns

• Rely on the resources at this link 
to help!

https://splk.it/conf20_wfh_sec



SESSION SURVEY
Please provide feedback via the
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Thank you.
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