Forward-
Looking
Statements

This presentation may contain forward-looking statements regarding future events, plans or the
expected financial performance of our company, including our expectations regarding our products,
technology, strategy, customers, markets, acquisitions and investments. These statements reflect
management’s current expectations, estimates and assumptions based on the information currently
available to us. These forward-looking statements are not guarantees of future performance and involve
significant risks, uncertainties and other factors that may cause our actual results, performance or
achievements to be materially different from results, performance or achievements expressed or implied
by the forward-looking statements contained in this presentation.

For additional information about factors that could cause actual results to differ materially from those
described in the forward-looking statements made in this presentation, please refer to our periodic
reports and other filings with the SEC, including the risk factors identified in our most recent quarterly
reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained by visiting the
Splunk Investor Relations website at www.investors.splunk.com or the SEC's website at www.sec.gov.
The forward-looking statements made in this presentation are made as of the time and date of this
presentation. If reviewed after the initial presentation, even if made available by us, on our website or
otherwise, it may not contain current or accurate information. We disclaim any obligation to update or
revise any forward-looking statement based on new information, future events or otherwise, except as
required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject to
change at any time without notice. It is for informational purposes only and shall not be incorporated into
any contract or other commitment. We undertake no obligation either to develop the features or
functionalities described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Data-to-Everything, D2E and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States and other
cauntries. All_.ather brand names, produgct names or trademarks belong to_their.respective awners. ©2021 Splunk Inc. All rights rgserved... . __
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Advanced Scheduling
with Splunk to Help
Ensure Your Searches ™
Run, Succeed and
Cover All Data
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Agenda 1) Alerting Challenges

2) Ineffective Solutions
3) Our Solution: Stateful earliest index time
4) Complex Use Cases with Apache Airflow

5) “So How Do | Get Started?”
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Disclaimer: this presentation, and any related discussions are solely the views,
opinions and experiences of the presenter(s) and should not be presumed to reflect the
opinion or the official position of Pfizer Inc. Examples and views provided herein,
including strategies, goals, targets and indicators, are for illustrative purposes only and
should not be regarded as representative of Pfizer Inc. or its portfolio.

To the extent that this presentation outlines a general technology direction, Pfizer Inc.
has no obligation to pursue any such approach or to develop or use any functionality
mentioned herein. Any suggested technology strategy or possible future developments
are subject to change, at Pfizer’s sole discretion and without notice.

Content in this presentation is the intellectual property of the applicable creator and
may be protected under the copyright laws of the United States and/or other countries.
All trademarks are the property of their respective owners and are used for
informational purposes only.
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Latent Data and
Feed Outages

Splunk
Alerting (@)
Challenges

Lots of ‘ Skipped
Others... Searches
\ /
/ ™~
Broken ‘ \[/ Lack of Industry
Alerts — Standard Solution

Overall Splunk
Platform Instability
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How do Most People Address
These Issues?

A

§ Sliding Scale
3

2

s

& Manually Monitor

L

“Let it Ride”
-

Work Required Up Front
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The Progression of How to Query

© 2021 SPLUNK INC.

index=firewall badness_detected=true Last 60 minutes » n
| eval a="bcde"

index=firewall badness_detected=true earliest=-1h@h latest=-0h€h
| eval a="bcde"

index=firewall badness_detected=true _index_earliest=-1h@h _index_latest=-0h@h
| eval a="bcde"

index=firewall badness_detected=true "autotimeframe("The Alert Name")’
| eval a="bcde"
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Our Solution

KV Store
Uses index time
L The Alert Name 2021-09-01:10:15:00
Decouple execution time from search
time
Macro

KV store records "Last Ran"

Macro reads and updates "Last Ran"
Safeguards:

— Limits maximum search

— Includes a rolling overlap window
Manual override for manual re-runs Alert

index=firewall badness_detected=true ‘autotimeframe("The Alert Name")’
| eval a="bcde"




A Look at the Macro

Find the last time the

named query ran until

okup lastrun _key AS query_name_hash from the KVStore

3] last_time nax(coalesce(last_time, relative_time(now(), "-$default_start_lookback$") - 1), relative_time(now(), "-$longest_lookback$"))

lds - _time
2val query_name_hash = md5("$query_name$")

2]l search_to = min(relative_time(now(), "-$realtime_lag$"), relative_time(last_time, "+$longest_query$"))

3l _key = query_name_hash

1 last_time = search_to Update the KVStore Generate the
Ry last. time; _key ready for the next timeframe to apply to

sokup append=t lastrun

execution the search

lds + search ]
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Challenges Addressed

e Latent data that is an hour + behind
e Feed outage stops for 5 hours
e Search head down / skipped searches

e Broken search due to user SPL error

splunk> m
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Scenario: Normal Conditions
Time Source: Event Time Searching

splunk> m



Searching

4 events (at 0:30, 1:10, 2:45 and 3:50)
that should generate alerts

=

Alertable events normally arrive in
Splunk about 5 minutes after they occur

AN
0:00 00 200 300
Alerted ‘/ ‘ i \.
Event Time
Available Incoming stream of data is that is about 5 minutes behind real time normally
Searches
Available Incoming stream of data is that is Qbo\ut 3 m\QuteS ber/ind real ttne normally
Index Time
Alerted o

4 searches that should run

(1 per hour)

splunk> m
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Normal Conditions | Event Time Searching

0:00

1:00

2:00

3:00

Event Time

Alerted

Available

Searches

Index Time

Available

Alerted

L |

Time: 00:10

Alerts Raised: 0 of 0
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Normal Conditions | Event Time Searching

0:00 1:00 2:00 3:00

Alerted
Event Time

Available

Search Data flows in
earches
for the hour

Available
Index Time

Alerted

Time: 01:10 Alerts Raised: 0 of 0 splunk> (=D
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Normal Conditions | Event Time Searching

Event Time

Alerted

2:00

3:00

Available

Searches

Index Time

Available

Se.
rai

arch runs a
ses alert

nd

Alerted

Time: 00:10

Alerts Raised: 1 of 1
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Normal Conditions | Event Time Searching

Event Time

Alerted

2:00

3:00

Available

Searches

Index Time

Available

Alerted

Time: 02:10

Alerts Raised: 1 of 1
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Normal Conditions | Event Time Searching

Event Time

Alerted

Available

Searches

Index Time

Available

Alerted

Time: 02:10

3:00

Alerts Raised: 2 of 2

splunk> m



222222222222222

Normal Conditions | Event Time Searching

Event Time

Alerted

Available

Searches

Index Time

Available

Alerted

Time: 03:10

3:00

Alerts Raised: 2 of 2
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Normal Conditions | Event Time Searching

Alerted

Event Time
Available

Searches

Available

Index Time
Alerted

Time: 03:10 Alerts Raised: 3 of 3 splunk> (D
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Normal Conditions | Event Time Searching

Alerted

Event Time
Available

Searches

Available

Index Time
Alerted

Time: 04:10 Alerts Raised: 3 of 3 splunk> (D
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Normal Conditions | Event Time Searching

Event Time

Alerted

Available

Searches

Index Time

Available

Alerted

Time: 04:10

Alerts Raised: 4 of 4
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Scenario: Normal Conditions
Time Source: Index Time Searching

splunk> m
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Normal Conditions | Index Time Searching

Alerted

Event Time
Available

Searches

Available

Index Time
Alerted

Time: 04:05 Alerts Raised: 4 of 4 splunk> (D
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Scenario: Normal Conditions
Time Source: Macro Method Searching
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Normal Conditions | Macro Method Searching

Event Time

Alerted

Available

Searches

Index Time

Available

Alerted

Time: 04:05

Alerts Raised: 4 of 4
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Scenario: Latent Data
Time Source: Event Time Searching

splunk> m



Latent Data | Event Time Searching

222222222222222

0:00

1:00

2:00

3:00

Event Time

Alerted

Available

Searches

Index Time

Available

Alerted

Time: 00:10

Alerts Raised: 0 of 0
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Latent Data | Event Time Searching
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0:00 1:00 2:00 3:00
Alerted
Event Time
Available
Searches Data stops flowing at 00:50
with no events after 00:45
Available F
Index Time
Alerted
Time: 01:10 Alerts Raised: 0 of 0
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Latent Data | Event Time Searching

Event Time

Alerted

1:00

2:00

3:00

Available

Searches

Index Time

Available

Search runs, ¢
but not all dat

;atches alert 1,
a is available

Alerted

Time: 01:10

Alerts Raised:

Tof1  splunks GNED
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Latent Data | Event Time Searching

1:00 2:00 3:00
Alerted
Event Time
Available
Data does not arrive over
Searches
the next hour
Available
Index Time
Alerted

Time: 02:10 Alerts Raised: 1 of 1 splunk> (ZED



Latent Data | Event Time Searching

© 2021 SPLUNK INC.

000 1:00

2:00

3:00

Search runs, with no ¢
misses all data and m

jata to run over so

sses alert 2

Alerted
Event Time
Available
Searches
Available
Index Time
Alerted

Time: 02:10

Alerts Raised:

1 0of 2
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Latent Data | Event Time Searching

0:00 1:00 2:00 3:00
Alerted
Event Time
Available
Data starts flowing
again at 1:55, it is
Searches . faster than real
time but has not
caught up yet
Available -
Index Time
Alerted

Time: 03:10 Alerts Raised: 1 of 2 splunk> (ZRED



Latent Data | Event Time Searching

© 2021 SPLUNK INC.

Alerted
Event Time
Available
Searches
Available
Index Time
Alerted

Time: 03:10

0:00

1:00

2:00

3:00

Search runs over the da

is available,
however alert 3 is misséd ag/it is not available

Alerts Raised: 1 of 3
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Latent Data | Event Time Searching

000 | 100 200 300
Alerted
Event Time
Available
Searches .
Dataiis flowing well and j5 noyw caught up, all
latent data has now beegn backfilled
Available
Index Time
Alerted

Time: 04:10 Alerts Raised: 1 of 3 splunk> (D



Latent Data | Event Time Searching
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Event Time

Alerted

Available

Searches

Index Time

Available

Search runs as n

Alerted

Time: 04:10

Alerts Raised: 2 of 4

splunk> m
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Scenario: Latent Data
Time Source: Index Time Searching
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Latent Data | Index Time / Macro Method

0:00 1:00 2:00 3:00
Covered
Event Time
Available
Searches
Available
Index Time —
Covered |
Time: 00:10 Alerts Raised: 0 of 0
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Latent Data | Index Time / Macro Method

0:00 1:00 2:00 3:00
Covered
Event Time
Available
Searchos Data stops flowing at 00:50
with no events after 00:45
Available F
Index Time
Covered
Time: 01:10 Alerts Raised: 0 of 0
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Latent Data | Index Time / Macro Method

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 01:10

0:00

1:00

2:00

3:00

Se.

arch runs, ¢

but not all dat

;atches alert 1,
a is available

Alerts Raised: 1 of 1 splunk> (ZED
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Latent Data | Index Time / Macro Method

0:00 1:00 2:00 3:00
Covered
Event Time
Available
Data does not arrive over
Searches
the next hour
Available
Index Time
Covered

Time: 02:10 Alerts Raised: 1 of 1 splunk> (ZED
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Latent Data | Index Time / Macro Method

0:00 1:00 2:00 3:00

Covered

Event Time

Available

Searches .

Search runs, with no data to run over SO no
datais processed and alert 2 does not fire yet

Available

Index Time
Covered

Time: 02:10 Alerts Raised: 1 of 2 splunk> (ZRED
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Latent Data | Index Time / Macro Method

Event Time

Covered

Available

Searches

0:00

Index Time

Available

Covered

Time: 03:10

1:00

2:00

3:00

Data starts flowing
again at 1:55, it is
. faster than real
time but has nc
caught up yet

t

Alerts Raised: 1 of 2
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Latent Data | Index Time / Macro Method

0:00

Covered
Event Time
Available
Searches
Available
Index Time
Covered

Time: 03:10

:00  2:00 3:00

\

Searc

the data is in the index sgarch period

h runs over the data that is gvailable, however
alert 3 is missed as it is nio available, alert 2 fires as

Alerts Raised: 2 of 3
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Latent Data | Index Time / Macro Method

000 | 100 200 3:00
Covered
Event Time
Available
Searches .
Dataiis flowing well and j5 noyw caught up, all
latent data has now begn backfilled
Available
Index Time
Covered

Time: 04:10 Alerts Raised: 2 of 3 splunk> (D
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Latent Data | Index Time / Macro Method

000 | 100 | 200 300

Covered

Event Time

Available

—

Searches .

Final Search runs as normal, vith data-¢
up both alerts 3 and 4 fire

Available

Index Time
Covered

Time: 04:10 Alerts Raised: 4 of 4 splunk> (D
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Scenario: Skipped Searches /
SH Issues
Time Source: Index Time Searching
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Skipped Search / SH Down / Issues | Index Time

0:00 1:00 2:00 3:00
Covered
Event Time
Available
Searches
Available |
Index Time
Covered
Time: 00:10 Alerts Raised: 0 of 0
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Skipped Search / SH Down / Issues | Index Time

0:00 1:00 2:00 3:00
Covered
Event Time
Available
Searches
Available
Index Time
Covered
Time: 01:10 Alerts Raised: 0 of 0
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Skipped Search / SH Down / Issues | Index Time

Covered

1:00

2:00

3:00

Event Time

Available

Searches

Available

Index Time

Covered

Time: 01:10

Alerts Raised: 1 of 1
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Skipped Search / SH Down / Issues | Index Time

Event Time

Covered

2:00

3:00

Available

Searches

Index Time

Available

Covered

Time: 02:10

Alerts Raised: 1 of 1
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Skipped Search / SH Down / Issues | Index Time

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 02:10

2:00

3:00

Searc
missi

h skips/fails
ng alert 2

Alerts Raised:

1 0of 2
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Skipped Search / SH Down / Issues | Index Time

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 03:10

3:00

Alerts Raised: 1 of 2
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Skipped Search / SH Down / Issues | Index Time

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 03:10

0:00

1:00

2:00

Searc

3:00

h skips/fails

missing alert 3

Alerts Raised: 1 of 3
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Skipped Search / SH Down / Issues | Index Time

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 04:10

Alerts Raised: 1 of 3
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Skipped Search / SH Down / Issues | Index Time

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 04:10

Alerts Raised: 2 of 4
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Scenario: Skipped Searches /
SH Issues
Time Source: Macro Method Searching
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Skipped Search / SH Down / Issues | Macro Method

0:00

1:00

2:00

3:00

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 00:10

Last Run: 00:10

Alerts Raised: 0 of 0
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Skipped Search / SH Down / Issues | Macro Method

0:00 1:00 2:00 3:00
Covered
Event Time
Available
Searches
Available
Index Time
Covered E
Time: 01:10 Last Run: 00:10 Alerts Raised: 0 of 0
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Skipped Search / SH Down / Issues | Macro Method

Event Time

Covered

1:00

2:00

3:00

Available

Searches

Index Time

Available

Covered

Time: 01:10

Last Run: 01:10

Alerts Raised: 1 of 1
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Skipped Search / SH Down / Issues | Macro Method

Event Time

Covered

2:00

3:00

Available

Searches

Index Time

Available

Covered

Time: 02:10

Last Run: 01:10

Alerts Raised: 1 of 1
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Skipped Search / SH Down / Issues | Macro Method

Event Time

Covered

2:00 3:00

Available

Searches

Index Time

Available

Covered

Time: 02:10

Search skips/fails
. missing alert 2 for
now

Last Run: 01:10

Alerts Raised: 1 of 2  splunks m
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Skipped Search / SH Down / Issues | Macro Method

Event Time

Covered

3:00

Available

Searches

Index Time

Available

Covered

Time: 03:10

Last Run: 01:10

Alerts Raised: 1 of 2
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Skipped Search / SH Down / Issues | Macro Method

000  1:00 2:00 3:00
Covered
Event Time
Available
Searches . .
Search skips/fails
missing alert 3 for now
Available
Index Time
Covered

Time: 03:10 Last Run: 01:10 Alerts Raised: 1 of 3 splunk> (D
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Skipped Search / SH Down / Issues | Macro Method

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 04:10

Last Run: 01:10 Alerts Raised: 1 of 3
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Skipped Search / SH Down / Issues | Macro Method

Event Time

Covered

Available

Searches

Index Time

Available

Covered

Time: 04:10

Last Run: 04:10

missingg alert 3 for pow

Alerts Raised: 4 of 4  splunks .confz
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Scenario: Skipped Searches /
SH Issues

Longer Time Period
Time Source: Macro Method Searching
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Skipped Search / SH Down / Issues | Macro Method
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Last Run: 00:10
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Skipped Search / SH Down / Issues | Macro Method
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Skipped Search / SH Down / Issues | Macro Method
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Skipped Search / SH Down / Issues | Macro Method
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Skipped Search / SH Down / Issues | Macro Method
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Skipped Search / SH Down / Issues | Macro Method
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Skipped Search / SH Down / Issues | Macro Method
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Skipped Search / SH Down / Issues | Macro Method
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Skipped Search / SH Down / Issues | Macro Method
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Limitations

1)  Some searches need event time
— Comparisons of counts per hour

r/apps/adp/parcials/ R
x/apps/adp/parcials/ ail g
. 1o/3s/angularfepps/adp/parcials/decails e . X
2 - r h M I I - r h _.c/js/angular/apps/adp/partials/decails/ 3 ="adp-license-header"><div class
“58/3s/angular/apps/adp/parcials/decails/ m:"xspm class="c
“ic/3s/angular/apps/adp/parcials/details/ in availableSizes"><div class="tile.
wwvw/mllublpuvuls/deual.a/_zv : ‘file-id mecadata-row"><span data-il

</ng-dnclude><div id="asset-uplcad-date" c! -, 3 18n="UPLOAD_DATE"/>{{adp.asset.appr

ic/3s/angular/apps/adp/partials/decails/ ¢ ta-118n="HOW_TO_PAY"></strong></div><h
3 rning=no=sub=po-credits” ng-switch-wi

3) Mid-search failures (failure after @i .
time already updated) b s e .
— Memory hits a limit
— Disk space runs out

4) Search dependencies

— Search A generates a lookup
used by search B
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Advanced Use Cases with Apache Airflow

Apache Airflow is a free and open source platform created to
programmatically author, schedule and monitor workflows

Airflow does not interact with Splunk out of the box
Our design:

« Commands Splunk over rest
« Can test if data is present before running a query (Limitation 1)
« Passes in time range to searches either as event or index time (Limitation 2)

» Monitors for completion / success and can parse search.log (Limitation 3)
» Can pull back results

« Uses Airflow's built-in dependency management (Limitation 4)

splunk> m



“So How do | Get Started?”

Start using a > Stateful earliest
combination of _index_time
earliest index time

T  Create KV Store
and d S"dlng scale * Leverage/Adapt provided Macro

* Incorporate Macro in alerts
_index_earliest=-12h@h _index_latest=-0h@h « Test. Test. Test

<
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In Conclusion...

* There are real challenges with alerts you want to always run
and never miss data

« Different environments are at different places along the journey

« With minimal effort (15 lines of SPL!) you can resolve almost all
these challenges

* We showed you how to get started, go explore how you can
Improve and mature your approach to these challenges
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