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Making Your SIEM Smarter

Spend time on meaningful 
signals

Ability to look across 
much larger time range for 
low-and-slow and across 

multiple data sources

Reduce Alert 
Fatigue

Increase Analytic 
Time Range & 

Boundary

This session offers tips to make your RBA deliver more value

Expand Detection 
Coverage

No more ignoring high 
volume alerts. Make the 

noise work for you!
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Super Quick RBA Overview
Traditional Notables:
• Represents one type of detection/anomaly
• Very atomic, lack context
• High volume detections are usually ignored

• Varying degrees of fidelity 

RBA Notables:
• Composed of one or more Risk Events (each risk 

event is a detection/anomaly)
• Correlate many risk events based on host or user
• Generate a notable when the composite Risk Score 

or MITRE ATT&CK chain exceeds a threshold

BEC

Malware Detected

Suspicious WMI

DGA Domain

High volume. Ignored

High volume. Ignored

Notable

Notable
Suspicious WMI

DGA Domain

Notable

Entity Risk 
Score

MITRE 
ATTACK 

Tactic
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RBA pipeline

 Tune and filter individual detections
 RRs create risk events in index=risk with standard 
set of fields
 

index=web
index=firewall
index=endpoint

index=ueba
index=azure

Risk Rules
(RR) index=risk

Risk Incident
Rules
(RIR)

index=notable

SOAR

Analysts

 Aggregate, correlate, throttle
 RIRs create notables in index=notable

 Automate investigation, 
enrich
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Impact of RBA

800x
800 times reduction 

of raw alerts to 
notables

200
Monitor 200 more 

detection types

0
Zero staff increase Better employee 

morale

Do more for less
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The SOC Analyst worked 
one notable with 3 related 
risk events instead of 3 
different alerts.

Without RBA, these 3 
alerts may be worked by 
separate analysts, which 
means less context and 
duplication of effort.
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Type of risk events in RBA

 ES Correlation 
Searches

 Microsoft Azure 
alerts
 Ingested via Microsoft 
Graph API

 Ingested 3rd 
party alerts
 Antivirus, EDR, 
IPS/IDS

 Splunk UBA 
anomalies
 Forwarded to Splunk 
ES

 Risk Events
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Risk score calculation

Based on domain knowledge + historical effectiveness
How likely is this a malicious event?

risk_score  =  risk_rule_impact_num * risk_rule_confidence_num * ((risk_modifier_count * .25)+1)

If this event is malicious, how bad the damage is? Based on criticality of the entity (system or user)
Is this a critical asset?
Is this an admin user?
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Are we alerting too much?
Are we alerting too little and missing 
crucial alerts?

How to Decide 
on Alert 
Threshold
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 Non-ideal 
RBA notable 
 Is this an “investigation 
worthy” notable?

An RBA notable consists of the following risk events 
(risk_score_sum “108” > threshold “100”):

● Risk Event 1 (risk_score=60) → medium confidence, but false 
positive, don’t care, not a concern

● Risk Event 2 (risk_score=20) → low confidence
● Risk Event 3 (risk_score=8) → informational

● Risk Event 4 (risk_score=20) → similar to Event 2 but different 
alert type, essentially referencing the same event

 Score is inflated due to event 2 
and 4 duplication. They are 
really the same event.
 
 Event 1 shouldn’t be there
 
 Event 3 provides context only
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Solutions
Manual hard work is still needed

Metadata tagging -- Initial work to assign confidence and impact rating to individual 
risk event is crucial
• Use historical alert volume to help with your decision
• Confidence and impact can be dynamic and context sensitive

– eval impact=if(match(action, "allowed"), "high", "low")

Still have to tune individual risk rule to minimize false positives
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An RBA notable consists of the following risk events 
(threshold “100”):

● 10 occurrences of same Risk Event type  → low 
confidence
– risk_score “20” * 10 = 200

 Non-ideal 
RBA notable 
 Example 2

 
 Multiple occurrences of the 
same risk event type, all low 
confidence
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Non-Monolithic Approach to Threshold

modelCount: number of distinct 
detection type e.g. dc(search_name)

tacticCount: number of distinct Mitre 
Tactic type e.g. dc(tactic)

| where modelCount>1 AND tacticCount>1

eval threshold = case(
match(confidence,“high”), 80,
match(confidence,“medium”), 100,
1==1, 200)

Model & MITRE Tactic Count Stepwise Risk Score Threshold

More knobs you can turn

Use match() because 
confidence is a multi-value 
field aggregating multiple 
events’ value
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Dynamic Suppression/Throttling 
based on Prior Verdict

How to Combat 
Repeating False 
Positives
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How to Combat Repeating False Positives

Cause: 
• When FP appears, you didn’t immediately create a rule to suppress it, or tune it in the search, or put in a 

whitelist
• Why?

– It’s someone else’s job, don’t know how, maybe it’s just a one-time thing,etc.
• Out-of-the-box ES Throttling does not take prior verdict into account

Solution: 
• Augment the RIR SPL to look at prior notable verdict to allow for automatic suppression and more flexible 

throttling

“SIEM Babysitting”
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Pre-requisites

Add ES custom Incident Review status:
• Closed - True Positive  (101)

• Closed - False Positive (102)

Establish standard fields:
• risk_object

• detection_type (or search_name)

• threat_object

Having standards that all Risk Rules adhere to is important

Dynamically suppress new notable if:
– Old notable is False Positive, and/or
– Old notable occurred within last x time period, and
– Old notable references the same risk object, detection type, and threat object (your choice)
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SPL
Can be saved as a macro `rir_suppress` to be included in the RIR

 ...<code to generate RBA notable>...
 |multireport 
    [  | where 1==1 

        | fillnull value="n/a" threat_object | eval type_1line=mvjoin(detection_type,"|"), threat_1line=mvjoin(threat_object,"|")] 
     [| stats values(risk_object) as risk_object 
     | eval search_str="(risk_object=".mvjoin(risk_object," OR risk_object=").")" 
     | fields search_str 
     | map 
         [ search earliest=-30d [| stats count | eval query=$search_str$ | return $query] source=*RIR* `notable` 
         | fillnull value="n/a" threat_object | eval type_1line=mvjoin(detection_type,"|"), threat_1line=mvjoin(threat_object,"|") 
         | eval time_ago_seconds=now()-_time 
         | stats min(time_ago_seconds) values(detection_type) values(threat_object) values(status) by risk_object type_1line threat_1line
         | rename values(*) as * | rename min(*) as * 
         | eval disposition1=if(time_ago_seconds<(60*60*24*1),"suppress",null()) 
         | eval disposition2=case(match(status,"True Positive"), "keep", match(status,"False Positive"), "suppress", status="New", "keep") 
         | eval disposition=coalesce(disposition1,disposition2) 
         | fields risk_object type_1line threat_1line disposition ]] 
 | stats values(min_time) values(risk_message) values(risk_score_sum) values(modelCount) values(detection_type) values(tactic) 
values(technique) values(threat_object) values(disposition) values(custom_fields) by risk_object type_1line threat_1line 

 | rename values(*) as * 
 | search (NOT disposition="suppress") AND risk_message=*

 

 

multireport part 1: get a 
copy of all records

Join multi-value into one 
line for ease of grouping

multireport part 2: format search string e.g. 
risk_object=A OR risk_object=B OR risk_object=C 

Use map to 
execute 
subsearch 
on prior 
notables

macro in ES

Suppress based on time

Suppress if prior notable is False Positive 

Last stats joins part 1 & 2 together based on risk 
object, detection type, and threat object Keep the original record (with risk message) 

where disposition is not suppress
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Integration with 
SOAR
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How to process RBA notables in Splunk 
SOAR

Challenge: 
• Many types of different risk events in a RBA notable, very diverse

Solution: 
• Assign each detection type to a response category
• Create SOAR sub-playbooks for each response category
• A master RBA playbook that directs the calls to sub-playbooks
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RBA SOAR Playbook

Events involving 
suspicious logins

If notable contains: then run sub-playbook:

Events involving 
malware, 
suspicious file or 
process

Events with 
network indicators

Endpoint File & 
Process 
Response

Suspicious Logon 
Response

Network Indicator 
Response

Risk Event A

Risk Event B

Risk Event A

Risk Event C

Risk Event D

Entity Risk 
Score

Entity Risk 
Score

RBA Notables generated in ES



© 2021 SPLUNK INC.

UPDATED Splunk .conf21  |  TMPLT-FY22-102

Receive email with phishing link

Entity
Risk 

Score

Example 1

Suspicious process

Potential C2 communication

Endpoint File & 
Process 
Response

Network Indicator 
Response

Run sub-playbooks:
RBA Notable

SOAR
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Suspicious login

Entity
Risk 

Score

Example 2

Malware detected

Email forwarding rule created

Endpoint File & 
Process 
Response

Network Indicator 
Response

Run sub-playbooks:

Suspicious Logon 
Response

RBA Notable

SOAR
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What’s in a response sub-playbook?

• Is the file still there?
• Collect file sample
• Process run history
• Containment options:

– Kill the process
– Stop & quarantine the file

• Reputation checks
• Have we seen this indicator before?
• Who else has accessed this domain/IP/URL
• Containment options:

– Block the indicator

Endpoint File & Process Network Indicator



© 2021 SPLUNK INC.

UPDATED Splunk .conf21  |  TMPLT-FY22-102

 Key 
takeaways
 
 

1) Metadata tagging and tuning are important
 Spend time assigning confidence and impact rating, as 
well as tune individual detections

2) Establish standard fields in Risk Events
 This will enable you to be creative in your RIR SPL such 
as Dynamic Suppression

3) Don’t be intimidated by processing RBA 
notables in Splunk SOAR
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Risk-based 
alerting (RBA) 
at .conf21

SEC1249A - Accenture’s Journey to RBA with Splunk 
Enterprise Security and Beyond

SEC1163A - Proactive Risk Based Alerting for Insider Threats 

SEC1162A - Supercharge Your Risk Based Alerting (RBA) 
Implementation 

SEC1271 - What’s New in Splunk Enterprise Security?

SEC1590C - Augmented Case Management With Risk Based 
Analytics and Splunk SOAR 

SEC1800A - Implementing Zero Trust: From Hype to Reality

SEC1466A - A Deep-Dive Into How Zoom Is Building Its 
World-Class Detection Pipeline in Response to the 
Zoom-Boom!
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