Forward-
Looking
Statements

03.10.22-15:28

This presentation may contain forward-looking statements regarding future events, plans or the
expected financial performance of our company, including our expectations regarding our products,
technology, strategy, customers, markets, acquisitions and investments. These statements reflect
management’s current expectations, estimates and assumptions based on the information currently
available to us. These forward-looking statements are not guarantees of future performance and
involve significant risks, uncertainties and other factors that may cause our actual results,
performance or achievements to be materially different from results, performance or achievements
expressed or implied by the forward-looking statements contained in this presentation.

For additional information about factors that could cause actual results to differ materially from those
described in the forward-looking statements made in this presentation, please refer to our periodic
reports and other filings with the SEC, including the risk factors identified in our most recent quarterly
reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained by visiting
the Splunk Investor Relations website at www.investors.splunk.com or the SEC's website at
www.sec.gov. The forward-looking statements made in this presentation are made as of the time and
date of this presentation. If reviewed after the initial presentation, even if made available by us, on our
website or otherwise, it may not contain current or accurate information. We disclaim any obligation to
update or revise any forward-looking statement based on new information, future events or otherwise,
except as required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject to
change at any time without notice. It is for informational purposes only and shall not be incorporated
into any contract or other commitment. We undertake no obligation either to develop the features or
functionalities described, in beta or in preview (used interchangeably), or to include any such feature
or functionality in a future release.

Splunk, Splunk> and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other

brand names, product names or trademarks belong to their respective owners. © 2022 Splunk Inc. All rights reserved.
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WastedLocker  ShinyHunters
Phoenix Locker
MountLocker Xing Team
RansomEXX  Hotarus Corp

Snake  Netwalker HelloKitty

Ragnar Locker Egregor Ragnarok  Vice Society

NetWalker Lockbit DarkSide  QBot
Nefilim Cuba ransomware Hive Snatch
Shadow Kill Hackers EvilCorp  Black Shadow Grief Lapsus$
REWH Defray Babuk Locker Everest
SamSam Ryuk LockerGoga TAS05 Darkside Babuk BlackMatter
Petya WannaCry Dharma RobbinHood  DoppelPaymer Erkan Conti Avaddon BlackByte
ective HDDCryptor NotPetya BitPaymer IEncrypt Maze Clop Calix Astro Avoslocker

2016 2017 2018 2019 2020 2021 2022
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High Profile Incidents

Increased scrutiny and pressure at the highest levels of government

 Darkside attack against Colonial Pipeline
* REvil attacks

- Kaseya supply-chain attack

- JBS meat processor

Nation-state “ransomware” attacks

* PartyTicket
» Used in conjunction with HermeticWiper attacks at the beginning of the Ukraine invasion
* Likely developed as a decoy
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Ransomware is Fast!
Median time taken to encrypt 100K files

Family Median Duration
LockBit 00:05:50
Babuk 00:06:34
Avaddon 00:13:15
Ryuk 00:14:30
Revil 00:24:16
BlackMatter 00:43:03
Darkside 00:44:52
Conti | 00:59:34
Maze | 01:54:33
Mespinoza (PYSA) 01:54:54
Average of the median 00:42:52
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Ransomware
Leaks
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Conti Leaks

Chat leaks

 Nearly two years of internal communications leaked
» June 2020 to March 2022

* Logs include a variety of information

- Targeted U.S. hospitals in October 2020

* Potential connections with Russian law enforcement / intelligence
- Attack methods and tools

Source code and documentation
* Admin panels and screenshots
 Conti ransomware v2 and v3 leaked
* A new version was released in January, but that source code has not been leaked
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Conti-Leaks Edit  Export v

Unique Jabber Accounts Unique Rocket Chat Accounts

Total Chats Top Chat Terms

253,571

Top Jabber Chat Paths (Jabber Only)

E dandis@gq3mcco35auwcstmt.onion

id 3mcco35auwcstmt.onion
driver@q3mcco35auwcstmt.onion go@q

. brom@qg3mcco35auwcstmt.onion
hof@q3mcco35auwcstmt.onion troy@g3mcco35auwcstmt.onion @q

marsel@g3mcco35auwcstmt.onion revers@q3mcco35auwcstmt.onion

azot@qaieco3Sauwcstmt.onion target@q3mceco3Sauwcstmt.onion

co35auwcstmt.onion

veron@q3mcco3Sauwcstmt.onion

]

professor@q3mcco35auwcstmt.onion mors@q3mcco3Sauwcstmt.onion

grom@q3mcco3Sauwcstmt.onion [ deploy@q3mcco35auwcstmt.onion

— mushroom@q3mcco35auwcstmt.onion
I price@q3mcco35auwcstmt.onion.

|| frog@g3 mcco35auwcstmt.onion

van@q3mcco35auwcstmt.onion

skippy@q3mcco35auwcstmt.onion stern@g3mcco3Sauwcstmt.onion

Kkaktus@q3mcco3 Sauwestmt.onion " bio@q3mcco3Sauwcstmt.onfon buza@q3mcco35auwcstmt.onion
tramp@q3mcco35auwcstmt.onion
trr@conference.q3mcco3 Sauwcstmt.onion zulas@g3mcco3Sauwcstmt.onion

braun@q3mcco3 Sauwcstmt.onion baget@g3mcco35auwcstmt.onion mango@q3mcco3Sauwcstmt.onion:

Most Chatty Unique Bitcoin Addresses Found Unique IPv4 Addresses Most chats sent to (Jabber Only)
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How do we know you will actually help us and not just take our money?

We are businessmen firstly. We care about our reputation. Just google us. Besides, we offer you a
test decryption as mentioned above. We are interested in making a deal and bringing you back to
normal work, not ruining your business.

26 days ago

We searched you on Google and it says that your chats were leaked. How do we know our chat is
safe? We are business people as well, you are just asking a ton of money that we don' t have.

Those chats were internal. Customer chats are not related to them and absolutely safe. Besides
they are deleted after successful deal and network recovery.
Financial documents from your servers show that you have more than $12,000,000 right now on
your banking accounts.

24 days ago

So no customer chats were released? How will you prove to use that you delete our data after we
pay? We understand that you think we make a ton of money but that is not true. We have been

down for a while and are not making anything. Are you able provide us a better deal?

2 days ago

So no customer chats were released? - No. Leak of customer chat can occur only on your side. If
you hesitate in confidentiality of this chat, we propose to create new private one. Write your email
address and you will get new link only accessible by you and us.
After deal, we will provide you deletion log. Data is deleted irrecoverably by shredding software.
Price can be discussed. Do your reasonable offer.

22 days ago

No response from you today - we will publish initial pack of your data in purpose of selling complete
access. If you wish to negotiate and resolve the situation - let us know ASAP.

20 days ago

Sorry, things have been hectic here. | am only one person and i keep getting pulled in many
directions. If you decide to post any of our data we will not be able to pay you anything. If we pay,

how do we know you actually delete our files and don' t post them anyway?

19d

We are interested in successful deals, not damaging our reputation. All of files are deleted after
deal and not used in any way. We will send you the deletion log as mentioned above
19 days ago

We would need a working unlock program and the deletion log if we were going to make a deal. If

we did decide to pay how would we get you money, a wire?

Z0 gays ago

24 days ago
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R3ADM3

7| RIADMS3 - Notepad
File Edit Format View Help

A\
NS/

By now it's probably painfully apparent that your environment has
been infected with ransomware. You can thank conti for that.

we've modified the code in a way that will prevent you from decrypting
it with their decryptor.

we've exfiltrated a significant amount of data including private emails,
financial information, contacts, etc.

Now, if you wish to contact us in order to save your files from permanent
encryption you can do so by emailing network_battalion_0065@riseup.net.

|
You have 3 days to establish contact. Failing to do so will result in
that data remaining permenantly encrypted.
while we have very Tittle sympathy for the situation you find yourselves
in right now, we will honor our agreement to restore your files across
the affected environment once contact is established and anment is made.

until that time we will take no action. Be aware that we have compromised
your entire network.

we're watching very closely. Your President should not have commited war
crimes. If you're searching for someone to blame for your current situation
Took no further than vladimir Putin.
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Babuk Leak

The leaked source code was forked
* Modified encryption algorithms (ECC Curve25519 to RSA)
* Rebranding

* Rook
* NightSky
- Pandora
* Added complex packing and obfuscation
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Complex Malware Obfuscation
Techniques

Packers
* VMProtect

String obfuscation
* ADVObfuscator

Control flow obfuscation
 LLVM
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(D) 4 security vendors and no sandboxes flagged this file as malicious

534f5fbb7669803812781e43c30083e9197d03f97f0d860ae7d9a59c0484aced 1.31 MB 2022-03-14 05:02:06 UTC %
SidAaCyp.txt 29 days:ago EXE
?
64bits  direct-cpu-clock: idle lid-sigy overlay peexe runtime-modules  signed
% Commuoty
Score
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY °
Crowdsourced YARA Rules
Matches rule INDICATOR_KB_C 1994d660de659ee9037ech437d766 by ditekSHen from ruleset indicator_knownbad_certs at
https://github.com/ditekshen/detection
Ly Detects executables signed with stolen, revoked or invalid certificates
Crowdsourced Sigma Rules
Il CRITICALO HIGH 2 LOw 32
/A 1 match for rule Execution F e Other xe by Max Altgelt from Sigma Integrated Rule Set (GitHub)
Checks whether the image specified in a process creation event doesn't refer to an .exe file (caused by process ghosting or other
Ly unorthodox methods to start a process)
/N 1 match for rule Execution Of | sting File by Max Altgelt from Sigma Integrated Rule Set (GitHub)
Checks whether the image specified in a process creation event is not a full, absolute path (caused by process ghosting or other
L unorthodox methods to start a process)
32 matches for rule Stop Windows Service by Jakob Weinzettl, oscd ity from Sigma Rule Set (GitHub)
Ly Detects a windows service to be stopped
Security vendors' analysis on 2022-03-14T05:02:06 UTC v
Cynet (D Malicious (score: 100) ESET-NOD32 (D A Variant Of WinGo/Packed.Obfuscated
SecureAge APEX @© Malicious Trapmine (@ Malicious.moderate.ml.score
Acronis (Static ML) @ Undetected Ad-Aware (@ Undetected

AhnLab-V3 ’f/ Undetected Alibaba Undetected
ALYac Undetected Antiy-AVL (©) Undetected
Arcabit ©) Undetected Avast ©) Undetected
Avira (no cloud) Undetected Baidu ) Undetected
BitDefender (v:j Undetected BitDefenderTheta Undetected

Antivirus Evasion (BlackByte)
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New Delivery Techniques

Exploitation of public vulnerabilities

* Atlassian Confluence RCE vulnerability (CVE-2021-26084)
* Log4Shell attacks against applications that utilize Log4J

» Microsoft Exchange ProxyLogon vulnerabilities

* PrintNightmare

Misconfigured / poorly configured devices
* QNAP Network Attached Storage (NAS) devices

Packages containing malicious USB devices
- BadUSB / Bad Beetle USB
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Gone But Not
Forgotten
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Law Enforcement Actions

Arrests

- Maze/Egregor
* Netwalker

* REVviIl

Infrastructure disruption / seizures / takedowns
» DarkSide
* REVvil

Sanctions
* EvilCorp
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Law Enforcement Action Response

Ransomware “rebranding”

GandCrab » REvil Avaddon Haron Midas
Darkside » BlackMatter DoppelPaymer » Grief
EvilCorp: Bitpaymer WastedLocker Hades Prometheus » Spook
. . Macaw
PhoenixLocker CypherPunk PayloadBin Locker
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Helpful
Advice
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LIFECYCLE OF A RANSOMWARE INCIDENT certnz

The comman attack paths of a human-operated ransomware incident based on examples CERT NZ has seen

INITIAL ACCESS ; e : ;{: IMPACT ON TARGET
Attacker looks for a nto : y : 7 Attacker steals and t
ol : Mcrstemptogunaseants | A e
. . —3 Data
Internet: s E Sehotion
exposed E E
service . .
Password S E
guessing . :
. Command —
: and v >  Destroy
+—>  control N $ backups
Exploit E E
vulnerability ~ Y
: i >  Encrypt
. . data
Email :::’::‘:'t Malware S E
New Zeatand Government
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https://research.splunk.com/
b

Q - [AnNsomware

/

170+ Results Found




Move
data
Té

Designed to offer comprehensive protection against sophisticated attacks
laterally

Install Own domain Steal
controller credentials

Malicious
malware
7

I
Zscaler Zero Trust Exchange

Phishing
macro

Recon
email

& 2,
] ([
Prevent lateral movement Prevent data loss
Prevent data loss to the internet

Inline content inspection (SSL)
Proprietary proxy architecture with Inline DLP policies for
users, servers, workloads, loT and OT Systems

Stop the spread of infection (LAN/WAN)

Prevent compromise
User to app segmentation
Connects an authenticated user and device to an authorized
app without bringing the user on the network
Innovative data classification engine
with advanced exact data match, document
fingerprinting capabilities

ZERO TRUST
EXCHANGE
Block threats before they reach you
Workload to workload segmentation
Uses software identity to allow or block workload
communications in hybrid and multi-cloud environments
Secure Saa$S data (CASB)
Prevent oversharing and discover sensitive
data at rest
splunk> (RED

Eliminate the attack surface
Private apps are invisible to the internet, can’t be

discovered and attacked

Inline content inspection (SSL)
Proprietary proxy architecture, sophisticated content

inspection engine with Al-powered cloud-effect

Protect public cloud data
Fix misconfigurations to prevent unauthorized

access to cloud resources



Advice
From Conti

- We recommend that you configure restrictions on system actions for ordinary users on

Change passwords every 2 weeks and create more complex

C A

- Install an antivirus on every computer
- Disable Isas dump on all computers

I\
-4

Mlonitoring of users on the network 2 times a week

Restrict access to servers for regular users

Sl e

Reduce the number of domain admins

- Set up a more complex data backup system

all workstations
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Advice
From the
DarkSide

To prevent your network hacked again you
have to:

1. Administrators must work in browsers in in-
private mode

2. Administrators are prohibited from saving
passwords in browsers

3. Administrators are prohibited from saving
files with password lists on their computers or
shared resources, as well as sending them by
e-mail

4. All users are forbidden to open suspicious
mail, punish with money. Allocate for this one
computer without connection to the corporate
network

5. Administrators work in virtual machines.
Virtual machines must be in cryptocontainers
6. Configure firewalls so that administrator's
computers do not have direct access to critical
servers, but virtual machines have it (firewall
rules and network ranges)

7. Limit the list of domain administrators. Split
domain administrator password between
security department and administration
department (password is very long)

8. Delegate small roles to administrators for
daily work (resetting passwords, creating
users)

© 2022 SPLUNK INC.

9. Use strong antivirus, Cylaence or Carbon
Black or Cortex (we do not advertise antivirus,
think byr yourself)

10. Limit access to the Internet on servers and
admin’s computers. Create a terminal server in
the DMZ and use the terminal browser
applications

11. All suspicious letters with links should be
sent to the IT department for verification on a
stand alone virtual machine.

12. Configure mail filters to work with white
lists. Anything that is not included in the
whitelist must be moderated.

13. Prevent users from launching scripting
programming languages (vbs, js and others)
and unknown file extensions. If you doubt
about openning link, transfer it to the IT
department for verification on a stand alone
virtual machine.

14. Open documents with macros only from
trusted users. If you doubt about openning
document, transfer it to the IT department for
verification on a stand alone virtual machine.
15. If the user has launched a suspicious file,
he should immediately contact the IT
department.

16. Disable remote launch for powershell

17. Set 2FA Authorisation for network
infrustructure. (Backups)
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Shannon Davis Brett Stone-Gross
YW @DrShannon2000 YW @pushecx
shannon@splunk.com bstonegross@zscaler.com
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Thank You
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