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This presentation may contain forward-looking statements regarding future events, plans or the
expected financial performance of our company, including our expectations regarding our products,
technology, strategy, customers, markets, acquisitions and investments. These statements reflect
management’s current expectations, estimates and assumptions based on the information currently
available to us. These forward-looking statements are not guarantees of future performance and
involve significant risks, uncertainties and other factors that may cause our actual results,
performance or achievements to be materially different from results, performance or achievements
expressed or implied by the forward-looking statements contained in this presentation.

For additional information about factors that could cause actual results to differ materially from those
described in the forward-looking statements made in this presentation, please refer to our periodic
reports and other filings with the SEC, including the risk factors identified in our most recent quarterly
reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained by visiting
the Splunk Investor Relations website at www.investors.splunk.com or the SEC's website at
www.sec.gov. The forward-looking statements made in this presentation are made as of the time and
date of this presentation. If reviewed after the initial presentation, even if made available by us, on our
website or otherwise, it may not contain current or accurate information. We disclaim any obligation to
update or revise any forward-looking statement based on new information, future events or otherwise,
except as required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject to
change at any time without notice. It is for informational purposes only and shall not be incorporated
into any contract or other commitment. We undertake no obligation either to develop the features or
functionalities described, in beta or in preview (used interchangeably), or to include any such feature
or functionality in a future release.

Splunk, Splunk> and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States and other countries.

All other brand names, product names or trademarks belong to their respective owners. © 2023 Splunk Inc. All rights reserved.
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Customer-facing
Errors and Slowness
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Agenda

* Tracing 101

 DEMO: Using Tracing to
troubleshoot real issues

» Advanced Tracing Techniques
*Q&A
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Every Company is Modernizing
Applications

To Increase Velocity, Agility and Resilience

Retain & Optimize Lift & Shift § Re-Factor ~ Re-Architect |

&

Tightly Coupled Apps, Primarily using More Modular, but Loosely Coupled
Slow Deployment ; Cloud laaS ; Dependent App : Microservices, and
Cycles : : Components ; Serverless Functions
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Logs & Metrics

* Why?
— Record what a service is doing and ——
how it behaves ‘
* How? t oooz@
— Instrument components of a system )
— Services generate logs; events
generate metrics
— Sent to centralized repository
— Allows for searching, formating,
alerting etc
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Example Logs

14:38:00 payment receive order for XYZ ﬁ%%
14:38:01 payment receive order for ABC &
14:38:03 payment receive order for CAT Catalog-0001
14:38:05 Catalog-0001 error parsing! ég%n
14:38:06 Catalog-0001 tokens valid ﬁ%b
14:38:06 authorization Org: 1337 success &
14:38:06 Catalog-0001 tokens valid payment Catalog-0002
14:38:06 Catalog-0002 received request 4
14:38:06 Catalog-0002 received request EE%’ EE%
14:38:06 Catalog-0002 processed request
14:38:11 ldp DB latency 21ms, result=100
14:38:11 payment receive order for ABC
14:38:12 authorization Org: 8088 FAILED!!
14:38:13 ldp DB latency 21ms, result=100
14:38:15 authorization Org: 1015 success

authorization Idp
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Logging Is Great, But It’s Not Enough

14:38:00 payment receive order for XYZ f%%
14:38:01 payment receive order for ABC {2
14:38:03 payment receive order for CAT

Which Payment triggered }

14:38:05 Catalog-0001 error parsing! <— ISl
14:38:06 Catalog-0001 tokens valid & f%%
14:38:06 authorization Org: 1337 success &
14:38:01 Catalog-0001 tokens valid payment Catalog-0002
14:38:06 Catalog-0002 received request /
14:38:06 Catalog-0002 received request EE%

14:38:06 Catalog-0002 processed request

authorization Idp

14:38:11 payment receive order for ABC

14:38:12 authorization Org: 8088 FAILED!!
Was this entry triggered by
. . the failed call? }
14:38:15 authorization Org: 1015 success
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Logging Challenges

* Instrumenting agents to collect
0gs T e -

- Level of detail and granularity

» Consistency of data collection &

* Aligning disparate logs maa

- Connecting log entries 5

together in a transaction

aaaaaaaaaaaaa
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Aside:
Complexity
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Fit to view

[r—
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We Want to Move From This...

14:38:00 payment receive order for XYZ
14:38:01 payment receive order for ABC
14:38:03 payment receive order for CAT
14:38:05 Catalog-0001 error parsing!
14:38:06 Catalog-0001 tokens valid
14:38:06 authorization Org: 1337 success
14:38:01 Catalog-0001 tokens valid
14:38:06 Catalog-0002 received request
14:38:06 Catalog-0002 received request
14:38:06 Catalog-0002 processed request
14:38:11 ldp DB latency 21ms, result=100
14:38:11 payment receive order for ABC
14:38:12 authorization Org: 8088 FAILED!!
14:38:13 ldp DB latency 21ms, result=100
14:38:15 authorization Org: 1015 success
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. . . 14:38:00 payment receive order for XYZ
... to a View Like This |::s:e5 Catalog-0001 tokens valid
14:38:06 Catalog-0002 received request
Trace-ID: ABC-123 14:38:12 authorization Org: 8088 FAILED!!

14:38:03 payment receive order for CAT

Trace-ID: DEF-456 — [14:38:05 Catalog-0@01 error parsing!

14:38:01 payment receive order for ABC
14:38:01 Catalog-0001 tokens valid
14:38:06 Catalog-0002 received request
14:38:06 Catalog-0002 processed request
14:38:15 authorization Org: 1015 success

Trace-ID: GHK-565

14:38:11 payment receive order for ABC
Trace-ID: TSA-137 14:38:06 authorization Org: 1337 success

Jo o oo
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Tracing Augments Logs

26 / 26 Spans Loaded |Oms 60ms | 121ms 181ms 242ms

| api: /checkout
\ |api: http.Request
’ |checkout: /auth
| checkout: http.Request
. . authorization: /auth/valid
® Tra CI n g re p re S e n tS th e J O u rn ey » | authorization: http.Request
| Idp: authRequest
|api: http.Request
Of a re q u est |checkout: /checkout/{cartld}
| checkout: loadCart

|order-processor: processOrder

* Logs provide visibility into e

8 mysql:mysql-prod-1: CartDetails 71ms
|checkout: http.Request 68ms _

Individual services

payment: http.Request 45ms
y - @ PeachPay: http.Request 45ms
*Where's the issue > Trace o= -
B outboundEmails: /pushEmail 8ms
y - » | emailservice: /email/{emailUID} 13ms
o Wh at S th e I SS u e - > Log S emailservice: http.Request 6ms
@ ColtEmailService: http.Request 6ms
|checkout: http.Request 40ms -
|shipping: /shipping/{shippingID}} 34ms -
|shipping: http.Request 30ms -
@ PwnyPostalService: http.Request 30ms
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How to Get Started?

OTEL to the Rescue! A
- Open Source S
- Vendor Neutral o 8
- Full-Fidelity, No sampling ?
‘ ® °

é Telemetry

authorization
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Do it Yourself? How do You...

* Consistently insert a Trace-ID
field? ®-
* Ensure it propagates through
the call-chain? ® &
: : <
* Ensure it always be present in —

your components?
* Instrument 3rd parties?

aaaaaaaaaaaaa
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®

)’g 8

Qf TR '\7 Troubleshooting
- Issues Using

v ’ Tracing
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ldentify the
Root Cause
of a Backend
Error

DEMO
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ldentifying
Performance
Bottlenecks

DEMO
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¥o JPe
.f" \ 4 Finding

f’ Patterns

’ DEMO
¢ S
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®
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o/ o (W Advanced
¥ ﬁ 1 Tracing
’ Techniques
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i iImilar Traces
. Q +

@ -30m v Environments: All v Workflow : All ¥ Services*1 v http.route = /api/frum/v1/url-c... X + Add Filters Cleg
v:ﬁ @ Visualana is not ble b the tag filter Sone or i F ] I 1tags Pl g @ modifvthe g irin arder T ma visual a v rle I more
& = Traces Duration (ms) () Errors Only — g — y I, S — [ View Trace ID Go
28 traces matched | Switch to Classic Viey
=1
48
©
I Total traces
= = == = s I Traces with errol
1
&) 11:44 AM 11:46 AM 11:48 AM 11:50 AM 1152 AM 1154 AM 11:56 AM 1158 AM 1200 PM 1202PM 1204PM 1206 PM 12:08PM 12:10PM 12:12PM 12:14PM fictsesrchec
Mon Mar 13
2023

Traces Group Metrics  Group tracesby | httproute v

& @B/ D

28 traces matched

Trace ID Timestamp . s O i Services
6e71b7ccd14b090c Mon, Mar 13 2023 1 PMEDT __ 9 apm-graphql (7) rum-api(5) signalboost-ui(2) s3:rum-org-config-us1-splunk-com (2) istio-ingress-sni-external

apm-graphql (7) rum-api(5) signalboost (3) s3:rum-org-config-usO—splunk-com (2) signalboost-ui (2)
02cO0bfbd6c23£dd2 Mon, Mar 13 2023 12:10:23 PM EDT 119ms istio-ing; i POST signalb:

istio-ingress-sni-external

apm-graphql (7) rum-api(5) signalboost(3) signalboost-ui(2) s3:rum-org-config-eu0-splunk-com (2)
7e974f1f6badb57e Mon, Mar 13 2023 12:10:08 PM EDT 120ms istio-ing; i : POST signalb:

istio-ingress-sni-external
b34£d222d2598c95 Mon, Mar 13 2023 12:07:47 PM EDT 81ms istio-ingress-sni- : POST signalb apm-graphgl (7) rum-api (5) i(2) s3: g-config-us1--splunk-com (2) istio-ingress-sni-external
01fcebdafasdscds Mon, ManazozeEiﬂ- vn'a:nv l:‘nTr ietio-i i POST signalb apm-graphal (7) (1] rum-api (5) iboost-ui (2) [l s3:rum-org-config-usi—splunk-com (2) ] istio-ingress-sni-external
4££0e817940a4394 Mon, Mar 132023 1206:13PMEDT  30ms istio-ing i : POST signalb apm-graphal (7) (1] rum-api (5) i(2) [l s3rum-org-config-us1—splunk-com (2)] istio-ingress-sni-external
a8dd0leec8faedSb Mon, Mar 13 2023 12:06:13 PM EDT 29ms istio-ing i POST signalb: apm-graphql (7) |! | rum-api(5) | signall i(2) uaa:rum-org-conﬁg-un-splunk-com(z)] istio-ingress-sni-external
edOadb8leddSecs8é Mon, Mar 13 2023 12:06:13 PM EDT 31ms istio-ing! i : POST signalb apm-graphgl (7) |! | rum-api (5) i(2) nsa:tum—org—conﬁg—uﬂ—splunk-com(Z)l istio-ingress-sni-external
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Comparing Traces to Isolate Issues
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17 / 17 Spans Loaded

v | istio-ingress-sni-external: signalboost-ui.o11y-imm.svc.cluster.local:8080/*
| signalboost-ui: signalboost-ui.o11y-imm.sve.clusterlocal:8080/*
v |signalboost-ui: apm-graphgl.o11y-apm.svc.cluster.local
v | apm-graphql: /graphql
v | apm-graphgl: graphgl.execute
v |apm-graphql: graphgl.resolve
| apm-graphql: graphgl.validateSchema
v | apm-graphgl: graphgl.execute
+ | apm-graphgql: graphql.resolve
v | apm-graphql: HTTP GET
rum-api: rum-api-service.o11y-rum.sve.cluster.local:80/*
v | rum-api: /api/rum/v1/url-config
v | rum-api: RumUriConfigResourceV1.getUrIConfig
v |rum-api: s3_request
{_! s3:rum-org-config-us1--splunk-com: s3_request
v |rum-api: S3.GetObject
{_} s3:rum-org-config-us 1--splunk-com: S3.GetObject

66ms

58ms

56ms l

54ms

53ms

561ps
52my
52my

17 / 17 Spans Loaded

v I istio-ingress-sni-external: signalboost-ui.o11y-imm.svc.cluster.local:8080/*
| signalboost-ui: signalboost-ui.o11y-imm.svc.cluster.local:8080/*
v lsignalboost-ui: apm-graphqgl.o11y-apm.svc.cluster.local
v | apm-graphgql: /graphgl
v | apm-graphql: graphgl.execute
v | apm-graphql: graphqgl.resolve
| apm-graphql: graphglvalidateSchema
« | apm-graphgql: graphgl.execute
v | apm-graphql: graphgl.resolve
v | apm-graphql: HTTP GET
rum-api: rum-api-service.o11y-rum.svc.cluster.local:80/*
v | rum-api: /api/rum/v1/url-config
v | rum-api: RumUriConfigResourceV1.getUrlConfig
v |rum-api: s3_request
{_} s3:rum-org-config-us1--splunk-com: s3_request

v |rum-api: S3.GetObject

{_} s3:rum-org-config-us 1--splunk-com: S3.GetObject

404
404 |
!
0

Oms 30ms

120ms
119ms
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Examining % of Traces with Errors

Traces with Errors .

503K traces matched
20K
ERERERENERREEREEEEENNEEEEEEEEEN::
M Traces
11:52 AM 11:54 AM 11:56 AM 11:58 AM 12:00 PM 1202PM 12:04PM 12:06 PM 12:08 PM 1210PM 1212PM 12:14PM 1216 PM 1218PM 1220 PM
Mon Mar 13
2023
Traces Group Metrics  Grouptracesby | httproute v »
Showing 49 values for http.route
° http.route Traces Matched 2
No value for http.route 488.6k 29.4k
/api/rum/v4/node-exemplars <« 184 78
/api/slis-v2 s« 248 42
/api/node-health -« 1.8k 27
/api/rum/v3/node-metrics «-- 2.7k 22
/api/autosuggest/tagvalues -+« 6.7k 20
/api/edge-health «.. 133 17
‘api/rum/v3/tag-values «-- 208 13 I
/api/rum/vXurl-config -« 30 9
/api/trace/search «« 1 8
/api/rum/v1/apps/ranked-apps «+ 134 8
/api/traces/{traceld} -« 51 7
/api/trace/{traceld}/segments «.- 47 7
/api/analytics/trace <« 14 6

Switch to Cla

Not seq
12:22PM
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1) Microservices architectures boost velocity
but increase complexity

2) Tracing provides end-to-end visibility

Key
Ta keaways 3) Use Otel to instrument your applications

4) Splunk APM enables troubleshooting errors
and identifying bottlenecks
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Thank You
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