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Okay, but why?

Securing data is important!
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Thank YouOkay, but why?

Platform resilience is important
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Okay, but why?

Enforcing stateful app permissions is important!
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Journey
 This is how we do it

 ● What is RBAC

● How It Started

● How It’s Going

● Considerations
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 What is 
RBAC?
 Contains Another Backward 
Redirect
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General RBAC Design

User Capabilities

Regularly Brings Abrupt Chaos
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General RBAC Design

User Role Capabilities

Rarely Behaves As Created
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General RBAC Design

User Role Capabilities

Rules Beyond All Comprehension
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General RBAC Design

User Role Capabilities

Reacting Bravely Amid Crisis
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General RBAC Design

User Role Capabilities

✔✔
✔

✔✔
✔

✔✔

Reset Brain Aneurysm Count
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 How It 
Started
 Method 1
 
 The first cut is the deepest



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1

What We Started With
Once upon a time…

Infra TeamCloud Infra Team

cloud_infra_role infra_role it_role

cloud_infra_index capability

index_A
index_B

capabilities
(User)

infra_index capability

index_A
index_C

capabilities
(Power User)

it_index capability

index_D
index_E

capabilities
(User)

Teams

Splunk 
Roles

Role 
Definitions

importRole importRole

importRoleimportRole importRole

IT Team
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Once upon a time…

Cloud Infra Team Infra Team IT Team
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cloud_infra_index capability

index_A
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Challenges With Team Based RBAC
…And then a scary monster attacked…

● Team names can sometimes change

● Nested role inheritance

● Multiple authorize.conf applications 

● SAML mapping through UI

● Slow deployment time

● Incredibly permissive

● Application permissions were assigned randomly

● Splunk admins responsible for access approvals

 



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1

Challenges With Team Based RBAC
…And then a scary monster attacked…

● Team names can sometimes change

● Nested role inheritance

● Multiple authorize.conf applications 

● SAML mapping through UI

● Slow deployment time

● Incredibly permissive

● Application permissions were assigned randomly

● Splunk admins responsible for access approvals

 



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1

Challenges With Team Based RBAC
…And then a scary monster attacked…

● Team names can sometimes change

● Nested role inheritance

● Multiple authorize.conf applications 

● SAML mapping through UI

● Slow deployment time

● Incredibly permissive

● Application permissions were assigned randomly

● Splunk admins responsible for access approvals

 



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1

Challenges With Team Based RBAC
…And then a scary monster attacked…

● Team names can sometimes change

● Nested role inheritance

● Multiple authorize.conf applications 

● SAML mapping through UI

● Slow deployment time

● Incredibly permissive

● Application permissions were assigned randomly

● Splunk admins responsible for access approvals

 



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1

Challenges With Team Based RBAC
…And then a scary monster attacked…

● Team names can sometimes change

● Nested role inheritance

● Multiple authorize.conf applications 

● SAML mapping through UI

● Slow deployment time

● Incredibly permissive

● Application permissions were assigned randomly

● Splunk admins responsible for access approvals

 



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1

Challenges With Team Based RBAC
…And then a scary monster attacked…

● Team names can sometimes change

● Nested role inheritance

● Multiple authorize.conf applications 

● SAML mapping through UI

● Slow deployment time

● Incredibly permissive

● Application permissions were assigned randomly

● Splunk admins responsible for access approvals

 



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1

Challenges With Team Based RBAC
…And then a scary monster attacked…

● Team names can sometimes change

● Nested role inheritance

● Multiple authorize.conf applications 

● SAML mapping through UI

● Slow deployment time

● Incredibly permissive

● Application permissions were assigned randomly

● Splunk admins responsible for access approvals

 



© 2023 SPLUNK INC.

Splunk .conf23 Template  |  TMPLT-FY23-101  |  v1
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 How It 
Started
 Method 2

 Let’s try a service based model!
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What We Tried
…So the heroes decided to try again…

Cloud Infrastructure
Teams: Networking, Cloud 

Infrastructure, DevOps

cloud_infra_role

cloud_index_1
cloud_index_2

capabilities
(User)

Services

Splunk 
Roles

Role 
Definitions

On-Prem Infrastructure
Teams: Networking

Identity
Teams: Corporate 

Identity, HR

on-prem_infra_role identity_role

onprem_index_1
onprem_index_2

capabilities
(Power User)

identity_index_1 capabilities
(User)
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Challenges With Service Based RBAC
…But the monsters were too strong!...

● Upfront work to deploy automation

● Splunk admins responsible for access 

approvals

● Defining service groups was 

nondeterministic

● Still incredibly permissive

● Applications were always read and write
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● Splunk admins responsible for access 
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 How It’s 
Going
 Winner winner!

 Deterministic model in the making!
We love RBAC so much we redid it…twice!
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RBAC in 3-Dimensions
Bringing it all together

 Indexes
 Each index has a role

 Applications
 Read and write roles

 Capabilities
 Roles for different 
permissions
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What We Ended Up Doing
…They suited up with new armor and weaponry…

SG-Index-cloud_infra

index_cloud_infra

cloud_infra

Security 
Groups

Splunk 
Roles

Role 
Definitions

SG-AppR-CloudInfra SG-Capability-Power

appr_cloudinfra capability_power

capabilities
(Power User)

cloudinfra 
(Read)

SG-AppW-CloudInfra

appw_cloudinfra

cloudinfra 
(Write)
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What We Ended Up Doing
…They suited up with new armor and weaponry…

SG-Index-cloud_infra

index_cloud_infra

cloud_infra

Security 
Groups

Splunk 
Roles

Role 
Definitions

SG-AppR-CloudInfra SG-Capability-Power

appr_cloudinfra capability_power

capabilities
(Power User)

cloudinfra 
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Workflow Diagram
Needs more automation

Access Request

Approvals

Data Owner

App Owner

Admin

New Index, App, 
Capability

Update 
corresponding AD 

Security Group

Create new AD 
Security Group

Merge and 
pipeline plans

Roles and 
SAML mapping 

applied

Index

App

Capability
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DEMO PLACEHOLDER
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Challenges We’re Facing

● Terraform state issues 

● New features require updates to the provider

● API doesn’t support all options

● Current automation doesn’t separate 

environments

● Applications need to be removed from 

configurations when uninstalled

…and went to face the beast…
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Improvements We’ll Make

● Automating AD security group creation and 

management

● Splitting environments

● Skipping uninstalled applications

● Self-service for access requests

● Field filtering 

● Data governance and auditing

…And they all lived happily ever after…until next time…
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Strategy Changes

Nested Model (Original)

Importing roles

More permissive

Hard to troubleshoot

No automation

3D Model (Current)

No Inheritance*

Least permissive

Easily understood

Automation

Where we were to where we are

Fewer roles Many roles
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Considerations
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Too Many Choices

Choice

Open

Active 
Directory

Automation

SSO

Granularity

Apps

Least 
Privilege 
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Design Considerations
Category Questions to ask

Groups ● Should roles have individuals added to them or groups related to team or function?
● How many groups need access to Splunk?
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Design Considerations
Category Questions to ask

Groups ● Should roles have individuals added to them or groups related to team or function?
● How many groups need access to Splunk?

Roles ● Consolidated roles based on team or function or roles for each permission?
● What job functions and responsibilities are encompassed under each role? 

Permissions ● What resource limits should this role have? 
● What data should this role be allowed to see?
● What do we want them to be able to do or not do?

Inheritance ● Do roles already exist that other roles should have?
● Is it possible to use anchors or references instead of importRoles?

Owners ● Will admins own roles and assignments or will stakeholders own their data and applications?

Audit ● Is there a process to audit permissions assigned to users to ensure validity?

Automation ● Do you have the ability to automate RBAC?
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Takeaways
● RBAC is a necessary evil

● Design RBAC thoughtfully

● Automate where possible

● Implement self-service
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 Helpful 
Links

● PLA1945B: Factoring in SSO Integration: Setting up SAML in Your 
Splunk Environment - Thursday, July 20 10:15 am - 11:00 am

● Make It So! Unified, Simple Splunk Cloud Platform 
Administration Using Terraform 
https://conf.splunk.com/watch/conf-online.html?search=S4U12
98C#/ 

● Splunk REST API Documentation 
https://docs.splunk.com/Documentation/SplunkCloud/latest/RE
STREF/RESTaccess 

● Splunk Terraform Documentation 
https://registry.terraform.io/providers/splunk/splunk/latest

● GitHub Splunk Terraform Provider 
https://github.com/splunk/terraform-provider-splunkconfig

● Now They See It, Now They Don't: Role Based Access 
Controls and Data Filtering In Splunk 
https://conf.splunk.com/watch/conf-online.html?search=TRU17
13B#/ 

● Field Filtering
https://docs.splunk.com/Documentation/Splunk/latest/Security/
setfieldfiltering#Configuring_role-based_field_filters 

https://conf.splunk.com/watch/conf-online.html?search=S4U1298C#/
https://conf.splunk.com/watch/conf-online.html?search=S4U1298C#/
https://docs.splunk.com/Documentation/SplunkCloud/latest/RESTREF/RESTaccess
https://docs.splunk.com/Documentation/SplunkCloud/latest/RESTREF/RESTaccess
https://registry.terraform.io/providers/splunk/splunk/latest
https://github.com/splunk/terraform-provider-splunkconfig
https://conf.splunk.com/watch/conf-online.html?search=TRU1713B#/
https://conf.splunk.com/watch/conf-online.html?search=TRU1713B#/
https://docs.splunk.com/Documentation/Splunk/9.0.4/Security/setfieldfiltering#Configuring_role-based_field_filters
https://docs.splunk.com/Documentation/Splunk/9.0.4/Security/setfieldfiltering#Configuring_role-based_field_filters
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Thank You


