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This presentation may contain forward-looking statements regarding future events, plans or the
expected financial performance of our company, including our expectations regarding our products,
technology, strategy, customers, markets, acquisitions and investments. These statements reflect
management’s current expectations, estimates and assumptions based on the information currently
available to us. These forward-looking statements are not guarantees of future performance and
involve significant risks, uncertainties and other factors that may cause our actual results,
performance or achievements to be materially different from results, performance or achievements
expressed or implied by the forward-looking statements contained in this presentation.

For additional information about factors that could cause actual results to differ materially from those
described in the forward-looking statements made in this presentation, please refer to our periodic
reports and other filings with the SEC, including the risk factors identified in our most recent quarterly
reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained by visiting
the Splunk Investor Relations website at www.investors.splunk.com or the SEC's website at
www.sec.gov. The forward-looking statements made in this presentation are made as of the time and
date of this presentation. If reviewed after the initial presentation, even if made available by us, on our
website or otherwise, it may not contain current or accurate information. We disclaim any obligation to
update or revise any forward-looking statement based on new information, future events or otherwise,
except as required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject to
change at any time without notice. It is for informational purposes only and shall not be incorporated
into any contract or other commitment. We undertake no obligation either to develop the features or
functionalities described, in beta or in preview (used interchangeably), or to include any such feature
or functionality in a future release.

Splunk, Splunk> and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States and other countries.

All other brand names, product names or trademarks belong to their respective owners. © 2023 Splunk Inc. All rights reserved.
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| Am Speed!

Searching on Your Own TERMSs
With Simple Techniques That
99% Aren’t Using!

PLA1258C

Jerrod Anderson
Cyber Intel Analyst | Lockheed Martin

Chad Anderson

Manager, Security Intelligence Center | Reddit Splunk®> m
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Jerrod Anderson Chad Anderson
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Example 1

Windows Security Event Logs

Search 1
Slow 8 890 Seconds

| search index=windows_ sec user=“userl” EventCode=4624

scanning 240,233,347 events in 889.208 seconds

Search 2
Fast@ 12 Seconds

| search index=windows_ sec user=“useril” [“user'l”] EventCode=4624

scanning 1,043 events in 12.62 seconds

splunk> m
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Example 2
Proxy Logs

Search 1
Slow 8 144 Seconds

| search index=proxy g=* www.website.com*

scanning 22,437,072 events in 144139 seconds

Search 2
Fast@ 37 Seconds

| search index=proxy|TERM(h=*) TERM(Wwww .website.com*)

scanning 2,896,022 events in 37.635 seconds

splunk> m
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Jerrod Anderson Chad Anderson
Cyber Intel Analyst | LM CIRT Insider Threat Manager | Reddit Security Intelligence Center
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Example 3

Data Ingest Metrics

Search 1
Slow 8 21 Seconds

| search index=_internal source=*1license usage.log
| timechart 1limit=0 sum(b) by st | transpose ©

returned 80 results by scanning 2,621,263 events in 21113 seconds

Search 2
Fast@ 1 Second

|[tstats]sum(PREFIX(b=)) as Bytes WHERE index=_internal
source=*/license _usage.log by PREFIX(st=) time span=1d
| rename st= as SourceType | xyseries SourceType time Bytes

returned @results by scanning 2,621,263 events in 1.299 seconds splunk> m
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Culmination of 10 Years of .conf

Kellen Green, Clara Merriman, Richard Morgan, Martin Muller, David Veuve, Brian Wooden, Simeon Yep

, - And many more!
Behind the Magnifying Glass:

How Search Works _n ——— (12) United StateS Patent
‘ Baum et al.

Clara-Fication: DR |.: Champagne
1

Yiore Tstats for 2 e Knowledge Manager Manual

Your Buckets

ELTRU1133B

A

Clara Merriman (54) TIME SERIES SEARCH WITH

Senior Splunk Engineer | Splunk ‘s ' - . . : | https://docs.splunk.com/Documentation/Splunk INTERPOLATED TIME STAMP
Martin Miiller 4 é M — — |

Principal Consultant | Consist

https://image-ppubs.uspto.gov/dirsearch-public/print/dow
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https://conf.splunk.com/files/2021/slides/
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TRU1133B.pdf 8 S R splunk>
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The Power Of Data Normalization: ‘ Fields, Indexed and
A Look At The Common Information Model Tokens, and You CLONE_SOURCETYPE 4 L
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Why is That Faster?

Data In

Data In - Write the Events to Disk

T / Props.conf:

- index_extractions = JSOF
~[<specs] SEGMENTATION

f (feldite

extraction):
cetype
clone_sourcetype
are indexed!

Fields.conf

... lindex /db/

\(IField_Name] INDEXED=rrue J
Y
TSIDX index files are updated + host, source, sourcetype

_raw is compressed into Slices & & saved to Journal

when Hot rolls to Warm, create a Bloom Filter

hash_2 ("£00=0")

db_time_time_# ’— hash_1("foo=0") == 0

[T o T To o] splunk> GEIED

Indexing Fields

05-25-2023 21:44:26.100 INFO

st="auth:sudo" idx="ec2" b=6516

| Walklex

to Investigate the Index

eld

NumValuesf{by

v 1,117 events ()/27/23 7:00:00.000 PM to 5/27,

No Event Sa/npling

meta:(index = _internal

source = license_usage.log

sourcetype = splunkd host = idx1.cl

CustomField = “Case Matters”

Events Patiarns Statistics (22) Visualiz

100 Per Page v # Format Preview v

field ¢ NumV
arn:aws:s3

arn:aws:sts

arn:aws:iam

Data Out

" [w.lindex/db/ )

TERM(

It's not magic - Searching Breake

‘/User Search

IPs 192.0.0.1

Emails email@domain.com
Domains host.domain.tld

Usernames
Field?? b=6516

h g

o db_time_time_#
T \
~ o)
-
\ o @
10
5 5655\
\S
nt 1
\,\0\)9 In a lake of events,
A\ how quickly can you
eliminate Buckets?
splunk> EEIED
N

LISPY

'LISPY is KEWL, Where do | See That?

Clara-fication:

L X
Job Inspector % ‘i
p .
3
. 7

Edit Job Settin

Delete Job

Learn more about troubleshooting empty search results at Spluni

(SID: 1685326569.159:

Expanded index
05-29-2023 04:11:54.059 INFO
UnifiedSearch [32054 searchOrchestrator]

base 1i8py: [ AND [ OR 6516 b::6516 ] ]
05-29-2023 04:11:54.060 INFO

B1) seal

g Job Details Dashboard

Understanding |

What is the LIPSY Doing?

| search user=useri

[ OR userl sourcetype::crowdstrike:events:ser
sourcetype: : crowdstrike:events:streams

© 2023 SPLUNK INC.

Even Faster

Field Storage Structure Trade-Offs

Indexing Fields
Pros
 Smallest Space Option*

Considerations
* Done at index time
# Could cause index bloat

Summary/Metrics Index
Pros

* Familiar

e Long Summarization Range

* Easy to Add Fields or Sources

« Good for Aggregation/Archival

Considerations
* Need Indexed Fields?

Data Models

Pros

* Helps enforce the CIM

® Great for Acceleration over
Short Time Periods

« Pointers to Original Events

Considerations
« Additional Learning Curve

:reports

:reports:
:reports:
:drive sourcetype::gws:

admin sourcetype::gws:
context_aware_access

:reports:groups_enterprise
:reports:login sourcetype::gws:
sourcetype: :gws:reports:token sourcetype::okta
[ AND sourcetype: :1password:insigh
user.uuid::userl ] [ AND
password: insights:signin_attempts
uid::userl ] [ AND profile.name::
ktaim2:group ] [ AND profile.logi
ktaim2:user ] [ AND
uo:authentication user.name::user
source. from_header_displayname: :u
ws:gmail ] [ AND entities.users{}
:uba_threat_json ] [ AND sourcetype
OR uid::userl user_id:zuserl ] ] ]

| collect index=MySummary output_format=hec
>“outputs json & indexes the fields "

splunk> (D

| eval IndexedField="IndexedField::”.value
| collect index=MySummary output_format=raw
https:/idocs.splunk.com/D:

Tstats

Use the Index, Just the Index

Data Format Matter

Search 1
Slow 8 120 Seconds

| search|index=window

returned 44,832 results by sca

Search 2
Fast@ 5 Seconds

where[ Indexes are a
2 data, but

returned 44,800 results | fields added

Data Models don't store
raw data! Index Only

| tstats
Adding Many Fie
(Difference betweer

splunk>



Data In

/
@. Inputs

///
2. Parsing

B

///
3. Merging

db

7
\E‘S. Indexing

AR AN NN

.{/ index /

db /

© 2023 SPLUNK INC.

' s
INGEST_EVAL b ) N,

and 1y
CLONE_SOURCETYPE \ & 1
et L& splunks

nnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Grops conf %fa:zr’fi;o:nfs lunk.com/fi Ies/200/s.es~hlllf::’l_"A1
- index_extractions = JSON|W3C|CSV|TSV|PSV|HEC =
- [<spec>] SEGMENTATION = <seg_rule>

Transforms.conf (field/term extraction):

- index, _time, host, source, sourcetype

- ingest_eval | regex | sed_cmd | clone_sourcetype
- write_meta=true _meta fields are indexed!

N

Fields.conf
- [Field_Name] INDEXED=true

Time Series Index Files (TSIDX) are being created

05-25-2023 21:44:26.100 INFO
st="auth:sudo" idx="ec2" b=6516

\ splunk> m



Indexing Fields
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EarliestEventTime LatestEventTime.tsidx

05-25-2023 21:44:26.100 INFO

st="auth:sudo" idx="ec2" b=6516

meta:@x = _inter@

source = license usage.log

sourcetype = splunkd host = idx1.cloud.com

CustomField = “Case Matters”

CustomFieIase Matters
customfield::case matters
host::idx1.cloud.com
source::license_usage.log

sourcetypd::$plunkd

splunk> m



Major Breakers
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EarliestEventTime LatestEventTime.tsidx

05-25-2023 21:44:26.100 INFO

st="auth:sudo" idx="ec2" b=6516

meta: index = internal

source = license usage.log

sourcetype = splunkd host = idx1.cloud.com

CustomField = “Case Matters”

CustomField::Case Matters
customfield::case matters
host::idx1.cloud.com
source::license_usage.log
sourcetype::splunkd
05-25-2023
21:44:26.100
auth:sudo
b=6516
ec2
Idx=
info
st=

splunk> m
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M i nor B Fea ke rs EarliestEventTime_LatestEventTime.tsidx

CustomField::Case Matters
customfield::case matters

“AA- host::idx1.cloud.
05-25-2023 21:44:26.100 INFO Sgﬁrcg:ﬁicgﬁsue_ﬁg;nge_Iog
sourcetype::splunkd
st="auth:sudo" idx="ec2" b=6516 05-25-2023
21:44:26.100
meta: index = internal
source = license usage.log
auth:sudo
sourcetype = splunkd host = idx1.cloud.com b=g516
1 ecC
CustomField = “Case Matters” @d;<=
INTO
st=

splunk> m



© 2023 SPLUNK INC.

BaCk to Example 3 EarliestEventTime_LatestEventTime.tsidx

CustomField::Case Matters
customfield::case matters

05-25-2023 21:44:26.100 INFO host:idx1.cloud.com

e source::license_usage.log
sourcetype::splunkd

(st="auth:sudo" Jix="ec2 @ 05-25-2023

| search index=_internal source=license usage.log
| timechart 1limit=0 sum(b) by st

auth:sudo

( b=6516 )

| tstats sum(PREFIX(b=)) as Bytes by PREFIX(st=)

G >

splunk> m
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BaCk tO Example 3 EarliestEventTime_LatestEventTime.tsidx

CustomField::Case Matters
customfield::case matters
“AA- host::idx1.cloud.com
05-25-2023 21:44:26.100 INFO Couresticanss. ueage.log
sourcetype::splunkd

(st="auth:sudo" Jix="ec2 @ 05-25-2023

I sean Major Breakers impact
ime
how you use the Index!
| auihsudo

( b=6516 )

| tstats sum(PREFIX(b=)) as Bytes by PREFIX(st=)

Ct= O

splunk> m



| Walklex

to Investigate the Index

| walklex index=aws_prod type=field

i [ 6TH0 - field

No Event Sa npling v

Events Pati=rns

100 Per Page ~

field =

arn:aws:s3

arn:aws:sts

arn:aws:iam

Statistics (22)

v 1,117 events ()/27/23 7:00:00.000 PM to 5/27

# Format

Preview v

Visualization

© 2023 SPLUNK INC.

Splunk’ Enterprise

- Download manua

Knowledge Manager Manual

https://docs.splunk.com/Documentation/SplunkCloud/latest/

SearchReference/walklex

Type:

* fieldvalue

° term
e all

11:30:07.000 PM)

NumValues ¢ ~

Are these fields
intentional?

187,264

142

splunk> m



| Walklex

| walklex index=aws_prod type=fieldvaluefipattern=arn:aws:s3* Pattern

to Investigate the Index Bloat

| stats avg(count) as NumEvents by term

~ 100,528 events (5/27/23 11:34:00.000 PM to 5/27/23 11:54:47.000 PM) ) Accepts Wildcards

No Eve

Events

100 Per Page ~

term <

arn:aws:

arn:aws:

arn:aws:

arn:aws:

© 2023 SPLUNK INC.

Pivot from field to: splznrkrlEcn:\r;:;eledge Manager Manual
type=fieldva|ue W&M

e Filter the search

Multi- Colon Data can Bloat the Index!

~# Format Preview v

:::feddit-uploaded-media
:::Feddit-hosted-video
:::feddit-hosted-media

:::feddit-subreddit-uploaded-media

“url”="“www.web.com?
Ad:1234( :)5678: :abcd”

NumEvents ¢ ~

79 Multi-Colon Data?

13,823 e CloudTrail
Proxy Logs
e etc

2,884 splunk> m

11,650
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Why is That Faster?

Data In

Data In - Write the Events to Disk

‘ extractions = JS
1 SEOMENTATION - <vog. e

f (fiolditerm extraction):
o ~index, _time, host, source, sourcatype

arsing ingest_eval | regex | sed_cmd | clone. sourcelype

- write_meta=irue _meta fiolds aro indoxed!

LLJ Merging J
\H Ty pe )
y

H\ 1.Inputs.

Fields.conf
\[Field_Name] INDEXED=true J

TSIDX index files are updated + host, source, sourcetype
[U: Indexing < _raw is compressed into Slices ‘ & saved to Journal '

.../index /db/ when Hot rolls to Warm, create a Bloom Filter
db_time_time_# hash_1("f00=0") == 0
hash_2("£00=0") 7

_ 1
I 0 0 0 N B R )
Y o N

Indexing Fields | Walklex

to Investigate the Index

05-25-2023 21:44:26.100 INFO

field

st="auth: 6516 ST B

sourcetype = spté ost = idx1.cl arn:aws:s3

arn:aws:sts

CustomField = “Case Matters”

arn:aws:iam

splunk>
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Data In - Write the Events to Disk

/
(1. Inputs

///
2. Parsing

B

///
3. Merging

O

///
4. Typing

W
//
\\E‘S. Indexing

AR AN NN

~

Props.conf:

- index_extractions = JSON|W3C|CSV|TSV|PSV|HEC
- [<spec>] SEGMENTATION = <seg_rule>

Transforms.conf (field/term extraction):

- index, _time, host, source, sourcetype

- ingest_eval | regex | sed_cmd | clone_sourcetype
- write_meta=true _meta fields are indexed!

Fields.conf

QFieId_Name] INDEXED=true J
Y

TSIDX index files are updated + host, source, sourcetype

_raw is compressed into Slices % within the Journal

splunk> m
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Data In - Create the Bloom Filter
/ Props.conf:

/
- index_extractions = JSON|W3C|CSV|TSV|PSV|HEC
\(" Inputs ] - [<spec>] SEGMENTATION = <seg_rule>
Transforms.conf (field/term extraction):
/// . N - index, _time, host, source, sourcetype
\\G' Parsing ) - ingest_eval | regex | sed_cmd | clone_sourcetype
e - write_meta=true _meta fields are indexed!
//3 Merai ) Fields.conf
- el kg - [Field_Name] INDEXED=true
\\ p u ield_Name] u J
7 \ Y
4. Typin . .
N\ y TSIDX index files are updated + host, source, sourcetype
//
\G. Indexing ] _raw is compressed into Slices % within the Journal

when Bucket is made Warm, create the Bloom Filter

hash 1("foo=0") ==

l hash 2 ("foo=0") == 7 —1 GENERATED
\ 1 1 0 0 1 0 1 0 0 Sp|unk$ m

. AUTOMATICALLY




Data In X 10000s of Buckets
/

f
1. Inputs

///
2. Parsing

L
f//

3. Merging
S

f//
4. Typing

5. Indexing

AN
O OO OO

.../ index /db/
db_time time #

Props.conf:

- index_extractions = JSON|W3C|CSV|TSV|PSV|HEC

- [<spec>] SEGMENTATION = <seg_rule>
Transforms.conf (field/term extraction):

- index, _time, host, source, sourcetype

- ingest_eval | regex | sed_cmd | clone_sourcetype

- write_meta=true _meta fields are indexed!

Fields.conf
QFieId_Name] INDEXED=true

Y

TSIDX index files are updated + host, source, sourcetype

_raw is compressed into Slices % within the Journal I

o

hash 1 ("foo=0")
hash 2 ("foo=0")

when Bucket is made Warm, create the Bloom Filter

!

1

0

© 2023 SPLUNK INC.

. AUTOMATICALLY

GENERATED

splunk> m




Data In

Data In - Write the Events to Disk

=
(s Typing

... lindex /db/
db_time_time_#

f Props.cont
it

ost, source, sourcetype

& saved to Journal

&\'\'\ﬂl"J'IOI'\"\ﬂ\ splunk> (EED

Indexing Fields | Walklex

to Investigate the Index

05-25-2023 21:44:26.100 INFO

st="auth:

meta

source

sourcetype = spté

6516

ost = idx1.cl arn:aws:s3

CustomField = “Case Matters”

arn:aws:sts

arn:aws:iam

hy is That Faster?

.

Data Out

TERM(

It's not magic - Searching Breake

User Search

IPs 192.0.0.1
Emails
Domains host.domain.tld

ata Out

—[...lindex/db/
db_time_time_#

In a lake of events,
how quickly can you
eliminate Buckets?

splunk> (ERED

"LISPY is KEWL, Where do | See That?

Clara-fication:

Job Inspector A
-

Learn more about troubleshooting empty search results at Spluni

(SID: 1685326569159 ob Details Dashboard

Edit Job

Delete Job

Field?? b=6516

Expanded index
05-29-2023 04:11:54.059 INFO
UnifiedSearch [32054 searchOrchestrator]

base 1i8py: [ AND [ OR 6516 b::6516 ] ]
05-29-2023 04:11:54.060 INFO

Understanding |

What is the LIPSY Doing?

p
L | search user=useri

[ OR userl sourcetype::crowdstrike:events:ser
sourcetype: :crowdstrike:

ws : reports:token sourcetype::okta
user::userl [ AND sourcetype::lpassword:insigh
user.uuid::userl ] [ AND
password:insights:signin_attempts
uid::userl ] [ AND profile.name::
ktaim2:group ] [ AND profile.logi
ktaim2:user ] [ AND
uo:authentication user.name::user
message_info. source. from_header_displayname: :u
sourcety ws:gmail ] [ AND entities.users{}
sourcetype: :uba_threat_json ] [ AND sourcetype
OR uid::userl user_id::userl ] ] ]

splunk>
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Data Out .. /index/db/

db_time_time_#

In a lake of events,
how quickly can you
eliminate Buckets?

splunk> m



Data Out - 1. Index + Time

@1. Index + Time
) 4

First Bucket Reduction

Search Analytics

index=MyData

Datasets

Reports Alerts Dashboards

1 event (4/27/23 4:55:03.000 PM to 4/27/: 5 Presets

No Event Sampling ¥

Events (1) Patterns

Format Timeline v

Statistics

— Zoom Out

vV

> Relative
> Real-time
> Date Range

v Date & Time Range

Between v 04/27/2023

16:55:03.000

HH:MM:SS.SSS

© 2023 SPLUNK INC.

> Search & Reporting

reate Table View Close

Date time range v n

and | 04/27/2023 16:55:13.001

HH:MM:SS.SSS

splunk> m
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Data Out - 2. Meta +.s.sn + Bloom Filters

i

/f

1. Ind Ti . .
(\ neex & ime Eliminate More Buckets!
= ﬂ

Q\Z' Heta = Bloom Bloom Filters answer: does term “foo=0" exit?
b % Can guarantee that term does NOT exist in any events = SKIP

m haSh_l ("foozo") _ O
l hash 2 ("foo=0") == T —1

1 1 0 0 1 0 1 0 0

But cannot guarantee term does exist ~98% accurate

Bloom Filters DO NOT use Wildcards™*!

splunk> m



CustomField::Case Matters
customfield::case matters
host::idx1.cloud.com
source::license_usage.log
0sourcetype::splunkd
5
05-25-2023
100
2023
21
21:44:26.100
25
26
44
6516
auth
auth:sudo

b
b=6516
ec2

idx

idx=

info

st

st=

sudo

© 2023 SPLUNK INC.

Data Out - 3. Search the Index

EarliestEventTime LatestEventTime.tsidx

TSIDX files are FAST! But not Free.
TSIDX points to specific event(s)

An event is stored in a Slice l

splunk> m
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Data Out - 3. Search the Index

X + Time

i

P

//
1. Inde
77

W

&2. Meta + Bloom

3. LISPY / Index

e

EarliestEventTime_LatestEventTime.tsidx

CustomField::Case Matters TSIDX files are FAST! But not Free.

customfield::case matters
host::ldxj .cloud.com
source::license_usage.log

sourcetype::spiunkd TSIDX points to specific event(s)
05-25-2023

An event is stored in a Slice i
21:44:26.100

[l search index=_internalCb=6516) }

C (Ia‘a‘=651 6 )

{[ AND index:: internal [ OR @[@ ] }

st= splunk> (EEZD)
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Data Out - 3. Search the Index with TERM

Index + Time

i

P

/f
C
(

W

Q\Z' Meta + Bloom

3. LISPY / Index

e

EarliestEventTime_LatestEventTime.tsidx

CustomField::Case Matters TSIDX files are FAST! But not Free.

customfield::case matters
host::ldxj .cloud.com
source::license_usage.log

sourcetype::spiunkd TSIDX points to specific event(s)
05-25-2023

An event is stored in a Slice i
21:44:26.100

[l search index=_internal(TERM(b=6516 }

C (Ia‘a‘=651 6 )

[[ AND index::_inter‘nal] }

st= splunk> (EEZD)



TERM( )

It's not magic!

Search 1
Slow 8 144 Seconds

Wildcards

l Minor Breakers

| search index=proxy g=* ww{.Website.qom*

Search 2
Fast@ 37 Seconds

| search index=proxy q=*)www.website.com*)

H _

scanning 22,437,072 events in 144139 seconds

scanning 2,896,022 events in 37.635 seconds

© 2023 SPLUNK INC.

splunk> m
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TERM( ) Minor Breakers

It's not magic - Searching Breakers Ni=@.-_$#%

[ N . N (- . N

User Search Base Lispy TERM() Lispy
IPs [ 192.0.0.1 } [ [AND © 1 192] } [ 192.0.0.1 J
Emails email@domain.com [AND com domain email] email@domain.com}
Domains host.domain.tld [AND domain host t1d] host.domain.tld
Usernames domain\\user [AND domain user] domain\user
Field?? b=6516 J [AND 6156 b::6516] } b=6516

N N\ o /

splunk> m



TERM( )

It's not magic - Searching Wildcards

Trailing®
*Leading
*Cont-ains*
Field ="~

Field” =

e ™
User Search

[ SPLUN* }
*PLUNK

*OMAIN\ \USE*

' B=* N\

B*=6516 J

\ "

//BaseIJspy

[ splun* }

ALL THE EVENTS

[AND use™]

- 2

ALL THE EVENTS

\, S

[OR 6156 b*::6156] }

,/

© 2023 SPLUNK INC.

Fields, Indexed
Tokens, and You
A1466B LI

Martin Miller
nnnnnnnnnnnnnnnnnnnnnnnnn

1466B.pdf

b 7 ? s
0
= splunk> m

https://conf.splunk.com/files/2022/slides/PLA

‘TERM() Lispy

[ splun*

i *plunk

: *omain\use*
p .

: b*=6516
N

R

Do Bloom Filters Support Wildcards?

NO 1 splunk> m



https://conf.splunk.com/files/2022/slides/PLA1466B.pdf
https://conf.splunk.com/files/2022/slides/PLA1466B.pdf

LISPY

LISPY is KEWL, Where Do | See That?

o r’

| Edit Job Settings...

Inspect Job

Clara-fication:
Job Inspector

Clara-fy your jobs

Clara Merriman
Senior Splunk Engineer | Splunk

Martin Miiller
Principal Consultant | Consist Software Solutions

© 2023 SPLUNK INC.

Search Performance Evaluator Dashboard

Search specification

SPL The search entered by the user search b=6516

Optimized SPL The search post optimization | search b=6516

Keywords The keywords found in SPL b::6516

LISPY The query on TSIDX [ AND [ OR 6516 b::6516 ] ]

Delete Job '
https://conf.splunk.com/files/2020/slides/TRU1143C.pd

Learn more about troubleshooting empty search results at Splunl

(SID: 1685326569.1593b1) search.log Yob Details Dashboard

splunkcloud.com

2/2 A v X

Expanded index
05-29-2023 04:11:54.059 INFO
UnifiedSearch [32054 searchOrchestrator] -
base lispy: [ AND [ OR 6516 b::6516 ] ]
05-29-2023 04:11:54.060 INFO

f

TSTATS and
PREFIX

How to get the most out of your lexicon,
with walklex, tstats, indexed fields,
PREFIX, TERM and CASE

Richard Morgan
Principal Architect | Splunk ;

https://conf.splunk.com/files/2020/slides/PLA1089C.pdf

https://github.com/silkyrich/clu
ster_health_tools/blob/master/
default/data/ui/views/search_
performance_evaluator.xml

splunk> m




Why is That Faster? ©2023 SPLUNK INC

Data In

Data In - Write the Events to Disk

Data Out

p Props.con: } db_time_time_#
@G = o
_ Y Pee °
\\z. Parsing j TN - \S
P 4 O
[ i o)
|[ 3. Merging ) 2S
e« >
= ) s'\o\'\
|5 ) , source, sourcetype \S 595
| | 5. Indexing < & saved to Journal \§ \x\\
¢ j \,‘0\,\9“ In a lake of events,
... lindex / db / & Bloom Filter A1 how quickly can you
db_time_time_# ol eliminate Buckets?
!
k\' [T ]o [T o T T o 0] spluk EEED splunk> D
Y o N S

Indexing Fields

05-25-2023 21:44:26.100 INFO

st="auth:g =6516

sourcetype = splu host = idx1.cl

CustomField = “Case Matters”

| Walklex

to Investigate the Index

eld
NumValuesf{by

Visualiz

NumV

arn:aws:s3

arn:aws:sts

arn:aws:iam

TERM(

It's not magic - Searching Breake

Username

Field?? b=6516

LISPY

'LISPY is KEWL, Where do | See That?

Edit Job Settings.

Learn more}

(SID: 16853

splunkcloud..
Expanded index ==

05-29-2023 04:11:54.059 INFO
UnifiedSearch [32054 searchOrchestrator]
base 1i8py: [ AND [ OR 6516 b::6516 ] ]
05-29-2023 04:11:54.060 INFO

Understanding |

What is the LIPSY Doing?

| search user=useri

sourcetype: : crowdstrike:events:ser

:reports
ireports

:gws:reports
[

uid: :userl

ws:gmail ]

:crowdstrike:
:reports:
:reports:
:drive sourcetype::gws:
:groups_enterprise
ireports:
:token sourcetype
AND sourcetype: :1password:insigh
erl ] [ AND

password: insights:signin_attempts

events:streams
admin sourcetype::gws:
context_aware_access

login sourcetype: :gws:
okta

] [ AND profile.name::

ktaim2:group ] [ AND profile.logi
ktaim2:user ] [ AND

uo:authentication user.name::user
source. from_header_displayname: :u

[ AND entities.users{}

:uba_threat_json ] [ AND sourcetype

OR uid::userl user_id:zuserl ] ] ]

splunk>
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Example 1

Windows Security Event Logs

Search 1
Slow 8 890 Seconds

| search index=windows_sec|user=“user1” EventCode=4624

scanning 240,233,347 events in 889.208 seconds

Search 2
Fast@ 12 Seconds

| search index=windows_sec [user*=“user‘1” “user'l”] EventCode=4624

scanning 1,043 events in 12.62 seconds

splunk> m



Understanding Example 1

What is the LISPY Doing?

4 )
| search user=userl
B LISPY/

[ OR userl sourcetype::crowdstrike:events:sensor

sourcetype::crowdstrike:events:streams

sourcetype: :gws:reports:admin sourcetype::gws:reports:calendar
sourcetype::gws:reports:context_aware_access
sourcetype::gws:reports:drive sourcetype::gws:reports:gcp
sourcetype::gws:reports:groups_enterprise
sourcetype::gws:reports:login sourcetype::gws:reports:saml
sourcetype: :gws:reports:token sourcetype::oktaim2:log userl

user::userl [ AND sourcetype::lpassword:insights:item_usages
user.uuid::userl ] [ AND

sourcetype: :1lpassword:insights:signin_attempts
target_user.uuid::userl ] [ AND profile.name: :userl
sourcetype::oktaim2:group ] [ AND profile.login::userl
sourcetype::oktaim2:user ] [ AND sourcetype::duo:authentication
user.name::userl ] [ AND
message_info.source.from_header_displayname: :userl
sourcetype::gws:gmail ] [ AND entities.users{}.name::userl
sourcetype::uba_threat _json ] [ AND sourcetype::audittrail [ OR
uid: :userl user_id::userl ] ] ]

3 Possible Solutions:

© 2023 SPLUNK INC.

- ™
| search user=userl userl
- LISPY/
[ AND userl ]
4 )
search TERM(user=userl)
\ /

[ AND user=userl ]

search user::userl

\

[ AND user::userl ]

LISPY

splunk> m
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Data Out - 4. Read Compressed Data

7 s
1. Index + Time
//

L
Q\Z. Meta + Bloom

v ﬁ
-

3. LISPY / Index

—

Extract Slice of Compressed Raw Data

- — 7’.

L—=
« 4. Raw Data

Decompress Events (CPU Expensive)

Extract Specific Events (too many is Memory Expensive)

splunk> m
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Data Out - 5.Parse, 6.SPL, 7.Search Head

5. Schema on the Fly - parse fields
6. Streaming SPL™ Commands

/. Return required data to the Search Head
Verbose or Fast? splunk> (EED




Data In - Write the Events to Disk

‘/,
| 1.Inputs
¢

T
H\ 3. Merging J
g

(%

5. Indexin
==

Why is That Faster?

Data In

/ Props.con:

- index_extrgy

, source, sourcetype

& saved to Journal

a lake of events,

... /index /db / a Bloom Filter ow quickly can you
db_time_time_# - o - eliminate Buckets?
\\'\'\ﬂ\n\wo\wn\n\spuunbm i splunk> D
o N N

Indexing Fields | Walklex TERM( ) LISPY

to Investigate the Index

05-25-2023 21:44:26.100 INFO

st="auth:s

sourcetype = splu

Understanding |

It's not magic - Searching Breake = | |SPY is KEWL, Where do | See That? ~ What is the LIPSY Doing?

Edit Job Settings.

=6516

Learn more}

(SID: 16853

splunkcloud...

CustomField = “Case Matters”

sourcetype: :duo:authentication user.name: :user
message_info.source.from_header_displayname: :u

. . ¥ “~ sourcetype: :0R
host = idx1.cl arn:aws:s3 Expanded index ‘==
05-29-2023 04:11:54.059 INFO
arn:aws:sts UnifiedSearch [32054 searchOrchestrator] sourcetype: :gws:gmail ] [ AND entities.users{}
base Lispy: [ AND [ OR 6516 b::6516 ] ] OR uid::userl user_id:zuser1 ] ] ]
arn:aws:ian 05-29-2023 04:11:54.060 INFO L

sourcetype: :uba_threat_json ] [ AND sourcetype

© 2023 SPLUNK INC.

Even Faster

Field Storage Structure Trade-Offs

Indexing Fields Summary/Metrics Index Data Models
Pros Pros Pros
« Smallest Space Option* o Familiar  Helps enforce the CIM
e Long Summarization Range « Great for Acceleration over
* Easy to Add Fields or Sources Short Time Periods
« Good for Aggregation/Archival o Pointers to Original Events
Considerations Considerations Considerations
# Done at index time * Need Indexed Fields? * Additional Learning Curve

# Could cause index bloat

| eval IndexedField="IndexedField::”.value | collect index=MySummary output_format=hec
| collect index=MySummary output_format=raw >“outputs json & indexes the fields "
hitos:/docs.splunk com/D
splunk> GEIED
y . N

Tstats Data Format Matter

Use the Index, Just the Index

Search 1
Slow 8 120 Seconds

| search|index=window

returned 44,832 results by sca

Search 2 Data Models don'’t store
Fast@ 5 Seconds raw data! Index Only

where[ Indexes are a
2 data, but

returned 44,800 results | fields added

| tstats
Adding Many Fie

(Difference betweer

splunk>
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s El s Clara-Fication:
More Tstats for :
Your Buckets

Use the Index, Just the Index

Clara Merriman

Martin Miiller

S5 ?\

https://conf.splunk.com/files/2021/slides/TRU1133B.pdf

Search 1
Slow E 120 Seconds

| search [index=windows_secur‘ity] | stats/[count][by sour‘ce]
returned 44,832 results by scam\{ng 196,540,296W.761 seconds

Search 2
Fast@ 5 Seconds

| tstats [count]where[index=windows_security][by sour‘ce]

returned 44,800 results by scanning 196,407,587 events in 4.557 seconds

splunk> m



Tstats Prefix( )

222222222222222

Use the Index, Just the Index for any TERM

| tstats sum{PREFIX(b=ﬂ) as Bytes WHERE index=_internal

source=*/license_usage.log[by PREFIX(@S—)]_time span=1d

CustomField::Case Matters
customfield::case matters
_host::idx1.cloud.com
05-25-2023 |
‘auth:sudo
b=6516
ec2
Idx=

e PREFIX( ) can use any TERM in the index
e \Want to count bytes by terms that start with 057
05-

30-2023

e Major Breakers are not indexed: {“json”:“value”}
o That is why[PREFIX(st=)|didn’t work

o | tstats has SPAN built in!

splunk> m




Field Storage Structure Trade-Offs

© 2023 SPLUNK INC.

Add Fields to Index

Pros
e Smallest Space Option*

Considerations
e Done at index time
e Could cause index bloat

Summary/Metrics Index

Pros

e Familiar

e Long Summarization Range

e Easy to Add Fields or Sources
e Good for Aggregation/Archival

Considerations
e Only Copy Required Data
e Need Indexed Fields?

Data Models

Pros

e Helps enforce the CIM
e Great for Acceleration over

Short Time Periods

e Pointers to Original Events

Considerations

e Additional Learning Curve

| eval IndexedField="IndexedField::”’.value
| collect index=MySummary output_format=raw

//\\

https://docs.splunk.com/Documentation/SplunkCloud/latest/SearchReference/collect

| collect index=MySummary output_format=hec
" “outputs json & indexes the fields "~

splunk> m



https://www.davidveuve.com/
go/accel_flowchart

Other Resources for Slow Searches
Disabling preview can be useful on dashboards

+  Pick the right search mode for your ad-hoc searches >docs

»  Many overlook post-process on dashboards — it's essential!

«  Understand field expansion and/or usage >d0CS

= It's essential to understand how search actually works. >docs

«  Understand hardware implications for search speed. >docs

«  Track your user's search activity with an app! >docs

+  Understand bad practices and avoid them!>docs

«  Make sure data is distributed properly! >docs

® Are you using tstats
7 Use tstats on i

. on your indexed
Q Indexed Fields fields?

Yes Yes

Are you running over
data with Index-time
fields / Indexed

Do you need to search

aggregate data over a

longer time period than
your data retention allows?

st I't Are you trying to analyze

a aggregate statistics over
long periods of time?

TSV, JSON, etc.)

Gray Area: You may have more
success with Data Model

Acceleration and tstats, but
probably Summary Indexing is

Extractions (e.g., CSV,

Use Saved -~ use Report
Searches [TT1|| Acceleration

Will you be analyzing subsets of the data (e.g., form =<
4 = )

searches, filters, correlation searches) 7]

Will you be analyzing this same dataset in other -.<
accelerated searches? 1]

Is it so slow that it
causes infrastructure
pain?

Does it use any non-
streaming commands?
(transaction, etc.)

>docs

Is it a form
dashboard?

TN

Have you tried just
using a base search
and post-processes?

Is it a dashboard or alert
that takes too long to
run?

Does this use
stats/time-chart/chart?

* Technically you can do with with Report Acceleration or Saved Searches, but it gets tricky and confusing pretty quickly.

Can you refactor it to
use stats, for the sake

Is this
important
enough to the
business to
dl;ﬁ: more

sk space
storing the 'o< I:g
dataand CPU

time

Use Data Model
Acceleration

neratin
thg:modols ?

@ Use data model
ﬁ acceleration on
é your summaty

indexed data

Yes

Would you prefer ease of use
over maximum efficiency?

Do you need even more
speed?

Yes

Use Summary
Indexing

I o

of speed?

© 2023 SPLUNK INC.

Building Indexed
Fields on your

] summaz indexed

splunk> ESIIEE)


https://www.davidveuve.com/go/accel_flowchart
https://www.davidveuve.com/go/accel_flowchart

Does Data Format Matter? ., .- rawEvent size

© 2023 SPLUNK IN C.

Pink = Disk Size (No Fields)

Indexed Data Type
m
by

JSON

M
v 1,000

mMB

> Green = Disk Size with Fields

000000000000000000000000000000000000

Total disk is about the same

Data Models don’t store
raw data! Index Only

no matter the data format

Summary Indexes are a
copy of the data, but
you control fields added

Adding Many Fields Causes Bloat
(Difference between Pink & Green Bars) splunk> (EHED




Data In

Data In - Write the Events to Disk

- index_extrgy

‘/,
| 1.Inputs
¢

—
H\ 3. Merging J
g

(%

, source, sourcetype

e
5. Indexing j & saved to Journal
- _
... lindex /db/ a Bloom Filter
db_time_time_# —=0
SO o-0) == 7 _l
k""\“‘n“J“\'\“‘“‘splunk>m

Indexing Fields | Walklex

to Investigate the Index

05-25-2023 21:44:26.100 INFO

st="auth:s =6516

sourcetype = splu host = idx1.cli arn:aws:s3

arn:aws:sts

CustomField = “Case Matters”

arn:aws:iam

Why is That Faster?

a lake of events,
ow quickly can you
eliminate Buckets?

splunk> EEIED

TERM() LISPY Understanding |

It's not magic - Searching Breake = | |SPY is KEWL, Where do | See That? ~ What is the LIPSY Doing?

Edit Job Settings.

Learn more}

(SID: 16853

splunkcloud...

w» A i
n sourcetype: :oR AND

Expanded index sourcetype: :duo:authentication user.name: :user
05-29-2023 04:11:54.059 INFO message info.source. from_header_displayname::u
UnifiedSearch [32054 searchOrchestrator] SOUFCEEWE%&:SZﬂBilt] il A“‘; ?"x:;ies-““:s()

sourcetype: :uba_threat_json sourcetype
base Lispy: [ AND [ OR 6516 b::6516 ] ] OR uid::userl user_id::user1 ] ] ]
05-29-2023 04:11:54.060 INFO &

© 2023 SPLUNK INC.

Even Faster

Field Storage Structure Trade-Offs

Data Models

Pros

* Helps enforce the CIM

® Great for Acceleration over
Short Time Periods

« Pointers to Original Events

Indexing Fields
Pros
 Smallest Space Option*

Considerations
« Additional Learning Curve

Considerations
* Done at index time
# Could cause index bloat

PPlect index=MySummary output_format=hec
>*outputs json & indexes the fields "

splunk> (D

| eval IndexedField="IndexedField::
| collect index=MySummary output_format=raw
httosiidocs. splunk com/D

Tstats Data Format Matter

Use the Index, Just the Index

tstats -count where[ Indexes are a
| 2 data, but

returned 44,800 results | fields added

Adding Many Fie
(Difference betweer

splunk>
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Culmination of 10 years of .conf

Kellen Green, Clara Merriman, Richard Morgan, Martin Muller, David Veuve, Brian Wooden, Simeon Yep

And many more!

R L L a2 United States Patent
: Baum et al.

Jeff Champagne ¥ = r KHOWIedge Manager Manual

Staff Architect, Splunk

Clara-Fication:

‘\
More Tstats for )
Your Buckets '. -

A

(54) TIME SERIES SEARCH WITH

EDTRU11338 https://docs.s Iunk.com/Documentation/S lunk INTERPOLATED TIME STAMP
e s g o N . a ‘ — . https://image-ppubs.uspto.gov/dirsearch-public/print/dow

Martin Miiller

et o htt i f I k. /files/2016/slid /b loadPdf/9002854
| A hmij_tﬁi;?mi o T conf splunk com TSTATS TERM ) e

splunk> GEIE) - works.pdf
https://conf.splunk.com/files/2021/slides/ i 't' o . - INGEST_EVAL
TRU1133B.pdf 1 v splunk> (€oRf2017 d
g D 11955001 : e — an
— : —— "V' ~ : CLONE_SOURCETYPE

= The Power Of Data Normalization: Fields, Indexed Advanced pipsline configurations ™ Splunk Performance
Optimizing Data Analysis with a Semi-structured Time Series Database
A Look At The Common Information Model Tokens and You \ Observations and Recommendations

edon Bincka, Arhans ws":,’iﬁ:”' Mark Bonsack, CISSP ; 2 PUALasE £l ‘ Revea I i n g the M ag i c

Staff Sales Engineer, Splunk

Vladimir Skoryk, CISSP, CCFE, CHFI, CISA, CISM RGTT
Senior Professi rvices, Consultant Sp[unk x

splunk> —

en Sorkin and Steve Zhang
Richard Morgan
Viadimir Skoryk " ). s Ye | AVP GSA
_ » ’ imeon Yep
The Lifecycle of a Splunk Search Sphk Brian Wooden | GSA Partner Integrations

st Millee - https://conf.splunk.com/files/2020/slides/ 20170027 | Weshingen S
T " i ften Croen | Senlor Software Engineer PLA1154C.pdf https://conf.splunk.com/files/2017/s
il Seplember 27 2017 | Wastington. 06 lides/observations-and-recommend

https://conf.splunk.com/files/2022/slides/ |~ nttps://conf.splunk.com/files/2017/s | i - v ations-on-splunk-performance.pdf

Abstract

[ &

‘
ht

] s://on.s Iunk.com/files/2016/s|i

- = des/the-power-of-data-normalization FLA14008.pdt - £ lides/revealing-the-magic-the-lifec ¥ i o
. ; | - -of-aata- 2 o a— T TS ycle-of-a-splunk-search.pdf
o ey ps: : .org/legacy, . - =4 ycle-of-a-splunk-search.pdf o
- - hltt SI q/g)\;rvth;fsellmx ot /Ie/B","t,C /ivengc B a-look-at-cim-under-the-hood.pdf | m e o —-—— - ‘
- — — T —— - g - o :
- = -1 a'm‘ ec' ull_papers/Bitincka.p - = - .. - .’J' - 0’ :
e T P e — e - . TSTATS and N T -
X o e S PREFIX : .
K 25", g low to get the most out of your lexicon
& " o ars < \ iy vbai\e‘:hxsmxsl\ndéx;dyne\d‘s. ' »
, 4 PREFIX, TERM and CASE
:‘J % A I/ : [ searchln FAST Richard Morg-n .‘. - ok
* | Clara-fication: y % g [E——— R

Securlty Nlnjutsu Part Four F JOb lnSpeCtor ¢ ! How splunkd works How to Start Using tstats and Other Acceleration Techniques httos://conf.splunk. com/f|les/2020/slldes/ - .

The SPLening Clara-fy your jobs ] R avid Veuve | Principal Security Strategist PLA1 089C.Qdf

2.5 hours of EPIC SPL stuffed into 45 minutes - > el Bipeines; Prosessern, Sueuss e TSy S v . i

) ] ) Inputs: File, Network, Script, HEC, S2S, ... i d )
David Veuve | Principal Security Strategist Clara M.".,,.,,, September 2017 | Washington, DC
ngincer | Spiunk " ) Debugging: Metrics, Monitoring Console
September 2017 | Washington. DG | P Cons | ConsstSfvarsSktors

‘ by At Bth, Abhinay Nekkant http://conf.splunk.com/files/2017/slides/s

/ earching-fast-how-to-start-using-tstats-a

https://conf.splunk.com/files/2020/slides
httpsh//wlww davidveuve.com/presentati TRU1143C.pdf https://conf.splunk.com/files/2017/slide nd-other-acceleration-techniques.pdf
ons.htm

: L s/how-splunkd-works.pdf — -
'MM a2 RNESTL, e R e

‘ splunk> m

Y3


https://conf.splunk.com/files/2022/slides/PLA1466B.pdf
https://conf.splunk.com/files/2022/slides/PLA1466B.pdf
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Thank You

Y ] i
TR L gl

AP 1

el

splunk> m



Bugs in Walklex

Do you Trust that Pattern?

New Search

x index=crowdstrike type=field pattern=xvolumeuuid*

s avg(distinct_values) chource) as Buckgfls by field

v 91 events (Partial results for 5/28/23 12:00:Q9f000 AM to 5/31/23 1:53:49.000 AM)

No Event Sampling ¥

Events Patterns Statistifs (2) Visualization
100 Per Page ~ ~ Bffmat Preview v

field = Fd

commandline

volumeuuid

© 2023 SPLUNK INC.

splunk> m



Lispy Wrangling

Walklex in Searches

v B3 events

state <

hot

Administrator ¥

Important: The walklex command does not work on h

3 Messages ¥ Settings ¥ Activity ¥ Help » Q Find

© 2023 SPLUNK INC.

splunk Apps ¥ Administrator ¥ 3 Messages ¥ Settings v Activity ¥ Help » Q Find

Search Analytics Datasets Reports Alerts Dashboards > Search & Reporting

Save As v Create Table View Close

New Search

1 | dbinspect index=demonstratinghotbuckets All time v n

2 | table index state
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