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technology, strategy, customers, markets, acquisitions and investments. These statements reflect 
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available to us. These forward-looking statements are not guarantees of future performance and 
involve significant risks, uncertainties and other factors that may cause our actual results, 
performance or achievements to be materially different from results, performance or achievements 
expressed or implied by the forward-looking statements contained in this presentation. 

For additional information about factors that could cause actual results to differ materially from those 
described in the forward-looking statements made in this presentation, please refer to our periodic 
reports and other filings with the SEC, including the risk factors identified in our most recent quarterly 
reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained by visiting 
the Splunk Investor Relations website at www.investors.splunk.com or the SEC's website at 
www.sec.gov. The forward-looking statements made in this presentation are made as of the time and 
date of this presentation. If reviewed after the initial presentation, even if made available by us, on our 
website or otherwise, it may not contain current or accurate information. We disclaim any obligation to 
update or revise any forward-looking statement based on new information, future events or otherwise, 
except as required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject to 
change at any time without notice. It is for informational purposes only and shall not be incorporated 
into any contract or other commitment. We undertake no obligation either to develop the features or 
functionalities described, in beta or in preview (used interchangeably), or to include any such feature 
or functionality in a future release.

Splunk, Splunk> and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. 
All other brand names, product names or trademarks belong to their respective owners. © 2023 Splunk Inc. All rights reserved.
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Splunk Threat Research Team (STRT)

https://research.splunk.com 

https://research.splunk.com
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Agenda

• Introduction

• Cloud Telemetry

• Multi-Cloud Detection Engineering

• Demo

• Takeaways

Source: bit.ly/3p5RjtE All trademarks, logos, and brand names are the property of their respective owners.
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Introduction
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Cloudy with a Chance of Multi-Cloud

Source: Flexera 2023 State of the Cloud Report; N=750.
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Why Organizations Use Multiple Clouds
Different stacks for different tasks

AWS for development
Microservices
Containers
EC2, Storage

Azure for lift and 
shift 
Reduce costs
Disaster recovery

GCP for internal 
services 
Google Workspace
Workday
Salesforce

All trademarks, logos, and brand names are the property of their respective owners.
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Turbulence in the Clouds
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MITRE Cloud Matrix
Cloud-based techniques for Azure AD, Office 365, Google Workspace, SaaS, IaaS (v13)

Source: https://attack.mitre.org/matrices/enterprise/cloud/

https://attack.mitre.org/matrices/enterprise/cloud/
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Bottom Line ‒ Security is a Shared 
Responsibility in the Cloud

CUSTOMER DATA, APPLICATIONS & CONTENT

NETWORK 
CONTROLS

IDENTITY & 
ACCESS 

MANAGEMENT

OPERATING 
SYSTEM / 

PLATFORM

DATA 
ENCRYPTION

COMPUTE STORAGE DATABASE

Responsible 
for security 
IN the Cloud

Responsible 
for security 
OF the Cloud

THE 
CUSTOMER

NETWORKING

AVAILABILITY ZONES REGIONS EDGE LOCATIONS

All trademarks, logos, and brand names are the property of their respective owners.
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Challenges of Monitoring 
Multi-Cloud

• Holistic visibility

• Complexity and differences across platforms

• Query languages and log schemas (SQL,KQL,etc)

• (Near) real time alerting

• Threat intelligence integration

• Multiple vendors and tools to manage

Source: https://www.shutterstock.com/search/cyber-security-cartoon
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Console?
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Console? Another Console?
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Console? Another Console? One More?
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A Portal to What?
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uhhh, well….?

Source: bit.ly/3XjpquI
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Write Detections!Collect Cloud Events Analyze Telemetry

Don’t Fear, Splunk is Here!

Cloud Event Data Splunk Cloud TAs
(Splunkbase)

Pre-packaged security content
(searches, detection models, 

reports, dashboards, automation 
playbooks, and more.)

Events ingested 
into Splunk

All trademarks, logos, and brand names are the property of their respective owners.
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Cloud Telemetry
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Technologies and Features

Comput
e

All trademarks, logos, and brand names are the property of their respective owners.
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Available Log Sources

            AWS
 
• AWS Cloudtrail
• AWS IAM Access 
Analyzer

• Amazon CloudWatch Logs
• Amazon Security Lake
• Amazon Security Hub
• Amazon Guarduty

 Azure

• Sign-ins
• Audit
• Provisioning 
• Resource Logs
• Activity Logs

 GCP/GWS

• Admin Log Events
• User Log Events
• Audit Logs Events
• Admin Activity audit logs
• Data Access audit logs
• System Event audit logs
• Policy Denied audit logs

All trademarks, logos, and brand names are the property of their respective owners.

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-basic-info-sign-in-logs
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-provisioning-logs
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/tutorial-resource-logs
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/activity-log?tabs=powershell
https://support.google.com/a/answer/4579579?hl=en
https://support.google.com/a/answer/4580120?hl=en
https://cloud.google.com/logging/docs/audit
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Splunk Technology Add-Ons
Amazon 

Cloudtrail

Azure Active 
Directory

Google 
Workspace

Splunk Add-on for Amazon Web Services 

Splunk Add-on for Google Workspace

 Splunk Add-on for Microsoft Cloud Services 

Splunk Add-on for Google Cloud Platform

All trademarks, logos, and brand names are the property of their respective owners.

https://splunkbase.splunk.com/app/1876
https://splunkbase.splunk.com/app/5556
https://splunkbase.splunk.com/app/3110
https://splunkbase.splunk.com/app/3088
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Data Manager for
Splunk Cloud
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Source: bit.ly/3p9kT1d
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Multi-Cloud Detection 
Engineering
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Multi-Cloud Detection Engineering Workflow

Analyze Threats Define a Detection 
Opportunity

Create a Detection 
Template

//pseudo spl

Create Analytics 

Source: bit.ly/3XzKGwF
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Cloud Identity Attack

A cloud identity attack involves 
unauthorized actions or attempts to 
compromise the identities, 
credentials, or privileges associated 
with users, administrators, or 
service accounts within a cloud 
environment. 

Source: bit.ly/3NF10J4
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Identity Providers
“An identity provider is a system entity that creates, maintains, and manages identity information 
for principals”

 
What are the different Identity Providers?
  
• AWS Identity and Access Management (IAM)

• Azure® Active Directory

• Google Workspace™

• Cloud Identity™

Source: bit.ly/3XnMTuQ 
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Technique by which adversaries 
leverage a single password against a 
large group of user accounts with the 

goal of acquiring valid account 
credentials.

Password Spraying

Source: bit.ly/466yWoS
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Password Spraying

Password Spraying 

Detection 
Template

Identify one IP Address failing to authenticate with 
more than 30 users in a 10 minute time span
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sourcetype= aws:cloudtrail

Authentication Event

AWS 
Cloudtrail

All trademarks, logos, and brand names 
are the property of their respective owners.
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Azure 
Active 

Directory

Authentication Event

sourcetype = mscs:azure:eventhub

All trademarks, logos, and brand names 
are the property of their respective owners.



© 2023 SPLUNK INC.

sourcetype = gws:reports:login

Google Login 
Reports

All trademarks, logos, and brand names 
are the property of their respective owners.
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Auth dM

Authentication 
Data Model
High number of login failures in Cloud
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An MFA Fatigue attack is when a threat 
actor attempts to log in with stolen 

credentials over and over, causing what 
feels like an endless stream of MFA 

push requests to be sent to the 
account’s owner’s mobile device. 

MFA Fatigue

Source: bit.ly/3CHKP7C
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MFA Fatigue

MFA Fatigue

Detection 
Opportunity

 “Identify one user failing on 
the second factor 
authentication more than 10 
times in a 5 minute time 
span”
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Account 
Takeover 
Analytic 
Stories

30+ detection analytics 
covering the 3 major 
cloud providers

https://research.splunk.com

https://research.splunk.c
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Demos
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Demo

🎥

https://drive.google.com/file/d/1k9Y0tpj-C8c4IzIWYJ9iJIrQ5rskEoqw/view?usp=drive_link
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Takeaways
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Takeaways

• The Splunk ecosystem enables security teams obtain a holistic cloud visibility

• Centralizing cloud telemetry provides many benefits for cloud detection engineering

• Prioritize comprehension of the threat and identifying detection opportunities

• The workflow can also be applied to threat hunting and incident response

• You don’t have to start from scratch. STRT has your back!

• Related .conf 2023 sessions:   
– SEC1228B - Gloves Off/Hands On: Threat Simulation and Detection Engineering With Splunk
– PLA1962A - Accelerate the Value of Your Data Using Splunk® Cloud Platform’s New Data 

Processing Features

research.splunk.com
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Thank You


