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This presentation may contain forward-looking statements that are subject to the safe harbors created under the Securities Act of 1933, as
amended, and the Securities Exchange Act of 1934, as amended. All statements other than statements of historical facts are statements
that could be deemed forward-looking statements. These statements are based on current expectations, estimates, forecasts, and
projections about the industries in which we operate and the beliefs and assumptions of our management based on the information
currently available to us. Words such as “expects,” “anticipates,” “targets,” “goals,” “projects,” “intends,” “plans,” “believes,” “momentum,”
“seeks,” “estimates,” “continues,” “endeavors,” “strives,” “may,” variations of such words, and similar expressions are intended to identify
such forward-looking statements. In addition, any statements that refer to (1) our goals, commitments, and programs; (2) our business
plans, initiatives, and objectives; and (3) our assumptions and expectations, including our expectations regarding our financial
performance, products, technology, strategy, customers, markets, acquisitions and investments are forward-looking statements. These
forward-looking statements are not guarantees of future performance and involve significant risks, uncertainties and other factors that
may cause our actual results, performance or achievements to be materially different from results, performance or achievements
expressed or implied by the forward-looking statements contained in this presentation. Readers are cautioned that these forward-looking
statements are only predictions and are subject to risks, uncertainties, and assumptions that are difficult to predict, including those
identified in the “Risk Factors” section of Cisco’s most recent report on Form 10-Q filed on May 21, 2024 and its most recent report on Form
10-K filed on September 7, 2023. The forward-looking statements made in this presentation are made as of the time and date of this
presentation. If reviewed after the initial presentation, even if made available by Cisco or Splunk, on Cisco or Splunk’s website or otherwise,
it may not contain current or accurate information. Cisco and Splunk undertake no obligation to revise or update any forward-looking
statements for any reason, except as required by law.
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In addition, any information about new products, features, functionality or our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not be incorporated into any contract or other
commitment or be relied upon in making a purchasing decision. We undertake no commitment, promise or obligation either to develop the
features or functionalities described, in beta or in preview (used interchangeably), or to include any such feature or functionality in a future
release. The development, release, and timing of any features or functionality described for our products remains at our sole discretion.

Splunk and Splunk> are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other brand
names, product names, or trademarks belong to their respective owners. © 2024 Splunk Inc. All rights reserved.
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About Syslog
How we do it
Optimizing Syslog data ingestion

Next steps




About Syslog

why should we care about
something that is 40 years old?
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Our Relationship with Syslog

e Ubiquity e Limited security
e Simplicity e Reliability
e Efficiency e Lack of structure

e Real-time logging e Scalability of Syslog ingestion
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Syslog in Numbers

Ubiquity Scale Sourcetyping
There are Splunk customers The largest deployments of Around 30% of Splunk
that get more than 60% of all Splunk Connect for Syslog deployments have some data

their data through Syslog have more than 250 instances iIndexed with sourcetype=syslog

Internal Splunk data.
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How can you get the most out of Syslog?

e Collect Syslog messages as e Choose the simplest e Send Syslog to Edge
close to source as possible, sourcetyping strateqgy: Processor HEC input
fo limit amount of - Port e Use rulesets to filter
né'rworklng between syslog o sl e dlare
client and server

e Use UDP for performance, =l
TCP for reliability - Header/Content

e Do not overenginner, e Splunk Connect for
there will always be some Syslog has hundreds

data loss of out-of-the-box filters
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Splunk Connect
for Syslog




About Splunk Connect for Syslog

© 2024 SPLUNK INC.

Built on top of
syslog-ng
Containerised

Disk buffer

Defaults and fall-baks

Monitoring dashboard

Various deployment
methods supported,
including BYOE

Performance tests are
part of CI/CD pipelines

Vertical scaling up to
6TB/day on
mb5zn.2xlarge

Horizontal scaling
only with microK8s

Hundreds of filters
for most common
data sources

Sourcetyping and
other required
metadata

Defaults and fallbacks

Works with TAs
and CIM

Open source software

Main contributors
is dedicated Splunk
eng team

Healthy cadence of
releases - usually
every 2 weeks

Large and engaged
community



SC4S Architecture

Syslog Devices owieen



SC4S Architecture

Nothing

Syslog Devices




SC4S Architecture

SC4S on mKS8s Connect for Connect for

Nothing

Syslog Devices



SC4S Architecture

Anything

SC4S on mKS8s
Nothing

Syslog Devices
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Connect for

Connect for




SC4S Architecture

Anything

SC4S on mKS8s Connect for Connect for

Nothing

Syslog Devices
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Optimize Syslog
Data Ingestlon
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Er)able more use cases
with Splunk® Edge Processor

e Filter info and debug e Mask sensitive data to be e Route data to a destinations
messages to Splunk, compliant with legal and/or of choice (Splunk, AWS S3,
resulting in quicker problem regulatory requirements Apache Kafka, etc)

identification

e Filter out excessive noise
from firewall and load
balancers to reduce Splunk’s
storage and compute cost
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Architecture Overview

Splunk cloud environment

User's tenant
(o o e e e e %
{ ] | Tenant uses deployment
: Search Man:a:e:l - | as identity provider J
O ! | Experience =z pegi ki : Splunk Cloud Platform
! ‘, : deployment
( ) | 2 Edge T X o
: Processor : rEedt?'e Pr:f:::oa::’emce |
User : | ' eve
: e | metrics, and displays $
I | them in the Ul
e e ey Sy e it S et per)
Supervisors communicate Edge Processor sends logs
configuration changes, system and metrics about its
updates, and health statuses between operating status to indexes
Edge Processors and the cloud service
Customer network
Destinations
Data sources Agents Edge Processors
S e e R RAetatatkstnta ottty ) o T T e e e e \
| | | : | " v :
| | | || .
[ [ | " | | | Multiple |
| wa | : : .—> : : 'supervisors :
| . | v
:Log files E | Splunk : i I : L
i | pata. ! O | pata_ ' S
| s ’l '_’l |
: | : %Oé | | Multi-instance : Splunk indexers
=~
: P';';z:t"‘::';“: : | : Edge Processor : Data flows
i = — y E : SpI'unks Co|nnect | E ~ E throxl{gh SPL2
— | or Svejoa - pipelines
i —] E i e e X .j \ upervnso_r‘ E
| Nedt::grk : Data transmitted directly, | :
{ : such as through syslog or : Single-instance : Amazon S3
| and more... HTTP Event Collector (HEC) g Edge Processor : buckets
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Architecture Overview

Your device
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SC4S —HEC—> Splunk

Edge Processor

Your device —Systog protocot—>

SC4S

Instance

—>1 Pipeline with SPL2

> AWS S3

e

Another destination




Who is Edge
Processor for?

Author, test (in real-time)
and share SPL2 content®
from the Data
Management Console
before deploying to your
Edge Processor nodes
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splunk>

Pipelines / New pipeline

< pipeline

£z} Edge Processor

$pipeline = | from $source
/* Extracted message matches with ASA or
rex field=_raw
¥ Extract message number
rex field=_raw
430003 message ID number

| where message_number!="430003"

Remove message number field x/
| fields - message_number

e sourcetype 1o cisco:asa, a
| eval sourcetype="cisco:asa", index="netfw"
¥ Extract product

| eval ep_product = "asa"

Extract vendor namex/

| eval ep_vendor = "cisco"

| into $destination;

nd route to the

a |

pipeline

Sample data
Bg Inserted Sample

Partition (1)

sourcetype equals cisce

Actions (8)
Extract _raw from _raw
Extract message_number
Remove rows where me:
Remove field message _n
eval sourcetype="cisci
Set ep_product to asa

Set ep_vendor to cisco

Send data to $destinat:
Select a destination...

'/ Remove rows where
] Setfieldto..

U Enrich events with 1

Fields




Benefits of
Using EP for
Syslog Traffic

Use case example
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bors / demo_scds

data Pipelines o

rmation about pipelines applied to the Edge Processor and the data that this Edge Processor sent in the last 30 minutes

ame T

pst-sc4s-cisco

nprocessed data

Inbound data - -

-

588 B / 6 events

2196KB/ 117 events

Outbound data $

-

428 B/ 4 events

2196 KB/ 117 events

Destination

E demo_scds

& demo_scds

Apply/remove pipelines

Last updated: A few seconds ago

Metrics: Last 301

£ demo_sc4s

demo_scds

a509819d-8t
098530d3ba

1

demo_sc:

TLS off
TLS off
TLS off

Instances (1) Manage instances

2 1 Healthy

Data flowing through in the last 30 min

5

n/a

2254KB/ 1.
22.38KB/ 1.

All source

8K

4K

Data volume (bytes)

08:16:00 08:24:00 0832:00



Benefits of
Using EP for
Syslog Traffic

Step-by-step



https://docs.google.com/file/d/1pTNsCuCWizL4sUK19EIMEiq2YYPIAOMC/preview

Next Step

One simple thing you should do now
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Check for sourcetype=syslog in Your Splunk

Search

index=yourIndex sourcetype=syslog Last 7 days ¥ C
| timechart span=1d sum(_indextime) as DailyVolume

No Event Sampling v ?® Smart Mode

> Search History (?)

How to Search Analyze Your Data with Table Views
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Check for sourcetype=syslog in Your Splunk

Search

index=yourIndex sourcetype=syslog
| timechart span=1d sum(_indextime) as DailyVolume



Thank you

confzs

splunk>
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