
Forward-
looking 
statements

This presentation may contain forward-looking statements that are subject to the safe harbors created under the Securities Act of 1933, as 
amended, and the Securities Exchange Act of 1934, as amended. All statements other than statements of historical facts are statements 
that could be deemed forward-looking statements. These statements are based on current expectations, estimates, forecasts, and 
projections about the industries in which we operate and the beliefs and assumptions of our management based on the information 
currently available to us. Words such as “expects,” “anticipates,” “targets,” “goals,” “projects,” “intends,” “plans,” “believes,” “momentum,” 
“seeks,” “estimates,” “continues,” “endeavors,” “strives,” “may,” variations of such words, and similar expressions are intended to identify 
such forward-looking statements. In addition, any statements that refer to (1) our goals, commitments, and programs; (2) our business 
plans, initiatives, and objectives; and (3) our assumptions and expectations, including our expectations regarding our financial 
performance, products, technology, strategy, customers, markets, acquisitions and investments are forward-looking statements. These 
forward-looking statements are not guarantees of future performance and involve significant risks, uncertainties and other factors that 
may cause our actual results, performance or achievements to be materially different from results, performance or achievements 
expressed or implied by the forward-looking statements contained in this presentation. Readers are cautioned that these forward-looking 
statements are only predictions and are subject to risks, uncertainties, and assumptions that are difficult to predict, including those 
identified in the “Risk Factors” section of Cisco’s most recent report on Form 10-Q filed on May 21, 2024 and its most recent report on Form 
10-K filed on September 7, 2023. The forward-looking statements made in this presentation are made as of the time and date of this 
presentation. If reviewed after the initial presentation, even if made available by Cisco or Splunk, on Cisco or Splunk’s website or otherwise, 
it may not contain current or accurate information. Cisco and Splunk undertake no obligation to revise or update any forward-looking 
statements for any reason, except as required by law.

In addition, any information about new products, features, functionality or our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only and shall not be incorporated into any contract or other 
commitment or be relied upon in making a purchasing decision. We undertake no commitment, promise or obligation either to develop the 
features or functionalities described, in beta or in preview (used interchangeably), or to include any such feature or functionality in a future 
release. The development, release, and timing of any features or functionality described for our products remains at our sole discretion.

Splunk and Splunk> are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other brand 
names, product names, or trademarks belong to their respective owners. © 2024 Splunk Inc. All rights reserved.
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A Comprehensive 
Guide to the Latest 
Splunk Security 
Innovations
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Who Are We?

Tony Paterra
VP, Product Management

Security Products
Splunk

Shail Talati
Sr. Director, Product Management 

Enterprise Security
Splunk



Persistent 
Security 

Operations 
Challenges
Source: ESG SOC Trends Report 2023

Expanding attack surface Siloed tools, teams, 
data & workflows

Talent and skills shortageCompliance mandates 
and requirementsGrowing attack volumes

https://www.splunk.com/en_us/pdfs/gated/analyst-report/esg-soc-market-trends-report.pdf
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Splunk Security 
Focus Areas
2024-25: Powering the SOC of the future with Splunk Security

Transform 
Detection 
Engineering
 

Gain Asset 
Visibility to 
Address
Risk and 
Compliance

Unify
TDIR with 
Automated 
Workflows

Embrace 
Federated 
Data Access 
and Analytics

Leverage AI 
for Guided 
Security 
Operations
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with the leading TDIR solution
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Splunk® Enterprise 
Security Innovations

Splunk Security
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Unify TDIR

ES 8.0 currently available by private preview only. UI shown is for illustration; not final product.

Coming Soon

● Improved case management 
capabilities

● Native Splunk® SOAR 
integration 

● Enhanced detection engineering 
capabilities

● Simplified terminology 
for security analytics

The Market-Leading SIEM 
to Power the SOC of the 
Future

Enterprise Security 8.0

Splunk SOAR

Enterprise Security

Mission Control + 
Threat Intelligence Management



Splunk .conf24 Template  |  TMPLT-FY25-101

© 2024 SPLUNK INC.

● A seamless, completely 
integrated workflow experience

● Automatically aggregate 
findings based on 
predetermined rules

● Aggregate against common 
security grouping techniques 
and calculations

● Show analysts a comprehensive 
view of all related high-fidelity 
findings in one click

Modern Case Management 

Unify TDIR

ES 8.0 currently available by private preview only. UI shown is for illustration; not final product.

Coming Soon

Sourced from a customer 
submission in Splunk Ideas!
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Unify TDIR

● Mission Control embedded 
directly in Splunk 
Enterprise Security

● Direct integration with Splunk 
SOAR playbooks and actions 

● Pair SOAR and ES within 
seconds without worrying 
about data formats

● Integrate natively with Splunk 
SOAR from the analyst queue

Native SOAR 
Integration

ES 8.0 currently available by private preview only. UI shown is for illustration; not final product.

Coming Soon

Sourced from a customer 
submission in Splunk Ideas!
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● Native support for detection 
versioning

● Help analysts understand and 
implement a risk-based alerting 
(RBA) detection strategy

● Build high-confidence 
aggregated alerts for 
investigation

Enhanced 
Detection Engineering

Transform Threat Detection

ES 8.0 currently available by private preview only. UI shown is for illustration; not final product."

Coming Soon

Sourced from a customer 
submission in Splunk Ideas!
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New Innovations with 
Splunk® Enterprise Security
SEC1209A

Marquis Montgomery Jozef Krakora

PLUS

● Demo Pod
● Keynote Demo
● ES Workshops
● Many ES Sessions 

(Filter the .conf 
catalog by Products 
to see more)
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AI Assistant 
in Enterprise Security

 

Federated Analytics 
Splunk Security Innovations

Coming Soon
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Preview at .conf & GA in Q4

Use Case: Accelerator of Security Use Cases 

Coming Soon

● Answer analyst questions to 
guide daily workflows

● Save time and address threats 
more rapidly

● Use natural language queries 
to get answers during 
investigations

AI-Guided Workflows
Coming Soon
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Using AI for SecOps Efficiency

Shail Talati
Senior Director, Product Management 

Splunk

James Young
Principal Security Strategist

Splunk

The Maverick SOC 
Analyst’s Rooster

SEC1528A
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Amazon Security Lake 

● Complements ad-hoc 
Federated Search with near 
real-time detection

● Manage and analyze data in 
Amazon Security Lake and 
Splunk’s AWS detection 
content

● Implement data tiering and 
standardization for 
cost-effective data 
management

Federation
Coming Soon
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Use Federated Analytics to Run Security Workloads 
Against Amazon Security Lake

Marc Luescher
Sr Solution Architect

AWS

Derek Feriancek
Sr Product Manager, Distributed Search

Splunk

SEC1212A
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Splunk® SOAR 
Innovations

Splunk Security
Coming Soon
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Unify TDIR

User Response 
Driven Automation
Improved End User 
External Prompts
● Automate Manual 

Communication Workflows
Real-time secure prompts to 
end-users and other teams that 
extend beyond the SOC

● Flexible Method of Delivery
Choose from 300+ SOAR integrations 
to deliver prompts to your hybrid 
workforce

● Accelerated Response
Take immediate response actions 
based on response for data loss 
prevention & phishing workflows

Coming Soon

Sourced from a customer 
submission in Splunk Ideas!
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Guided Automation

● Build Easier with intuitive 
at-a-glance data visualization 
that shows actual data in 
investigations

● Build Faster with suggested 
actions to quickly add the right 
action blocks in a single click

● Build Accurately by visualizing 
results from individual blocks 
to build with confidence

Unify TDIR
Coming Soon
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Mandeep Singh Sandhu Nick Astor
Product Manager

Splunk
Senior Director of Product Management

Splunk

What’s New in Splunk® SOAR
SEC1562A
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Splunk® Attack 
Analyzer

Splunk Security
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Automated Threat Analysis

● Take the manual work out of phishing 
and malware analysis

● Realize consistent, high-quality threat analysis

● SOAR integration to automate 
end-to-end threat analysis and response

Our previous solution used to take 
3x the time to analyze and would 
be wrong on 1 of every 4 analyses. 
With Attack Analyzer, we haven’t 
had a false positive in ~6 months 
and complete most analysis in 
under 5 mins.

Cybersecurity Architect at US 
Insurance Company

Quick sales cycle with high % of tech wins.

Provide customers with out of the box 
playbooks tied to SOAR & 
ES for phishing investigation use cases.

Easily attach as part of ES & SOAR renewal.

Phishing 
Alerts EDR Alerts 

SWG/Proxy 
Alerts

66% 90+% Dramatically 
improved and 
accelerated threat 
investigation and 
analysisreduction in false 

positives
reduction in 
investigation time

Transform Threat Detection

Source: 
https://www.splunk.com/en_us/customers/success-stories/southern-farm-bureau-life-insurance-company.html
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Splunk App for Splunk 
Attack Analyzer

Enhance Splunk® Enterprise 
Security (ES) findings with 
automated analysis of URLs.

Splunkbase link

Transform Threat Detection

https://splunkbase.splunk.com/app/7000
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Simplify Threat Analysis 
Playbooks

● Eliminate manual analysis and 
response actions

● Simplify intricate playbooks 
that utilize diverse threat 
analysis products 

● Build intelligent automation 
for end-to-end threat analysis 
and response

Unify TDIR
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Join our Attack Analyzer Customer Panel session 
SEC1174B at .conf24 to learn more. 

Neal Iyer
Moderator

Sr. Principal Product Manager
Splunk

Brandon Platter
Principal Security Engineer 

Citizens Bank

Francisco Zuazo
Supervisor, Global Security 

Operations 
Carnival Corporation

Tony Iacobelli
Sr. Manager, 

Advanced Response Team
Splunk
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Splunk® Asset and Risk 
Intelligence Innovation

Splunk Security
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Risk and Compliance

SecOps teams struggle to understand 
their asset landscape
Rapidly evolving assets, users, devices, applications, and regulatory pressures 
continue to grow in scale and complexity.

52% manage 10,000+ assets1 69% experienced an attack targeting 
unknown, or poorly managed assets2

$4M average revenue loss due to 
compliance audit failures3

Incomplete and 
Inaccurate Asset Data 

Lengthy Security 
Investigations 

Gaps in compliance 
$4M average revenue 

1 SC Magazine, Attack Surface Management: A critical pillar of cybersecurity asset management, Nov 2022
2 CSO Online, Look for attack surface management to go mainstream in 2022, Jon Oltsik, Feb 2022
3 The True Cost of Non-Compliance, Savivynt, May 2022
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Identify compliance gaps in 
security controls

Gain comprehensive asset 
visibility to reduce risk 
exposure

New - Early Access

● Gain comprehensive 
asset visibility to reduce 
risk exposure

● Accelerate investigation with 
more accurate asset context

● Identify compliance gaps 
in security controls

Risk and Compliance
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Patriz Regalado
Director, Security Product Marketing

Splunk

Madhura Kumar
Director, Product Manager Compliance

Splunk

A New Era of 
Continuous Asset 
Discovery and 
Compliance 

SEC1145A

Empowering SecOps with Splunk® Asset 
and Risk Intelligence 
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Cisco 
Talos     Splunk

Cisco 
XDR    Splunk
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Advancing innovation within the Splunk Security portfolio by rapidly prototyping 
capabilities to support our customer’s security operations. 

Splunk Security Products Labs

OT Security 
Add-On for 

Splunk

Splunk App 
for Fraud 
Analytics

Compliance 
Essentials 
for Splunk

Cisco Talos 
Integration

Splunkbase Link Splunkbase Link Splunkbase Link

https://splunkbase.splunk.com/app/5151
https://splunkbase.splunk.com/app/6250
https://splunkbase.splunk.com/app/6696
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with the leading TDIR solution
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Thank You - Learn More

Topic Session

Splunk Enterprise Security 8.0 SEC1209A: New Innovations with Splunk® Enterprise Security

Splunk SOAR SEC1562A: What’s New in Splunk® SOAR

Splunk Attack Analyzer SEC1174B: Splunk® Attack Analyzer Customer Panel with Carnival 
and Citizens Bank

Splunk Asset & Risk Intelligence SEC1145A: Empowering SecOps with Splunk® Asset and Risk 
Intelligence

Federated Analytics SEC1212A: A Federated Approach to Running Security Workloads 
Against Amazon Security Lake

Splunk AI Assistant for Security SEC1528A: Using AI for SecOps Efficiency
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Questions?


