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This presentation may contain forward-looking statements that are subject to the safe harbors created under the Securities Act of 1933, as
amended, and the Securities Exchange Act of 1934, as amended. All statements other than statements of historical facts are statements
that could be deemed forward-looking statements. These statements are based on current expectations, estimates, forecasts, and
projections about the industries in which we operate and the beliefs and assumptions of our management based on the information
currently available to us. Words such as “expects,” “anticipates,” “targets,” “goals,” “projects,” “intends,” “plans,” “believes,” “momentum,”
“seeks,” “estimates,” “continues,” “endeavors,” “strives,” “may,” variations of such words, and similar expressions are intended to identify
such forward-looking statements. In addition, any statements that refer to (1) our goals, commitments, and programs; (2) our business
plans, initiatives, and objectives; and (3) our assumptions and expectations, including our expectations regarding our financial
performance, products, technology, strategy, customers, markets, acquisitions and investments are forward-looking statements. These
forward-looking statements are not guarantees of future performance and involve significant risks, uncertainties and other factors that
may cause our actual results, performance or achievements to be materially different from results, performance or achievements
expressed or implied by the forward-looking statements contained in this presentation. Readers are cautioned that these forward-looking
statements are only predictions and are subject to risks, uncertainties, and assumptions that are difficult to predict, including those
identified in the “Risk Factors” section of Cisco’s most recent report on Form 10-Q filed on May 21, 2024 and its most recent report on Form
10-K filed on September 7, 2023. The forward-looking statements made in this presentation are made as of the time and date of this
presentation. If reviewed after the initial presentation, even if made available by Cisco or Splunk, on Cisco or Splunk’s website or otherwise,
it may not contain current or accurate information. Cisco and Splunk undertake no obligation to revise or update any forward-looking
statements for any reason, except as required by law.
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In addition, any information about new products, features, functionality or our roadmap outlines our general product direction and is
subject to change at any time without notice. It is for informational purposes only and shall not be incorporated into any contract or other
commitment or be relied upon in making a purchasing decision. We undertake no commitment, promise or obligation either to develop the
features or functionalities described, in beta or in preview (used interchangeably), or to include any such feature or functionality in a future
release. The development, release, and timing of any features or functionality described for our products remains at our sole discretion.

Splunk and Splunk> are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other brand
names, product names, or trademarks belong to their respective owners. © 2024 Splunk Inc. All rights reserved.
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Microsoft® 365

Cloud-based suite of productivity tools,
including email, collaboration platforms,
and office applications.

All integrated with Entra ID for identity
and access management.

M365’s centralized storage, ubiquity and
widespread adoption make it a

[Title] is an independent conference and is neither affiliated with, nor authorized, sponsored, or approved by, Microsoft
Corporation.
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Financially Motivated

7—

Research Threat intelligence Microsoft Defender Cybercrime

16 min read

Threat actors misuse OAuth
applications to automate financially
driven attacks

By Microsoft Threat Intelligence

December 12, 2023 Threat actors are misusing OAuth applications as an automation tool in financially

ﬂ X m motivated attacks. OAuth is an open standard for token-based authentication and

authorization that enables applications to get access to data and resources based

Source:
ttps://www.microsoft.com/en-us/security/blog/2023/12/12/threat-actors-misuse-oauth-applications-to-automate-financially-driven-attacks/#:~:text=Threat%20actors%20are%20misusing%200Auth,permissions%20set%20by%20a%20user.
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Intelligence Motivated

7——

Jonathan Greig
January 26th, 2024

Get more insights with the
Recorded Future

Intelligence Cloud.

Learn more.

- ———

=

Microsoft says Russian hackers used previously
identified tactic to breach senior exec emails

Russian hackers abused a popular authentication tool to gain access to the email accounts
of senior executives at Microsoft, according to a new statement from the tech giant.

Microsoft has been tightlipped about an incident — announced late on Friday afternoon last
week — that they said involved the months-long compromise of corporate email accounts.

Prolific hackers allegedly connected to Russia’s Foreign Intelligence Service (SVR) breached
a legacy non-production test tenant account in late November before pivoting into their
targets’ email accounts. Microsoft only discovered the incident on January 12.

For the last week, Microsoft has offered little explanation on how the hackers managed to
pivot from non-production test accounts into one’s used by senior leaders of the company.

But Microsoft said in a blog post on Thursday night that the hackers managed to gain entry
by abusing OAuth — a standard that allows applications to get access to data and
resources based on permissions set by a user.

Source: https://therecord.media/microsoft-says-russian-hackers-used-previously-identified-technique-to-breach-executive-emails
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Why Microsoft 365
Matters More Than Ever

e M365 adoption is skyrocketing

e Massive amounts of sensitive data now

reside in M365

e Adversaries are actively targeting M365

with evolving tactics

e Recent breaches demonstrate the
costly impacts of M365 compromise

e Remote work has expanded the

attack surface and risks

© 2024 SPLUNK INC.
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Data Sources -
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Data Sources

The UAL aggregates logs from various
services, such as Microsoft ®Exchange
Online, Microsoft ® SharePoint, Microsoft @
OneDrive, Microsoft® Teams and Microsoft
Entra ID™.

It provides a centralized view of user
application activities across the M365
environment,

Splunk Add-on for Microsoft Office 365

© 2024 SPLUNK INC.

Entra ID’s sign-in and audit logs feature
granular details relevant to authentication
and identity management.

Provides more comprehensive details
and includes categories not available in
the UAL: service principal,
non-interactive and mange identity
sign-ins.

Splunk Add-on for Microsoft® Azure Splunk
Add-on for Microsoft Cloud Services
Data Manager

Audit trail of all HTTP requests that the
Microsoft Graph API received and
processed for a tenant

After a brief stint in preview, they
transitioned to general availability in April
2024.

Splunk Add-on for Microsoft Cloud
Services
Data Manager



Unified Audit Log - MailItemsAccessed

CreationTime: "2024-05-07T718:01:02"

Id: "39b@96fT-0eB82-4d39-b47T-54fb7495e9c3"

Operation: "MailltemsAccessed"

OrganizationlId: "464f7f26-6391-4b5c-8968-61e36b8T6654"
RecordType: 50

ResultStatus: "Succeeded"

UserKey: "100320030DF47B14"
UserType: 9 - J Name: "MailAccessType"

Version: 1 - » C b A ‘ i | Value: "Bind"
Workload: "Exchange"

UserId: "mauricio@splunkresearch.com"

Appld: "00000003-0000-0000-c000-000000000000" - Name: "IsThrottled"
ClientAppId: "9a9c8232-73c¢8-45f4-b0e9-28f525a42a8f" 7| value: "False"
ClientIPAddress: "X.X.X.X"

ClientInfoString: "Client=REST;Client=RESTSystem;;"

ExternalAccess: false

InternalLogonType: @ _ ™ l Id: "LgAAAACOAxwqOj/BRg9Bs1bhMPw/A"
LogonType: © ’ ] Path: "\\Inbox"

LogonUserSid: "S-1-5-21-1148582062-3132321681-773847816-49307764"

MailboxGuid: "7cfcc8fc-0dd4a-4elc-9592-dbb3dele3859"

MailboxOwnerSid: "S-1-5-21-1148582062-3132321681-773847816-49307764"

MailboxOwnerUPN: "mauricio@splunkresearch.com"

OrganizationName: "splunkresearch.com"

OriginatingServer: "CO6PR18MB4001 (15.20.4200.000)\r\n"

OperationCount: 5

Image produced with jsoncrack.com
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Entra Id Logs - ServicePrincipalSignInLogs

© 2024 SPLUNK INC.

time: "2024-05-08T18:59:50.18965622"

resourceld: "/tenants/9da6cdc8-3d7c-4570-a822-34be803b36c9/providers/Microsoft.aadiam"

operationName: "Sign-in activity"
operationVersion: "1.0"

category: "ServicePrincipalSignInLogs"

tenantld: "9da6cdc8-3d7c-4570-a822-34be803b36c9"
resultType: "@"

resultSignature: "None"

durationMs: 0

callerIpAddress: "X.X.X.X"

correlationld: "aB82e50a7-0676-4331-9845-894320a6d9¢c0"
Level: 4

location: "US"

~-\ properties (1) c—:

Image produced with jsoncrack.com

id: "fb@be992-81b3-4b31-a5c4-ae692ab0o501"
createdDateTime: "2024-05-08T18:55:23.6325065+00:00"
userld:
appld: "314aed90-58e5-4022-8cd0-2264893d8ch8"
ipAddress: "X.X.X.X"
correlationld: "a82e50a7-0676-4331-9845-894320a6d9¢0"
conditionalAccessStatus: "notApplied"
isInteractive: false
tokenIssuerType: "AzureAD"
clientCredentialType: '"none"
processingTimeInMilliseconds:
riskDetail: "none"
riskLevelAggregated: "low"
riskLevelDuringSignIn: "low"
riskState: "none"
resourceDisplayName: "Windows Azure Service Management API"
resourceld: "797f4846-bad0-4fd7-bad3-daclf8f63013"
servicePrincipalName: "legit-app-registration"
servicePrincipalld: "3aB84d8e7-57f1-4d01-89c4-ee5e2e8f9%a5a"
flaggedForReview: false
isTenantRestricted: false
crossTenantAccessType: "none"
servicePrincipalCredentialKeylId: "76d6d721-c4c@-4a83-8bbe-2e09793f7bed"
unigueTokenIdentifier: "kukL-70BMUulxKS5pKrAFAQ"

ymingTokenT none"
authenticationProtocol: "none"
appServicePrincipalld:
resourceServicePrincipalld: "902b6b39-2d22-429b-a635-baf8d57a0cf9"
signInTokenProtectionStatus: "none"
originalTransferMethod: "none"

isThroughGlobalSecureAccess: false




raph Activity Logs - Graph Activity

__UDI_RequiredFields_TenantId: "9da6cdc8-3d7c-4570-a822-34be803b36c9"
__UDI_RequiredFields_Uniqueld: "bcc06d82-6b97-4303-adcl-2ddaaaf75cda"
_ _UDI_RequiredFields_EventTime: 638507754940000000
__UDI_RequiredFields_RegionScope: "NA"
timeGenerated: "2024-05-08T14:31:34.48933482"
location: "Central US"
requestId: "bcc06d82-6b97-4303-adcl-2ddaaaf75cda"
operationld: "bcc06d82-6b97-4303-adcl-2ddaaaf75cda"
clientRequestId: "bcc@®6d82-6b97-4303-adcl-2ddaaaf75cda"
time: "2024-05-08T14:31:34.48933482" apiVersion: "beta"
resourceld: "/TENANTS/9da6cdc8-3d7c-4570-a822-34be803b36c9/PROVIDERS/MICROSOFT.AADIAM" requestMethod: "GET"
operationName: "Microsoft Graph Activity" responseStatusCode: 403
operationVersion: "beta" tenantId: "9da6cdc8-3d7c-4570-a822-34be803b36c9"
category: "MicrosoftGraphActivitylogs" durationMs: 714204
resultSignature: "403" f 3 ) responseSizeBytes: 266
: - properties (1) (o) . ; : ,
durationMs: "714204" ,1 signInActivitylId: "JuWAEDAA3EeKdQv_GnbjAA"
callerIpAddress: "X.X.X.X" roles: "Application.Read.All AuthorizationSystem.Read.All AuthorizationSystemInventory...
correlationId: "bcc@6d82-6b97-4303-adcl-2ddaaaf75cda" appId: "a70c¢8393-7c@c-4cle-916a-811bd476eell"
level: "Informational" UserPrincipalObjectID: "c77f0418-0120-4a31-86¢c3-1a9211dca357"
location: "Central US" scopes: ""
tenantId: "9dab6cdc8-3d7c-4570-a822-34be803b36c9" identityProvider: "https://sts.windows.net/9da6cdc8-3d7¢c-4570-a822-34be803b36c9/"
clientAuthMethod: "2"
wids: "@0997a1d0-0dld-4acb-b408-d5ca73121e90"
C_Idtyp: "app"
C_Iat: "1715178394"
ipAddress: "X.X.X.X"

userAgent:
requestUri: "https://gqraph.microsoft.com/beta/groups"
servicePrincipalld: "c7710418-0120-4a31-86c¢3-1a%9211dca357"
tokenIssuedAt: '"2024-05-08T14:26:34.0000000Z"

Image produced with jsoncrack.com
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Source: https://www.pexels.com/photo/traffic-lights-and-street-signs-along-city-buildings-13084943/
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MITRE ATT&CK® Cloud Matrix

™

Defense Evasion redential Jiscovery ateral >ollection Exfiltration
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https://attack.mitre.org/matrices/enterprise/cloud/
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MITRE ATT&CK Cloud Matrix
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Initial Access




Initial Access

TAO0O0O01

Consists of techniques that use various attack
vectors to gain their initial foothold within a
an environment.

In the realm of cloud computing, identity has
become the new perimeter. A compromised
account can set the stage for further
exploitation and data exfiltration.

© 2024 SPLUNK INC.



Device Code
Phishing

M365 and its authentication processes are
built upon the OAuth protocol, which supports
various authentication flows

One such flow, is the OAuth protocol
extension known as

, designed to accommodate devices
that have constrained input capabilities.

This technique grants the attacker the ability
to and gain unauthorized access
to M365 services

© 2024 SPLUNK INC.

'oain.microsoftonline.com/

15

Microsoft

Enter code

Enter the code displayed on your app or device.

FYQASRU7L




Illicit Consent Grant

OAuth also allows third-party applications to
interact with organizational data.

Attackers exploit this by registering malicious
Azure applications and then deceiving users into
granting them consent

Once attackers obtain this unauthorized consent,
they can acquire an access token, enabling them
to access sensitive information

© 2024 SPLUNK INC.

B Microsoft

mauricioZ@_onmicrosoﬁ.com

Permissions requested

Maliciou App
unverified

This application is not published by Microsoft or
your organization.

This app would like to:

N/ Read your mail

v Read and write access to your mail

v/ Send mail as you

v/ Sign you in and read your profile

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here




. N N ~m Sign in to your account X + v o3 Priv:

Adversary
I G
Middle

maurici02@_onmicrosoft.com

Approve sign in request

« - O O & o~ https:/flogin.splunkphish.com/common/login ks 7

Phishing attacks have traditionally involved
tricking people into visiting fake websites @ Bbemsoursatheiicatosapnand satadthe

where they're asked to input their login number shown to sign in.
details.

In an (AiITM) attack, attackers also trick

victims into visiting a malicious site. However,

the phishing site acts as a proxy server, No numbers in your app? Make sure to upgrade to
forwarding and capturing victim’s requests to the latest version.
the legitimate web.

| can't use my Microsoft Authenticator app right now

This method , as the attacker

. . . . M informatio
gains a valid session cookie. ore information

© 2024 SPLUNK INC.



£ Accounts £03

MFA Fatigue

A common method used to
involves attackers abusing stolen

Notifications enabled

credentials to genel‘CITe a flood of authentication You can use this device to approve notifications to verify
requeSTS. your sign-ins
_ One-time password code
- 8
The hope is that the targeted user, overwhelmed Approve sign-in?
or confused by the incessant prompts, will [Q E _

eventually approve one.

© 2024 SPLUNK INC.



Office 365
Account
Takeover

https:.//research.splunk.com/stories/
office_365 account_takeover/

e 15 Analytics
e 11 unique MITRE Techniques

© 2024 SPLUNK INC.

Office 365 Account Takeover
Try in Splunk Security Cloud

Description

Monitor for activities and anomalies indicative of initial access techniques within Office 365 environments.

» Product: Splunk Enterprise, Splunk Enterprise Security, Splunk Cloud

Datamodel: Authentication, Risk

Last Updated: 2023-10-17

Author: Mauricio Velazco, Patrick Bareiss, Splunk

ID: 7dcea963-af44-4db7-a5b9-fd2b543d9bc9

Narrative

Office 365 (0365) is Microsoft's cloud-based suite of productivity tools, encompassing email, collaboration platforms, and office applications, all integra
data and widespread adoption make it a key asset, yet also a prime target for security threats. The "Office 365 Account Takeover” analytic story focuses
context, consists of technigues that use various entry vectors to gain their initial foothold . Identifying these early indicators is crucial for establishing the

Detections

Name Technique Type
rﬂigh Number of Login Failures from a single source Password Guessing, Brute Force Anomaly
”0365 Block User Consent For Risky Apps Disabled Impair Defenses TTP |

N2AR Canmiirran t Caccinne Cram Niffarant Ine TTD

Rrruecar Caceinn Hilankinm



Collection




Collection

TA0009

Consists of the techniques adversaries execute
for obtaining access to information of interest
to their goal.

In the realm of M365, collection can be
interpreted as unauthorized access to the
victim's organization mailboxes.

M365 was built on the foundations of Exchange,
a platform that historically offered multiple
mechanisms for mailbox access.

© 2024 SPLUNK INC.



Inbox Rules

Inbox rules let users automate actions on

Incoming emails when they match specific v Add a condition
criteria, such as containing certain words in the Wlessaae Body dludes It
Su bjeCT Iine. Add another condition

Add an action

These rules present an avenue for adversaries to
discreetly manipulate email flow on a ) L
Compromised CICCOUI‘\T \ Forward as attachment | evil@evil.com X

} Forward to . ‘ evil@evil.com X

‘ Redirect to malicious@evil.com X

Add another action

Business email compromise (BEC) actors
commonly rely on this technique to collect Add an exception
information about their targets.

© 2024 SPLUNK INC.



Mailbox Delegation

Delegation allows administrators to grant

permissions to users, known as delegates,

enabling delegates to gain comprehensive
access to other user’s mailboxes.

This feature, while facilitating administrative
efficiency, also poses a risk if permissions are not
properly audited.

Adversaries who successfully gain access to an
M365 environment can abuse mailbox delegation
to access a victim’s mailbox.

© 2024 SPLUNK INC.

General Organization Delegation Mailbox Others

Send as (0)

The Send as permission allows the delegate to send an email from this
mailbox. Message will appear to have been sent from this mailbox owner.

Send on behalf (0)

The Send on Behalf permission allows the delegate to send email on behalf of
this mailbox. The From line in any message sent by a delegate indicates that
the message was sent by the delegate on behalf of the mailbox owner.

Read and manage (Full Access) (1)

The Full Access permission allows a delegate to open this mailbox and behave
as the mailbox owner.




Mailbox Folder Permissions

Permissions for the Inbox folder

Name Permission level
. . . Default None
Folder permissions allows users to fine-tune who Anonymous pie

Mauricio Velazco Owner

can view or modify the contents of specific
folders within a mailbox

Permissions
If not properly monitored, it could allow Remissionilewe
adversaries to discreetly monitor email Read: .t
. . . . e . po— M Create items
communications, posing a significant risk to data () Nare Create subfolders
secu ri‘l‘ ] (5) Full details
y Edit all
Delete access:
- Other:
(U None Folder owner
APT29 leveraged this technique for email O own Folder contact
. @) Folder visible
collection. Of

© 2024 SPLUNK INC.



API Mailbox Access

Exchange Online provides system administrators

(base)
with APIs like EWS and the Microsoft Graph for — [mvelazco@C82D25]8MD6R] - [~/Dev/0365]
. . ® — # python read_email_graph2.py
streamlined mailbox management. User: mauricio@splunkresearch.com, Subject: wire instruction #1

User: mauricio@splunkresearch.com, Subject: Confidential Email #6
User: mauricio@splunkresearch.com, Subject: Confidential Email #5
User: mauricio@splunkresearch.com, Subject: Confidential Email #4

With the right privileges in place, adversaries can User: mauricio@splunkresearch.com, Subject: Confidential Email #2
abuse these powerful tools to gain varied levels
of unauthorized email access. User: herman@splunkresearch.com, Subject: Test email after disabling

User: herman@splunkresearch.com, Subject: Test SMTP config

User: herman@splunkresearch.com, Subject: Test email after disabling
User: herman@splunkresearch.com, Subject: Test email after disabling
User: herman@splunkresearch.com, Subject: Test email attachment - 2

© 2024 SPLUNK INC.



Office 365
Collection
Techniques

https://research.splunk.com/stories/
office_365_collection_techniques/

e 19 analytics
e 7 MITRE techniques
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Office 365 Collection Techniques

Try in Splunk Security Cloud

Description

Monitor for activities and anomalies indicative of potential collection techniques within Office 365 environments.

Product: Splunk Enterprise, Splunk Enterprise Security, Splunk Cloud

Datamodel: Change, Web

Last Updated: 2024-02-12

Author: Mauricio Velazco, Splunk

ID: d90f2b80-f675-4717-90af-12fc8c438ae8

Narrative

Office 365 (0365) is Microsoft's cloud-based suite of productivity tools, encompassing email, collaboration platforms, and office applications, all integrated with Azure /
storage of sensitive data and widespread adoption make it a key asset, yet also a prime target for security threats. The ‘Office 365 Collection Techniques' analytic story
gather critical information within the 0365 ecosystem. ‘Collection’ in this context refers to the various techniques adversaries deploy to accumulate data that are essenti
as intercepting communications, accessing sensitive documents, or extracting data from collaboration tools and email platforms. By identifying and monitoring these col
attempts to illicitly gather information

Detections
Name Technique Type
0365 Applicationimpersonation Role Assigned Account Manipulation, Additional Email Delegate Permissions ITP

V 0365 Compliance Content Search Exported Email Collection, Remote Email Collection TTP

; 0365 Compliance Content Search Started Email Collection, Remote Email Collection TTP

‘ 0365 Elevated Mailbox Permission Assigned Account Manipulation, Additional Email Delegate Permissions TTP

0365 Mailbox Email Forwarding Enabled

Email Collection, Email Forwarding Rule




Case Study:
Midnight
Blizzard




Midnight Blizzard - Attack Chain

DD Test tenant % DD Corporate Tenant
B LS —

/ \
: ' X

\ Acc.ow t’
5 N /

\ ff

/ Hi. < Cfe’o. En‘t(‘a ID o«alm ff

Password Spray Miege i
\W\

chac OA U‘t h ! / ;"
¢ X
& Appyco:t on o""’eﬂ

Test Account @ Service Prmc pal
NSO el
EEEN |
Malicious OAuth Apps i ikccss B.

Malicious Service Pn‘nc‘.Pals All Email Inboxes

Source: https://cloudsecurityalliance.org/blog/2024/02/27/securing-your-microsoft-environment-after-the-midnight-blizzard-attack
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Midnight Blizzard - Splunk Coverage

7~ 0365 Service Principal
New Client Credentials

L A ‘ Azure AD Service
0365 OAuth App Principal
Mailbox Access via = Authentication
g y } S~

Mailbox Access via

EWS
0365 Multi-Source

Failed

. ; . = N A Authentications Spike
365 Multiple ; | " .4 »

Mailboxes jcp;esseo( Vi | ) ~. Midkight BiSaand ( Intial Access

Splunk Security ‘ - 0365 Multiple Users
Content Faihng To

0365 Multiple Service ) Authenticate From Ip
Principals Created by '-
SP

0365 Privileged
) 7 h API Perwission
0365 Multiple 7 : N\ Assigned
Service Pﬁmipo.ls ' | )
Created by User /
0365 H'ugh Pr‘ivile,ge,
Role Gronted

Source: https://www.splunk.com/en_us/blog/security/hunting-m365-invaders-navigating-the-shadows-of-midnight-blizzard.html
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Demo

[Ms INvaDER]

% & O »
" 00 00 00 2 &

.- ae |
@ = ey

https://github.com/mvelazcO/msInvader
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Demo



https://drive.google.com/file/d/1jvhPT4vAkAIl3dhK14MtjDKkesOjsbsj/view?usp=sharing




Key Takeaways

e M365 is a top target for adversaries seeking
financial gain or data theft.

e Blue teams must proactively simulate and
detect common M365 attack vectors.

e Splunk enhances M365 threat detection by
analyzing multiple data sources.

e Continuous refinement of detection strategies
Is crucial to counter evolving threats.
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