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Cloud 
Identity 
Crisis 
Defending Identities in an Okta® Environment  
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Source: https://pixabay.com/photos/hacker-question-mark-hoodie-attack-2883630/
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● Introduction 

● Getting Okta Telemetry in Splunk 

● Detection Opportunities

● Takeaways
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What is OKTA?
“An okta is a unit of measurement used to describe the amount of cloud cover 
at any given location such as a weather station.”

Okta is a cloud-based identity and access 
management (IAM) platform that allows users to 
login to applications securely from any device.
 

Allows administrators to efficiently handle user 
identities, authentication, and permissions 
for different applications and systems.
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Common Okta Use Case

Source: https://xmcyber.com/blog/attack-techniques-in-okta/

AWS

Google 
Cloud

Microsoft 
Azure

Okta
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Authentication Policies
Flexible rules that manage authentication 
requirements for users accessing 
integrated applications.
 

Granular controls enforce one or more 
authentication factors (password complexity, 
MFA, device trust, platform) based on user 
groups, applications, and network zones.

These policies enhance security and ensure 
only authorized users access critical resources.
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Cloud Identity Crisis 

https://www.techtimes.com/articles/304088/20240429/unprecedented-surge-credential-stuffing-hacks-observed-okta.htm
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Cloud Identity Crisis 

https://www.techtimes.com/articles/304088/20240429/unprecedented-surge-credential-stuffing-hacks-observed-okta.htm
https://www.techtarget.com/searchsecurity/news/366552775/Okta-Caesars-MGM-hacked-in-social-engineering-campaign
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Cloud Identity Crisis 

https://sec.okta.com/articles/2023/08/cross-tenant-impersonation-prevention-and-detection
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Cloud Identity Crisis 

https://krebsonsecurity.com/2023/10/hackers-stole-access-tokens-from-oktas-support-unit/c
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Stay Ahead
● In the realm of cloud computing, 

identity has become the 
new perimeter.

● Okta serves as the gateway to 
all your applications and data.

● Detecting unusual behavior early can 
prevent potential security breaches 
and protect sensitive information.



© 2024 SPLUNK INC.

Getting Okta 
Telemetry in 

Splunk
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● OktaIM2:log

● OktaIM2:user

● OktaIM2:group

● OktaIM2:app

● OktaIM2:groupUser

● OktaIM2:appUser

Splunk Add-on for Okta Identity Cloud
https://splunkbase.splunk.com/app/6553
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Okta Admin 
Dashboard
sourcetype = OktaIM2:log

Create Web Application

● Client ID 
● Client secret

Application Scope

● okta.users.read
● okta.logs.read 
● okta.groups.read
● okta.apps.read
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Splunk Add-on for Okta Identity Cloud
https://splunkbase.splunk.com/app/6553

Client ID 

Client Secret

Name

Metric
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Okta Log 
Event

● actor.{}
● authenticationContext
● client
● debugContext.debugData
● eventType
● request.ipChain
● securityContext
● target
● transaction

sourcetype = OktaIM2:log
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What now?
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An Awesome Resource…
916 documented event types

https://developer.okta.com/docs/reference/api/event-types/

Source: https://www.flaticon.com/free-icon/api_4179993?term=api&page=1&position=11&origin=search&related_id=4179993
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● User creation, 
modification 
and deletion 

● Privilege 
escalation events

Critical Events in OKTA

● Application 
addition 
and removal

● Changes in 
application 
permissions

● Changes to 
security settings 
and policies

● IDP modifications

● Creation of 
API Token

● Modification, 
or revocation of 
API tokens

User 
Authentication 
Events

User Account 
Management 
Events

Application 
Access and 
Management

System 
Configuration and 
Policy Changes

API Token 
Management

● User login attempts 

● Multi factor 
authentication 
(MFA) events
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Okta
Detection

Opportunities
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Account Takeover

● Okta multiple failed 
MFA requests For user

● Okta suspicious use 
of a session cookie

https://www.flaticon.com/search?word=person%20looking%20tired

Image Credit https://help.illinoisstate.edu/informationsecurity/guidance/recognizing-and-responding-to-mfa-fatigue-attacks

Use Case

https://www.flaticon.com/search?word=person%20looking%20tired
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Okta Multiple Failed
MFA Requests For User

● eventType
- user.authentication.auth_via_mfa
● Mitre ATT&CK® Tactic

‒  Credential access
● Mitre Technique ID

‒ T1621
● Mitre Technique Name

‒ Multi-factor authentication request generation
● This type of activity were reported in several adversary campaigns

‒ Scattered spider
‒ Scatter swine
‒ August 31, 2023 -  Okta breach disclosure
‒ August 4, 2022- Okta phishing campaign against Twilio
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Okta Multiple Failed
MFA Requests For User
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Okta Suspicious Use
of a Session Cookie

● eventType
‒ policy.evaluate_sign_on

● Mitre ATT&CK Tactic
‒ Credential access

● Mitre Technique ID
‒ T1539

● Mitre Technique Name 
‒ Steal web session cookie

● This type of activity were reported in several adversary campaigns
‒ Scattered spider
‒ Lapsus$
‒ Okta | Keeping phishing adversaries out of the middle

source: https://stock.adobe.com/

https://sec.okta.com/phishingasaservice
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Okta Suspicious Use
of a Session Cookie

source: https://stock.adobe.com/
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Exfiltration

● Export user information 
from identity cloud

● Okta new API 
token created

Use Case



Splunk .conf24 Template  |  TMPLT-FY25-101

© 2024 SPLUNK INC.

Export User Information
from Identity Cloud 
● eventType   

‒ analytics.reports.export.download
‒ analytics.reports.export.generate
‒ analytics.reports.export.request

● Mitre ATT&CK® Tactic - Discovery, exfiltration
● Mitre Technique ID - T1087.004
● Mitre Technique Name - Account discovery: cloud account

● This type of activity were reported in several adversary campaigns
‒ Scattered spider
‒ MGM breach
‒ Lapsus$
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Export User Information
from Identity Cloud 
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Okta New API
Token Created

● eventType   
‒ system.api_token.create

● Mitre ATT&CK Tactic - Persistence, privilege escalation, exfiltration
● Mitre Technique ID - T1098.001
● Mitre Technique Name - Account manipulation: additional cloud credentials

● This type of activity were reported in several adversary campaigns
‒ Okta October 2023 security incident investigation closure
‒ Krebs - Hackers stole sokens from Okta’s support unit

https://sec.okta.com/harfiles
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Okta New API
Token Created
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● Okta IDP lifecycle 
modifications

● Global session policy 
modifications

Source: bit.ly/3NF10J4

Use Case: 

Persistence 
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Okta IDP Lifecycle
Modifications

● eventType   
‒ system.idp.lifecycle.activate
‒ system.idp.lifecycle.create
‒ system.idp.lifecycle.delete
‒ system.idp.lifecycle.deactivate

● Mitre ATT&CK Tactic - Credential access, defense evasion, persistence
● Mitre Technique ID - T1556
● Mitre Technique Na26me - Modify authentication process

● This type of activity were reported in several adversary campaigns
‒ Behind the breach: Cross-tenant impersonation in Okta

https://www.flaticon.com/free-icon/drawing-brush_12783083?term=modify&page=1&position=40&origin=search&related_id=12783083

……
…
IDP
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Okta IDP Lifecycle
Modifications
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Global Session Policy
Modifications

● eventType 
‒ policy.rule.update

● Mitre ATT&CK Tactic -   Credential access, defense evasion, persistence
● Mitre Technique ID - T1556.006
● Mitre Technique Name - Modify authentication process: Multi-factor authentication

● This type of activity were reported in several adversary campaigns
‒ Scattered Spider | CISA
‒ Behind the Breach: Cross-tenant impersonation in Okta
‒ How threat actors leveraged HAR files to attack Okta’s customers

https://www.alamy.com/hacker-stealing-password-cartoon-people-characters-illustration-image208148998.html

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a
https://www.obsidiansecurity.com/blog/behind-the-breach-cross-tenant-impersonation-in-okta/
https://securityboulevard.com/2023/12/how-threat-actors-leveraged-har-files-to-attack-oktas-customers/
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Global Session Policy
Modifications

OLD = *2FA* NEW =*1FA*



Splunk .conf24 Template  |  TMPLT-FY25-101

© 2024 SPLUNK INC.

Do you even 
threat hunt?

https://pixabay.com/illustrations/ai-generated-wolves-pack-forest-7964753/
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Okta MFA Exhaustion Hunt



Splunk .conf24 Template  |  TMPLT-FY25-101

© 2024 SPLUNK INC.

Splunk® 
Enterprise 
Security 
Content 
Update 
In 2024…
12 ESCU version released

Security Content Github

https://github.com/splunk/security_content
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Detections

● Total Detections 
‒ 20 +

● Mitre Coverage:
‒ 11 technique IDs

● Mitre ATT&CK Tactic 
‒ Credential access
‒ Discovery
‒ Exfiltration
‒ Persistence
‒ Privilege escalation

https://research.splunk.com
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Splunk 
Enterprise 
Security
Use case library 

Risk analysis framework

Incident management 

Respond using SOAR
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Analytic 
Story
Okta account takeover

● 18 Detections
● Types

‒ TTP: 7
‒ Anomaly: 9
‒ Correlation: 1
‒ Hunting: 1
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Risk Based 
Alerting Using 
Splunk 
Enterprise
Security
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Takeaways
● Okta serves as the gateway to all your 

applications and data, making it a critical 
point of access that must be closely 
monitored.

● To complete their goals,  attackers often 
abuse legitimate management features.

● Leveraging Splunk's analytics with Okta 
logs is key to uncovering ongoing attacks 
and defending against sophisticated 
identity threats.
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Thank you
A HUGE shout out to the AMAZING COMMUNITY 

for their contributions on this topic!

● Michael Haag (Splunk)
● James Brodsky (Google)
● John Murphy, Felicity Robson, Jordan Ruocco (Okta)
● Eli Guy (XM Cyber)

● Elastic Security labs
● David French
● Nick VanGilder
● and many more!


