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statements

This presentation may contain forward-looking statements that are subject to the safe harbors created under the Securities Act of 1933, as 
amended, and the Securities Exchange Act of 1934, as amended. All statements other than statements of historical facts are statements 
that could be deemed forward-looking statements. These statements are based on current expectations, estimates, forecasts, and 
projections about the industries in which we operate and the beliefs and assumptions of our management based on the information 
currently available to us. Words such as “expects,” “anticipates,” “targets,” “goals,” “projects,” “intends,” “plans,” “believes,” “momentum,” 
“seeks,” “estimates,” “continues,” “endeavors,” “strives,” “may,” variations of such words, and similar expressions are intended to identify 
such forward-looking statements. In addition, any statements that refer to (1) our goals, commitments, and programs; (2) our business 
plans, initiatives, and objectives; and (3) our assumptions and expectations, including our expectations regarding our financial 
performance, products, technology, strategy, customers, markets, acquisitions and investments are forward-looking statements. These 
forward-looking statements are not guarantees of future performance and involve significant risks, uncertainties and other factors that 
may cause our actual results, performance or achievements to be materially different from results, performance or achievements 
expressed or implied by the forward-looking statements contained in this presentation. Readers are cautioned that these forward-looking 
statements are only predictions and are subject to risks, uncertainties, and assumptions that are difficult to predict, including those 
identified in the “Risk Factors” section of Cisco’s most recent report on Form 10-Q filed on May 21, 2024 and its most recent report on Form 
10-K filed on September 7, 2023. The forward-looking statements made in this presentation are made as of the time and date of this 
presentation. If reviewed after the initial presentation, even if made available by Cisco or Splunk, on Cisco or Splunk’s website or otherwise, 
it may not contain current or accurate information. Cisco and Splunk undertake no obligation to revise or update any forward-looking 
statements for any reason, except as required by law.

In addition, any information about new products, features, functionality or our roadmap outlines our general product direction and is 
subject to change at any time without notice. It is for informational purposes only and shall not be incorporated into any contract or other 
commitment or be relied upon in making a purchasing decision. We undertake no commitment, promise or obligation either to develop the 
features or functionalities described, in beta or in preview (used interchangeably), or to include any such feature or functionality in a future 
release. The development, release, and timing of any features or functionality described for our products remains at our sole discretion.

Splunk and Splunk> are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other brand 
names, product names, or trademarks belong to their respective owners. © 2024 Splunk Inc. All rights reserved.
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Cybersecurity 
Landscape

Data silos and 
fragmentation

Complex data analysis 
and management

Slow threat detection 
and response

Compliance and 
reporting difficulties

Inefficient resource 
utilization

Unique Challenges and Risks
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Modernizing 
Cybersecurity
What can we do?
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Defining Organization’s 
Security Posture
A robust security posture is 
characterized by its ability to 
anticipate and mitigate risks before 
they materialize into actual threats.

• Identify sensitive and critical data. 
Prioritize security of data.

• Adopt security best practices (NIST CSF) 
and Zero Trust architecture.

• Accelerate towards secure cloud services.

• Centralize security data and analysis.

• Invest in technology and personnel.



Splunk .conf24 Template  |  TMPLT-FY25-101

© 2024 SPLUNK INC.© 2024 SPLUNK INC.

Understanding Threat Actor Lifecycle

Reconnaissance Establish 
foothold

Escalate 
privileges

Internal 
reconnaissance

Maintain 
persistence

• Unusual traffic volume
• DNS exfiltration

• Bitcoin activity
• Unusual instance launch

• Unusual ports
• Connect to unapproved site

• Malicious or suspicious IP
• Recon:EC2/PortProbeUnprotectedPort

• Unusual ISP caller
• Temporary credentials used 

off instance



Splunk .conf24 Template  |  TMPLT-FY25-101

© 2024 SPLUNK INC.

Strengthening 
Security Posture with 
AI-Enabled Insights 
from Amazon® 
Security Lake, 
Splunk® and 
Recorded Future®

How we can help.
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Transforming Challenges 
into Opportunities
Three major components are required.

1. Scalable data storage and management – 
Amazon Security Lake (Integrated).

2. Real-time analytics – Splunk 
(Collaborative).

3. Advanced threat intelligence – Recorded 
Future (Decision Ready).
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Solution Overview
Navigating the future of cybersecurity

● Data aggregation into your 
account, with variety of supported 
log and event sources.

● Multi-account and multi-region 
data management, compliance, 
and security.

● Data transformation and 
normalization into Open 
Cybersecurity Schema 
Framework (OCSF) and Apache 
Parquet Format.

● Seamless integration with 
analytic tools.

● Real-time data analysis 
and monitoring.

● Advanced machine 
learning capabilities.

● Customizable dashboards 
for actionable insights.

● Scalable architecture 
for enterprise data.

● Proactive threat intelligence 
provision.

● Real-time risk scoring 
and analysis.

● Enriches data with 
contextual information.

● Supports predictive 
security measures.

Amazon Security Lake Splunk Recorded Future
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Reference Architecture



Demo
Let’s see it in action



© 2024 SPLUNK INC.

Demo Video

https://drive.google.com/file/d/1pT91fzrMvsdn3S1kWkjRkg4W7VL05tHT/view?usp=drive_link
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Fortifying the Cybersecurity Landscape

● Enhance cybersecurity postures

● Streamline operations

● Improve threat intelligence

Integrating Amazon Security Lake, Splunk and Recorded Future can offer key use cases 
and benefits

Advanced Threat 
Detection and 

Response

Efficient Compliance 
and Regulatory 

Reporting

Insider Threat 
Detection

Cybersecurity 
Forecasting and 

Predictive Analytics

Comprehensive 
Incident 

Investigation and 
Forensics
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Call to Action

● Check out out our latest AWS Partner Network 
(APN) Blog on this joint solution to enhance 
enterprise resilience. Scan the QR code.

● Fill out the Contact us form in the blog to help you 
get started. 

● Stop by AWS booth at .conf to discuss more.

How to get started?

https://aws.amazon.com/blogs/apn/strengthen-security-posture-with-ai-enabled-insights-using-amazon-security-lake-splunk-and-recorded-future/
https://aws.amazon.com/government-education/contact/?trkCampaign=701RU0000056fVSYAY&trk=ps_blog_body
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Thank you
Work hard. Have fun. Make history.


