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Learning Objectives

Learn the key concepts used to Learn how OpenTelemetry and Learn how to troubleshoot LLM
build LLM applications such as Splunk Observability Cloud application issues and optimize
embeddings, vector databases, empower you to capture critical performance using Splunk

and Retrieval Augmented metrics, logs, and traces from Observability Cloud.

Generation (RAG). your LLM applications.
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Key Concepts & Conceptual Solution
Implementation & Instrumentation

Optimization with Splunk Observability Cloud




Key Concepts
& Conceptual
Solution




What problem are we trying to solve?

Given a textbook of several hundred pages, we want the ability to provide answers to specific questions using
the content of the textbook.

"What are the four layers of soil?”

according to my science textbook
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Why can’t we just use ChatGPT?

What are the four layers of soil?

The four main layers of soil, often referred to as soil horizons, are:
1. O Horizon (Organic Layer):
« Contains decomposed leaves, plants, and other organic matter.
» Dark in color and rich in nutrients.
2. A Horizon (Topsoil):
» A mix of minerals and organic material.
e Crucial for plant growth and home to many organisms like worms and insects.
3. B Horizon (Subsoil):
» Contains minerals leached down from the topsoil (like iron, clay, and aluminum).

» Less organic material than the A horizon and denser.

4. C Horizon (Parent Material):

» Made of partially broken-down rock.

» Little to no organic material and is the source of the soil above.
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How can we solve the problem?

“The four layers of soll
are topsoil, subsoil,

} parent rock, and
bedrock. Topsoil is the
upper layer, containing
humus and nutrients...”

Textbook LLM
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How can we solve the problem?

“The four layers of soll
are topsoil, subsoil,

} parent rock, and
bedrock. Topsoil is the
upper layer, containing
humus and nutrients...”

Relevant portion(s) LLM
of Textbook
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How can we solve the problem?

[Page 1, 8471, 491, 401,
8711, 19844, 401, 15915,

} 816..], }

[Page 132, 3923, 527,
279, 3116, 13931, 315,
17614, 30...],

Textbook Pages Embeddings Model Embeddings Vector Database
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Bringing it all together with
Retrieval-Augmented Generation (RAG)

i?\ B ) @@ y (=3 ) @_:'.

Embeddings Vector Prompt +
User Prompt Model Database Related Docs LLM

“The four layers of
soil are topsoill,
subsoil...”



Implementation
&
Instrumentation




Loading the Textbook PDF

from langchain _community.document loaders import PyPDFLoader

# Load the textbook PDF
loader = PyPDFLoader(
file path,

mode="page",

textbook pages = loader.load()
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Calculate Embeddings and
Store Iin the Vector Database

from langchain _openai import OpenAIEmbeddings

from langchain chroma import Chroma
embeddings model = OpenAIlEmbeddings(model="text-embedding-3-large")
db = Chroma.from _documents(

textbook pages,

embedding=embeddings model,

persist directory="../chroma_db"
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Initialize the Vector DB and LLM

from langchain.chat models import init chat model

from langchain_chroma import Chroma
embeddings model = OpenAIlEmbeddings(model="text-embedding-3-large")
vector store = Chroma(

persist_directory="./chroma_db",

embedding function=embeddings model

1lm = init chat model("gpt-40-mini", model provider="openai")
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Initialize the Vector DB and LLM

from langchain _core.prompts import ChatPromptTemplate

prompt = ChatPromptTemplate.from template("You are an assistant for question-answering tasks. Use

+ "the following pieces of retrieved context to answer the question. If you don't know the
answer, "

+ "just say that you don't know. Use three sentences maximum and keep the answer concise.\n"
+ "Question: {question}\n"
+ "Context: {context}\n"

+ "Answer:")
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Define functions to retrieve related documents
and generate a response using the LLM

class State(TypedDict):
guestion: str
context: List[Document]

answer: str

def retrieve(state: State):
retrieved docs = vector store.similarity search(state["question"])

return {"context": retrieved docs}

def generate(state: State):
docs _content = "\n\n".join(doc.page content for doc in state["context"])
messages = prompt.invoke({"question": state["question"], "context": docs content})
response = llm.invoke(messages)

return {"answer": response.content}
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Build a graph and invoke it

from langgraph.graph import START, StateGraph

graph builder = StateGraph(State).add sequence([retrieve, generate])
graph builder.add edge(START, "retrieve")

graph = graph builder.compile()

response = graph.invoke({"question": "What are the four layers of so0il?"})

The four layers of soil are topsoil, subsoil, parent rock, and bedrock. Topsoil is the upper layer,
containing humus and nutrients; subsoil is beneath it with some humus and minerals...
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We have our
application deployed
but how do we get

Insight into its
performance?




Observability
In 2 Steps

1. Install the

2. Instrument the Python application
with the
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https://docs.splunk.com/observability/en/gdi/opentelemetry/install-the-collector.html
https://docs.splunk.com/observability/en/gdi/opentelemetry/install-the-collector.html
https://docs.splunk.com/observability/en/gdi/get-data-in/application/python/instrumentation/instrument-python-application.html?_gl=1*1xi99o4*_gcl_aw*R0NMLjE3NDI4NTYwNzUuQ2owS0NRandoWVNfQmhEMkFSSXNBSlRNTVFaV01rdTJQNy1rVVRJZUtpWkh5ZlkwNTdqZktlZGJabDYtbEtxNko0clM2c1hPZnVSaG1La2FBaTh3RUFMd193Y0I.*_gcl_au*NjgwNzg0ODk1LjE3MzkzMTU5MDI.*FPAU*NjgwNzg0ODk1LjE3MzkzMTU5MDI.*_ga*MjAxNTk3MDM4Ni4xNzA4MTA2NTU4*_ga_5EPM2P39FV*czE3NDY0ODcwMTkkbzExNjIkZzEkdDE3NDY0ODcxMzEkajAkbDAkaDQ1Mzg2NzU3OQ..*_fplc*aXpURTRSWEVPWXp3Um9YWDMxU0IyQ1dza0szNGgxMzgzSmUyQ2hQVGpYakMxN0dKc0ozak5jWk5NdkFRdDQ5eXlkTUsySGl0OSUyRmg3JTJCR2RFNld4S1MwYlZOU3BqcFZ3cGpOUFRQMVRJWTRHVWlzTFAlMkI4dmlFMlRoZHBuTmZ3JTNEJTNE
https://docs.splunk.com/observability/en/gdi/get-data-in/application/python/instrumentation/instrument-python-application.html?_gl=1*1xi99o4*_gcl_aw*R0NMLjE3NDI4NTYwNzUuQ2owS0NRandoWVNfQmhEMkFSSXNBSlRNTVFaV01rdTJQNy1rVVRJZUtpWkh5ZlkwNTdqZktlZGJabDYtbEtxNko0clM2c1hPZnVSaG1La2FBaTh3RUFMd193Y0I.*_gcl_au*NjgwNzg0ODk1LjE3MzkzMTU5MDI.*FPAU*NjgwNzg0ODk1LjE3MzkzMTU5MDI.*_ga*MjAxNTk3MDM4Ni4xNzA4MTA2NTU4*_ga_5EPM2P39FV*czE3NDY0ODcwMTkkbzExNjIkZzEkdDE3NDY0ODcxMzEkajAkbDAkaDQ1Mzg2NzU3OQ..*_fplc*aXpURTRSWEVPWXp3Um9YWDMxU0IyQ1dza0szNGgxMzgzSmUyQ2hQVGpYakMxN0dKc0ozak5jWk5NdkFRdDQ5eXlkTUsySGl0OSUyRmg3JTJCR2RFNld4S1MwYlZOU3BqcFZ3cGpOUFRQMVRJWTRHVWlzTFAlMkI4dmlFMlRoZHBuTmZ3JTNEJTNE

Install the Splunk Distribution of the
OpenTelemetry Collector

curl -sSL https://dl.signhalfx.com/splunk-otel-collector.sh > /tmp/splunk-otel-collector.sh;
sudo sh /tmp/splunk-otel-collector.sh \

--realm $SPLUNK REALM \

--memory $SPLUNK_MEMORY_TOTAL_MIB \

-- $SPLUNK_ACCESS TOKEN



Instrument the Python application with the
Splunk Distribution of OpenTelemetry Python

# install the package
pip install "splunk-opentelemetry[all]"

# install instrumentation for packages used by the app

opentelemetry-bootstrap -a install

# tell OpenTelemetry how to report data
export OTEL_SERVICE NAME=back-to-school-with-gen-ai
export OTEL RESOURCE_ATTRIBUTES='deployment.environment=test’

# start the application with instrumentation

opentelemetry-instrument python app.py
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View data in Splunk Observability Cloud

< APM

Service Map

:ﬁgm v Environment : back-to-school-with-g... ¥ Workflow : All Services ¥ Add filters C Refresh

= v | Showing all 4 services by request count Switch to New Map Service by Error Rate

1/s sqlite
openai:text...
8§ openai.gpt-...
back-to-sc...

1:19:10 PM
TODA

Top Error Sources

1/s § sqlite
openaitext...
8§ openai.gpt-...
back-to-sc...

openai.gpt-40-mini 2.00s

990ms

. ) 1:04:20 PM 1:19:10 PM
openai:text-..ding-3-large 990ms ODAY AR AV

back-to-school-with-gen-ai 982
S HS Service by Latency (P90)

4s openaigpt-...
openai:text...
back-to-sc...

i sqlite

; 1:19:10 PM
sqlite 493us

Traces

(@ showlegend [ ————————

View Trace ID
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Optimization
with Splunk
Observability Cloud
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https://drive.google.com/file/d/1-udNKqDaxxakujDe-ka63ucEB_Qu4Mpd/view?usp=sharing

Similarity Search Implementation

def retrieve(state: State):

retrieved docs = vector store.similarity search(

query = state["question"]

return {"context": retrieved docs}

© 2025 SPLUNK LLC



Similarity Search Implementation

def retrieve(state: State):

retrieved docs = vector store.similarity search(

query = state["question"],

return {"context": retrieved docs}
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Trace with Reduced Document Count
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< APM

TracelD: 8d1f19957084634c0efec2499f8806¢cc

= Waterfall (2 Span Performance £ Al Interactions

Add filters

Q_ Search... _ Min Duration(ms) | O

27 / 27 Spans Loaded

v |back—to—school—with—gen-ai: invoke-graph
v <i> back-to-school-with-gen-ai: embeddings
text-embedding-3-large *&F embeddings
v |back-to-school-with-gen-ai: POST
</)> openai:text-embedding-3-large:
embeddings text-embedding-3-large
<i> back-to-school-with-gen-ai: chroma.query
=¥ vectordb
+ |back-to-school-with-gen-ai: SELECT
& sqlite: SELECT
<i)> back-to-school-with-gen-ai: chat gpt-4o-
mini &k chat
<i> back-to-school-with-gen-ai: chat gpt-4o-

v |back-to-school-with-gen-ai: POST

/s

‘Oms 730msl

2.9s

1.0s

gen_ai.response.model

gpt-40-mini-2024-07-18

gen_ai.response.service_tier
default

gen_ai.response.system_fingerprint

fp_34a54ae93c

gen_ai.sdk.version

1.88.0

gen_ai.server.time_to_first_token

1.7586190700531006

gen_ai.system e

openai

gen_ai.usage.cost

0.00011535

gen_ai.usage.input_tokens

521

gen_ai.usage.output_tokens

62

gen_ai.usage.total_tokens

583




Observability for AI Product Roadmap




Agentic Conversat
and Evaluation

splunk>  splunk Observability Cloud Q + QO @ f@e| R el

Al Monitoring

a ® “4h ¥ Environment: prod ¥ | Application: FlashSalesApp ¥

e Understand the health, quality and cost of e

Agent

Requests Latency (P90) Errors  Quality Security Risks Tokens Conversations

each agent running production
e Online evaluation of LLM responses to
assess the effectiveness of application
e Trace all interactions between users,
agents and tools in a dedicated view 0 & | AL

Data management

CustomerDataAnalyst 4(3.5%)

TrendDesign 6 (0.8%) No risk

Infrastructure

PricingPromo 123 1.76s 3(5.1%) No risk 445K

i
Digital CampaignGenerator 856 1.10s 7(2.3%)
Experience

No risk ¥ 298K

5 5 SupportAgent 289 2.45s 2(6.4%) No risk T 267K

Third-party

Al Monitoring

Performance

= Conversations

° o . o) Conversation details
e Visualize mulfi-agent workflows, to
, Trace ID Date Tokens Tool Calls LLM Calls OF
11de7d039551976ba0f7cf4c42572a6¢ July 18 2025 14:30:12 UTC (19.425s) 1,632 (1,245 in 387 out) 7 2 i

°
u I ld el S I q I ld I n p u I S O u I p u I S q I Id a g el l I Dashboards 4t Other conversations using the CampaignGenerator with high factual accuracy scores use system promptyersion 20 and include a successful call to campaign_validator_api. See an e

Agent flow

° °
€3 PricingPromo
ecisions
3 CustomerDataAnaly...

2 operations 5 operations operations

@3 TrendDesign

e Pinpoint issues at every step including

- S Operations Details
° ° Experience \ &3 CustomerDataAnalyst £ Vv system SZYS
GPT-4.1 nano
’ , &g > 8 customer_segment_lookup s providing detailed demographic and behavioral insights for marketing campaigns.
Al Monitoring Focus on identifying high-value segments with strong conversion potential.

3 TrendDesign
GPT-4.1 nano

a v input

° °
B design_trend_rag_query
Analyze customer segments for Splunk t-shirt campaign targeting security analysts

€3 PricingPromo
- N GPT-4.1 nano
o v output
Data management % pricing_optimization_api 09s

) Security analysts segment: 15,000 active users, 68% male, 32% female, avg age 32,
8 > i ameRlenEens Eioy Rl O Factual acouracy high engagement with technical content, 73% purchase rate on limited-time offers,
peak activity 9-11am PST

Settings
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Recap

Here’s what we covered In
today’s session:

e The key concepts used to build LLM
applications such as embeddings, vector
databases, and Retrieval Augmented
Generation (RAG).

e How OpenTelemetry and Splunk Observability
Cloud empower you to capture critical
metrics, logs, and traces from your LLM
applications.

e How to troubleshoot LLM application issues
and optimize performance using Splunk
Observability Cloud.
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What questions
do you have?




Call to Action




Splunk® Observability Cloud Trial

If you’re not already using Splunk® Observability Cloud Splunk Observability Cloud
Free Trial

today, you can sign up for a free 14-day ftrial at:

Try Splunk Observability Cloud free for 14 days. No credit
card required.

prod-profilin... (2) ¥ ervice: adservice v Host v ontainer v ) Linked to spans

AlwaysOn Profiling adservice (Java) CPU  Memory

Or ask your Splunk sales representative about it.

Heap Memory Application Activity Garbage Collection Activity

Ll ‘
Visit to sign up for early access to new || JORA = e ﬂ

¥ Heap Usage ¥ Live Data Size § Max Heap Size 1 Allocation Rate © App Paused for GC % 1 App Active Time % 8 Pause Count § Pa

fe q T u re S ! 4 Search () Using 514.1k call stacks out of 517.2k total Load more

Name ¢ Bytes Allocated -+ Count ¢ Memory Allocation Stack Traces
Thread.run(unknown:750)
hipstershop.copyright.StockPhotos$CopyrightPhoto.<init>(unknown:54) 3.2GB 489.9k
res
SerializingExecutor.run(unknown:133)
ContextRunnable.run(unknown:37)
Serverimpl$JumpToApplicationThreadServerStroamListener$ 1 HalfClosed.runinContext(unknown:4

okio.Segment.<init>(unknown:62) 820.8KB 100
com.github.os72.protobuf_3_11_1.AbstractMessageLite.toByteArray(unknown:69) 577.2KB 30
com.signalfx.shaded.apache.http.util ByteArrayBuffer.<init>(unknown:53) 484.2KB 59 ==
hipstershop.copyright.StockPhotos.createDatabase(unknown:37) 281.2KB 510.7k W——

java.util LinkedList linkLast(unknown:142) 276.7KB 115k |

java.util Properties$LineReader.<init>(unknown:405) 205.2KB 25

com.signalfx.shaded.apache.http.implio.SessioninputBufferimpl.<init>(unknown:97) 90.2KB 11

java.util. Random.<init>(unknown:137) 64.8KB 2.7k

java.util Arrays.copyOf(unknown:3332) 46.4KB 72

> java.util.regex.Matcher.<init>(unknown:225 27.8KB 290
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http://cs.co/observability-trial
http://voc.splunk.com

Key Community Contributions

N

O

\ £

Open

Standardize conventions for data collection, Develop an infrastructure stack for agent
evaluations and integrate standardized collaboration, including discovery, identity,
instrumentation for agentic systems messaging, and observability

CNCF Top Project Part of the Linux Foundation
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Let’s Connect

we’d love to hear how your Observability
for Al journey Is going!

Email:

LinkedIn;
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mailto:dmitch@cisco.com
mailto:sarware@cisco.com
https://www.linkedin.com/in/derek-mitchell-ab15491/
https://www.linkedin.com/in/derek-mitchell-ab15491/
https://www.linkedin.com/in/seware/

Thank you




