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Large Language
Models (LLM)




Large Language
Models (LLM)

Language Models (LLMs) are
advanced Al systems capable of
understanding and generating
human-like text. They utilize vast
datasets to learn language patterns,
enabling nuanced comprehension
and contextual understanding.
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LLM Workflow

Output Text



Adapting Current |
Processes with
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Current Processes with LLM

e Important mindset for the e Management doesn’t need to e Enable human decision-making
management: LLM doesn’t know SPL or navigate without deep technical dives
have to be perfect to be dashboards. They can simply (natural language)
valuable ask: e Teams are able to immediately

e Even an 80%-accurate quick “Are there any critical errors in act on the information, closing
interpretation is better than the last 24 hours?” the gap between detection and
having no visibility or waiting “Summarise the application response.

hours for a human summary. status in the past hour”
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Use Case 1:
Application
Health
Monitoring




Demo Video



https://drive.google.com/file/d/1lOXfNI2nwQZDKJ768Q2zEX35PMG2-7po/view?usp=sharing

Alert-based monitoring - Using LLM alert
when application faces error

e To alert application team e Quick summary to the admin; e Recurring alert that searches
whenever an error to the app no need to access console application for error logs hourly
has occurred e Natural language - do not need e If error logs are discovered,

e Using LLM, to provide possible to read through all the logs for trigger a secondary search that
reason of application failure error identification searches through all the error

logs in the application

e LLM will summarise the
findings and notify the
application team

e Output via email, or telegram
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Use Case 2:
Chatbot




Demo Video



https://drive.google.com/file/d/1YiRDoCexFUe2ustNsYjj8-Gq67inTLOh/view?usp=sharing

Chatbot Idea: A Chatgpt-like interface that
people can adopt and use easily.

e To provide a friendly-user e Low barrier of entry for Users e Splunk Search for the
interface for all Users to to use. particular logs to be passed to
interact conversationally with e Provide coherent discussion the model.
the Large Language Model. throughout the whole e XML Dashboard with chat

e Keeps track of the conversation with the user. interface for conversing with
conversation to culminate e Capable of being a “guide” to the model.
insights beyond a single the user instead of a 1-shot e Splunk Javascript for
prompt-answer. reply. interaction with backend server

for conversational history and
session state management.
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Technical
Overview and
Tips




Tech Stack

1. Dashboards 1. Platform - Ollama 1. LangChain 1. Containers
2. Splunk Custom 2. Serverless LLM
Commands Endpoints Others:

3. Splunk Javascript Llamaindex
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Common Data Workflow
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Common Architecture

P API Endpoint

Langchain
Pandas
Json

L L Model
Splunk Search Head arge Language Moade

files (.gguf format, etc)

Ollama Container
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Unlocking the
Next Chapter
with LLMs
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Tech push
operations

With the rapid evolution of
LLM technology and
frequent new releases, It's
essential for business
operations and practices to
adapt, ensuring alignment
with emerging capabilities
and responsible adoption.



Business & IT alignment

1. Reqularly update management on
emerging GenAl capabilities and
how they can enhance current
business processes.

2. Proactively deliver Minimum
Viable Products (MVPs) that
demonstrate feasibility and
business value.

© 2025 SPLUNK LLC

Provide clear documentation to
empower both relevant business
and technical teams with the
knowledge and support needed to
adopt GenAl tools confidently.
Incorporate change management
practices, by consistently
engaging all stakeholders, through
the use of feedback loops and
transparent communication.

Ensure shared ownership of
GenAlI tools by aligning
business goals and technical
execution through ongoing
collaboration between business
and technical teams.



LLM-Powered Diagnosis, Knowledge,
and Execution

Mass adoption of contextual Root Knowledge Base for Guides

Cause Analysis (RCA) using LLM and Playbooks Agentic Workflows for Operations
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LLM-Powered Diagnosis, Knowledge, and
Execution

Mass adoption of contextual RCA using LLM

e Possibilities are endless - Splunk Health Monitoring is just a start
- Applications, Servers, Dabatases

- Ticketing investigation with ITSM such as Jira, ServiceNow

- Cyber risk analysis & bad-actor threat investigations

e Expand RCA into every layer where data flows!
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LLM-Powered Diagnosis, Knowledge, and
Execution

Knowledge Base for Guides and Playbooks

LLM can reads historical incidents, logs, user feedbacks, SOPs and store them as knowledge. This knowledge
can help to generate troubleshooting guides, or remediation playbooks.
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Knowledge Guides and
Base playbooks
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LLM-Powered Diagnosis, Knowledge, and
Execution

Agentic Workflows for Operations

e LLM interprets and executes operational requests for Splunk Operations
- Example: “Help to run an adhoc search to summarise the health of my application. Return the result in a
dashboard and send me the link”
- Example: “Help to onboard logs from my system to Splunk and generate routine reports”
e LLM translates intent, and create an Agentic workflow which Validates & triggers automation

pipelines seamlessly
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